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Outline
Le
ture 1: Introdu
tion to proto
ol analysis in applied pi
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Le
ture 2: Formalisation and veri�
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Formal methods for system veri�
ation
Does the systemModelling satisfy

|= ϕ

the property?

Major su

esses: formal methods in hardware design, softwaremodel-
he
king of drivers, stati
 analysis of large s
ale embedded systems,. . .
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Formal methods for system veri�
ation
Does the systemModelling satisfy

|= ϕ

the property?

2007 Turing award for Computer aided veri�
ationTo Clarke, Emerson and Sifakis: For their role in developingModel-Che
king into a highly e�e
tive veri�
ation te
hnology, widelyadopted in the hardware and software industries.
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Cryptographi
 proto
ols everywhere!

Cryptographi
 proto
ol:a distributed program whi
h uses 
ryptographi
 primitives (e.g. en
ryption,digital signatures, . . . ) to ensure a se
urity property (e.g. 
on�dentiality,authenti
ation, anonymity, . . . )S. Delaune & S. Kremer (LSV) Wednesday 1st September 5 / 74
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Formal methods for proto
ol veri�
ation

|

Does the proto
olModelling satisfy
|= ϕ

a se
urity property?

proto
ol is exe
uted in adversarial environmentin this talk: proto
ols are modelled in the applied pi 
al
ulusatta
kers are any pro
ess whi
h 
an be written in the applied pi
al
uluspartial automation using the veri�
ation tool ProVerifS. Delaune & S. Kremer (LSV) Wednesday 1st September 6 / 74



The Needham-S
hroeder publi
 key proto
ol (1978)
• A → B : {A,Na}pub(B)B → A : {Na,Nb}pub(A)A → B : {Nb}pub(B)

S. Delaune & S. Kremer (LSV) Wednesday 1st September 7 / 74



The Needham-S
hroeder publi
 key proto
ol (1978)
A → B : {A,Na}pub(B)

• B → A : {Na,Nb}pub(A)A → B : {Nb}pub(B)

S. Delaune & S. Kremer (LSV) Wednesday 1st September 7 / 74



The Needham-S
hroeder publi
 key proto
ol (1978)
A → B : {A,Na}pub(B)B → A : {Na,Nb}pub(A)

• A → B : {Nb}pub(B)

S. Delaune & S. Kremer (LSV) Wednesday 1st September 7 / 74



The Needham-S
hroeder publi
 key proto
ol (1978)
A → B : {A,Na}pub(B)B → A : {Na,Nb}pub(A)A → B : {Nb}pub(B)

INIT =̂ RESP=̂in(
 , xpkb).νna. in(
 , y)out(
 , aen
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k
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{Nb}pub(I ) {Nb}pub(B)

AnswersIs Nb a shared se
ret between A and B?
→֒ NoWhen B re
eives {Nb}pub(B), does this message really originate fromA?
→֒ NoRemark : Crypto has not been broken
→֒ Atta
k on the proto
ol logi
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Part II
The applied pi 
al
ulus
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Motivation for using the applied π-
al
ulus
Applied pi-
al
ulus: [Abadi & Fournet, 01℄basi
 programming language with 
onstru
ts for 
on
urren
y and
ommuni
ationbased on the π-
al
ulus [Milner et al., 92℄in some ways similar to the spi-
al
ulus [Abadi & Gordon, 98℄
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onstru
ts for 
on
urren
y and
ommuni
ationbased on the π-
al
ulus [Milner et al., 92℄in some ways similar to the spi-
al
ulus [Abadi & Gordon, 98℄
Advantages:allows us to model less 
lassi
al 
ryptographi
 primitivesboth rea
hability and equivalen
e-based spe
i�
ation of propertiesautomated proofs using ProVerif tool [Blan
het℄powerful proof te
hniques for hand proofssu

essfully used to analyze a variety of se
urity proto
ols
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Modelling messages as terms
First order terms built over a signature F (�nite set of fun
tion symbols),an in�nite set of names and an in�nite set of variablest ::= term

| x variable x
| n name n
| f (t1, . . . , tk) appli
ation of symbol f ∈ FExample: Let F = {en
(·, ·), de
(·, ·), 〈·, ·〉, π1(·), π2(·)}.en
(〈s1, a〉, k) de
(en
(x , y), y) π1(en
(s, k))
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(·, ·), 〈·, ·〉, π1(·), π2(·)}.en
(〈s1, a〉, k) de
(en
(x , y), y) π1(en
(s, k))Term algebra is equipped with an equational theory indu
ed by a �nite setof equationsExample: De�ne E by de
(en
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The applied π-
al
ulus on an exampleSyntax: P = νs, k.(out(
1, en
(s, k)) | in(
1, y).out(
2, de
(y , k))).Spe
ial pro
esses: a
tive substitutions P | {M/x}
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The applied π-
al
ulus on an example (2)Labeled operational semanti
s α
→Labelled transitions where α is either in(
,M), (ν
 ′).out(
, 
 ′) or

(νx .)out(
, x)Example:
νa, νk.out(
, en
(a, k)).P νx .out(
,x)

−−−−−−−→ P | {en
(a,k)/x}Allows pro
esses to 
ommuni
ate with an unspe
i�ed environmentOutput is done by referen
e and 
reates a
tive substitutions
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(a,k)/x}Allows pro
esses to 
ommuni
ate with an unspe
i�ed environmentOutput is done by referen
e and 
reates a
tive substitutionsFramesThe frame of a pro
ess φ(A) is build from the pro
ess restri
tions anda
tive substitutionsApproximation of the pro
ess a

ounting for the stati
 knowledgeexposed to the environmentS. Delaune & S. Kremer (LSV) Wednesday 1st September 13 / 74



Dedu
ing se
retsFrameA frame is a pro
ess of the form νñ.({M1/x1} | . . . | {Mn/xn}).ExampleP = νs, k.(out(
2, s) | {en
(s, k)/x1} φ(P) = νs, k.{en
(s, k)/x1}
Dedu
ibility (⊢)
ϕ ⊢ s whenthere exists M, su
h that Mσ =E t, where ϕ = νñ.σ and M does notuse the names ñ
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ess of the form νñ.({M1/x1} | . . . | {Mn/xn}).ExampleP = νs, k.(out(
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Stati
 equivalen
e on frames � passive atta
ker
Stati
 equivalen
e on frames (≈s)
ϕ ≈s ψ whendom(ϕ) = dom(ψ) (the frames 
oin
ide on unrestri
ted variables),for all terms U,V , (U =E V )ϕ i� (U =E V )ψ
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ϕ ≈s ψ whendom(ϕ) = dom(ψ) (the frames 
oin
ide on unrestri
ted variables),for all terms U,V , (U =E V )ϕ i� (U =E V )ψ

Example 1: νk.({en
(a,k)/x} | {k/y}) 6≈s νk.({en
(b,k)/x} | {k/y})be
ause of the test de
(x , y) = aExample 2: νk.{en
(a,k)/x} ≈s νk.{en
(b,k)/x}Formalizes the idea that an atta
ker 
annot distinguish two frames
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Equivalen
e of pro
esses
Testing equivalen
e (P ≈t Q)for all 
losing evaluation 
ontexts C [_], we have that:C [P] ⇓ 
 if, and only if, C [Q] ⇓ 
 .
−→ P ⇓ 
 when P 
an send a message on the 
hannel 
 .Intuition:An adversary 
annot distinguish two pro
esses, even if it 
an arbitrarilyintera
t with themUsefull for modelling priva
y properties: more on this on Friday inStéphanie's talk
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Part III
Analysing the proto
ol by Fujioka, Okamoto, Ohta[KremerRyan'05℄
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FOO'92 : �unusual� 
ryptographi
 primitives
Anonymous 
hannelsImplemented using MixNets, Onion Routing, . . .CommitmentTo 
ommit to m, I invent a new random r and send you 
ommit(m, r).Later, I'll send you r , whi
h you 
an use to reveal m.It is binding: one 
annot �nd r ′, su
h that the 
ommitment opens
orre
tly to m′Blind signaturesI want you to sign m but I don't want you to see its value.I send you blind(m, r). You sign it.I use r to extra
t your signature on m.
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FOO 92 proto
ol [FujiokaOkamotoOhta92℄Part 1
Voter V Admin A

x = 
ommit(v
,
r)e = blind(x , b) 
he
k V is legitimateunblind(σA(e), b) = σA(x)

V −→ A : σV (e)A −→ V : σA(e)
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V −→ A : σV (e)A −→ V : σA(e)
Part 2

Voter V Colle
tor C
V −→ C : σA(x)enter (ℓ, σA(x)) into list

Part 3
Voter V Colle
tor CV −→ C : ℓi , rpublish list (ℓi , σA(xi ))open x using rpublish vS. Delaune & S. Kremer (LSV) Wednesday 1st September 19 / 74



Signature and equational theorySignature 
ommit/2. 
ommitmentopen/2. open 
ommitmentsign/2. digital signature
he
ksign/2. open digital signaturepk/1. get publi
 key from private keyhost/1. get host from publi
 keygetpk/1. get publi
 key from hostblind/2. blindingunblind/2. undo blindingEquational theory open(
ommit(m,r),r) = m.getpk(host(pubkey)) = pubkey.
he
ksign(sign(m,sk),pk(sk)) = m.unblind(blind(m,r),r) = m.unblind(sign(blind(m,r),sk),r) = sign(m,sk).S. Delaune & S. Kremer (LSV) Wednesday 1st September 20 / 74



Voter pro
ess
as
ii version of applied π-
al
ulus (input to ProVerif tool)Hypothesis: All 
hannels are anonymous, unless identi�
ation isexpli
itly given in the messagepro
essV =new blinder; new r;let blinded
ommitedvote=blind(
ommit(v,r),blinder) inout(
h,(hostv,sign(blinded
ommitedvote,skv)));in(
h,m2);let blinded
ommitedvote0=
he
ksign(m2,pka) inif blinded
ommitedvote0=blinded
ommitedvote thenlet signed
ommitedvote=unblind(m2,blinder) inout(
h,signed
ommitedvote);in(
h,(l,=signed
ommitedvote));out(
h,(l,r)).
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The other pro
essesAdmin and 
olle
tor pro
esses similarMain pro
ess puts everything together:new ska; new skv;new privCh;let pka=pk(ska) inlet hosta = host(pka) inlet pkv=pk(skv) inlet hostv=host(pkv) inout(
h,pka); out(
h,hosta);out(
h,pkv); out(
h,hostv);((out(privCh,pkv); out(privCh,pk(ski))) |(!pro
essV)|(!pro
essA)|(!pro
essC))
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Blan
het's ProVerif tool
Designed and implemented by Bruno Blan
hethttp://www.proverif.ens.fr/Input is given in the applied π-
al
ulusExpressive: 
an model algebrai
 properties of the 
rypto, via rewriterules and equationsAnalyses se
re
y/rea
hability properties of proto
ols as well asequivalen
e propertiesApplied π-
al
ulus is translated into Horn 
lauses, des
ribinga
quisition of knowledge by the atta
kerUnbounded number of sessionsSound, but not 
omplete (false atta
ks are possible)Termination not guaranteed

S. Delaune & S. Kremer (LSV) Wednesday 1st September 23 / 74
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Fairness
Fairness ensures that you 
annot obtain exit polls, i.e. early resultsCan be modeled as a se
re
y property: the vote of a honest voter staysse
ret until the opening phaseEven a 
orrupt administrator 
annot learn votes : modeled by outputtingthe admin's private keyNo need for a 
orrupt 
olle
tor (
olle
tor never uses his private key)Proofs automated by ProVerif
S. Delaune & S. Kremer (LSV) Wednesday 1st September 24 / 74



Fairness using stronger notions of se
re
yModeling fairness as dedu
ibility may be too weakOnly few possible values for votes make ele
tions parti
ularly vulnerable too�ine guessing atta
ks, aka di
tionnary atta
ksExample: ϕ = {en
(v ,pk)/x} where v ∈ {0, 1}
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re
yModeling fairness as dedu
ibility may be too weakOnly few possible values for votes make ele
tions parti
ularly vulnerable too�ine guessing atta
ks, aka di
tionnary atta
ksExample: ϕ = {en
(v ,pk)/x} where v ∈ {0, 1}O�ine guessing atta
ks 
an be modelled using stati
 equivalen
e
νv .(ϕ | {v/x} ≈s νv .(ϕ | νv ′.{v ′/x})Intuition:the atta
ker 
annot distinguish the right guess v from a wrong guess v ′
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Fairness using stronger notions of se
re
yModeling fairness as dedu
ibility may be too weakOnly few possible values for votes make ele
tions parti
ularly vulnerable too�ine guessing atta
ks, aka di
tionnary atta
ksExample: ϕ = {en
(v ,pk)/x} where v ∈ {0, 1}O�ine guessing atta
ks 
an be modelled using stati
 equivalen
e
νv .(ϕ | {v/x} ≈s νv .(ϕ | νv ′.{v ′/x})Intuition:the atta
ker 
annot distinguish the right guess v from a wrong guess v ′We 
an verify an even stronger property: strong se
re
y [Blan
het'04℄
∀M,N. P{M/v} ≈o P{N/v}
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Fairness using stronger notions of se
re
yModeling fairness as dedu
ibility may be too weakOnly few possible values for votes make ele
tions parti
ularly vulnerable too�ine guessing atta
ks, aka di
tionnary atta
ksExample: ϕ = {en
(v ,pk)/x} where v ∈ {0, 1}O�ine guessing atta
ks 
an be modelled using stati
 equivalen
e
νv .(ϕ | {v/x} ≈s νv .(ϕ | νv ′.{v ′/x})Intuition:the atta
ker 
annot distinguish the right guess v from a wrong guess v ′We 
an verify an even stronger property: strong se
re
y [Blan
het'04℄
∀M,N. P{M/v} ≈o P{N/v}All of these properties have been automati
ally 
he
ked using ProVerifS. Delaune & S. Kremer (LSV) Wednesday 1st September 25 / 74



Eligibility
Only legitimate voters 
an vote and only on
eDo not register intruder and require to vote a 
hallenge voteModified 
olle
tor

[. . .]new atta
k;if voteV=
hallengeVote thenout(
h, atta
k)elseout(
h, voteV).Proof done by ProVerifCorrupt administrator: trivial atta
k found by Proverif
S. Delaune & S. Kremer (LSV) Wednesday 1st September 26 / 74



Outline
Le
ture 1: Introdu
tion to proto
ol analysis in applied pi

−→ today
Le
ture 2: Formalisation and veri�
ation of se
urity propertiesPart I: Priva
y-type properties(based on joint work with M. Ryan)Part II: Veri�ability properties(based on joint work with M. Ryan and B. Smyth)

−→ on FridayS. Delaune & S. Kremer (LSV) Wednesday 1st September 27 / 74



Outline
Le
ture 2: Formalisation and veri�
ation of se
urity properties

Part I: Priva
y-type properties(based on joint work with M. Ryan)Stéphanie Delaune
Part II: Veri�ability properties(based on joint work with M. Ryan and B. Smyth)Steve Kremer

S. Delaune & S. Kremer (LSV) Wednesday 1st September 28 / 74



Priva
y-type se
urity properties
Priva
y: the fa
t that a parti
ular voter voted in a parti
ular way is notrevealed to anyone

Re
eipt-freeness: a voter 
annot prove that shevoted in a 
ertain way (this is important to pro-te
t voters from 
oer
ion)
Coer
ion-resistan
e: same as re
eipt-freeness, but the 
oer
er intera
tswith the voter during the proto
ol, (e.g. by preparing messages)
S. Delaune & S. Kremer (LSV) Wednesday 1st September 29 / 74



How 
an we express priva
y?
Classi
ally modeled as an equivalen
e between two slightly di�erentpro
esses P1 and P2.
In applied pi 
al
ulus, su
h an equivalen
e 
an be:1 Testing equivalen
e (P1 ≈t P2)2 Observational equivalen
e (P1 ≈o P2)

S. Delaune & S. Kremer (LSV) Wednesday 1st September 30 / 74



Testing equivalen
e
Testing equivalen
e (P ≈t Q)for all 
losing evaluation 
ontexts C [_], we have that:C [P] ⇓ 
 if, and only if, C [Q] ⇓ 
 .
−→ P ⇓ 
 when P 
an send a message on the 
hannel 
 .
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Testing equivalen
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Testing equivalen
e (P ≈t Q)for all 
losing evaluation 
ontexts C [_], we have that:C [P] ⇓ 
 if, and only if, C [Q] ⇓ 
 .
−→ P ⇓ 
 when P 
an send a message on the 
hannel 
 .
Example 1: out(a, s) 6≈t out(a, s ′)
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Testing equivalen
e
Testing equivalen
e (P ≈t Q)for all 
losing evaluation 
ontexts C [_], we have that:C [P] ⇓ 
 if, and only if, C [Q] ⇓ 
 .
−→ P ⇓ 
 when P 
an send a message on the 
hannel 
 .
Example 1: out(a, s) 6≈t out(a, s ′)
−→ C [_] = in(a, x).if x = s then out(
, ok) | _

S. Delaune & S. Kremer (LSV) Wednesday 1st September 31 / 74



Testing equivalen
e
Testing equivalen
e (P ≈t Q)for all 
losing evaluation 
ontexts C [_], we have that:C [P] ⇓ 
 if, and only if, C [Q] ⇓ 
 .
−→ P ⇓ 
 when P 
an send a message on the 
hannel 
 .
Example 2:

νs.out(a, en
(s, k)).out(a, en
(s, k ′))
6≈t

νs, s ′.out(a, en
(s, k)).out(a, en
(s ′, k ′))
S. Delaune & S. Kremer (LSV) Wednesday 1st September 31 / 74



Testing equivalen
e
Testing equivalen
e (P ≈t Q)for all 
losing evaluation 
ontexts C [_], we have that:C [P] ⇓ 
 if, and only if, C [Q] ⇓ 
 .
−→ P ⇓ 
 when P 
an send a message on the 
hannel 
 .
Example 2:

νs.out(a, en
(s, k)).out(a, en
(s, k ′))
6≈t

νs, s ′.out(a, en
(s, k)).out(a, en
(s ′, k ′))
−→ C [_] = in(a, x).in(a, y).if (de
(x , k) = de
(y , k ′)) then out(
, ok) | _
S. Delaune & S. Kremer (LSV) Wednesday 1st September 31 / 74



Testing equivalen
e
Testing equivalen
e (P ≈t Q)for all 
losing evaluation 
ontexts C [_], we have that:C [P] ⇓ 
 if, and only if, C [Q] ⇓ 
 .
−→ P ⇓ 
 when P 
an send a message on the 
hannel 
 .
Example 3: νs.out(a, s) ≈t νs.νk.out(a, en
(s, k))

S. Delaune & S. Kremer (LSV) Wednesday 1st September 31 / 74



Observational equivalen
e
Observational equivalen
e (≈o)The largest symmetri
 relation R on pro
esses su
h that P R Q implies1 if P ⇓ 
, then Q ⇓ 
,2 if P →∗ P ′, then Q →∗ Q ′ and P ′ R Q ′ for some Q ′,3 C [A] R C [B] for all 
losing evaluation 
ontexts C [_].
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Observational equivalen
e
Observational equivalen
e (≈o)The largest symmetri
 relation R on pro
esses su
h that P R Q implies1 if P ⇓ 
, then Q ⇓ 
,2 if P →∗ P ′, then Q →∗ Q ′ and P ′ R Q ′ for some Q ′,3 C [A] R C [B] for all 
losing evaluation 
ontexts C [_].
LemmaWe have that: P ≈oQ =⇒ P ≈tQ
S. Delaune & S. Kremer (LSV) Wednesday 1st September 32 / 74



May testing vs observational equivalen
e
In general, testing equivalen
e does not imply observational equivalen
e.Example: ab1 b2

Pro
ess Pout(
, a).(out(
, b1) + out(
, b2))
b1 b2
a a
Pro
ess Qout(
, a).out(
, b1) + out(
, a).out(
, b2)
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May testing vs observational equivalen
e
In general, testing equivalen
e does not imply observational equivalen
e.Example: ab1 b2

Pro
ess Pout(
, a).(out(
, b1) + out(
, b2))
b1 b2
a a
Pro
ess Qout(
, a).out(
, b1) + out(
, a).out(
, b2)

≈t = ≈o ?On determinate pro
esses, the two notions 
oin
ide.S. Delaune & S. Kremer (LSV) Wednesday 1st September 33 / 74



Outline

Formalising Priva
y
S. Delaune & S. Kremer (LSV) Wednesday 1st September 34 / 74



Formalisation of priva
yClassi
ally modeled as equivalen
es between two slightly di�erent pro
essesP1 and P2, but
hanging the identity S [VA{a/v}] ≈ S [VB{a/v}]does not work, as identities are revealed
hanging the vote S [VA{a/v}] ≈ S [VA{b/v}]does not work, as the votes are revealed at the end
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Formalisation of priva
yClassi
ally modeled as equivalen
es between two slightly di�erent pro
essesP1 and P2, but
hanging the identity S [VA{a/v}] ≈ S [VB{a/v}]does not work, as identities are revealed
hanging the vote S [VA{a/v}] ≈ S [VA{b/v}]does not work, as the votes are revealed at the end
SolutionConsider 2 honest voters and swap their votes.S. Delaune & S. Kremer (LSV) Wednesday 1st September 35 / 74



Formal De�nition of priva
y
De�nition (S. Kremer & M. Ryan, 2005)A voting proto
ol respe
ts priva
y ifS [VA{a/v} | VB{b/v}] ≈ S [VA{b/v} | VB{a/v}].
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Formal De�nition of priva
y
De�nition (S. Kremer & M. Ryan, 2005)A voting proto
ol respe
ts priva
y ifS [VA{a/v} | VB{b/v}] ≈ S [VA{b/v} | VB{a/v}].
Some remarksrobust in 
ase of an unanimous s
rutin�exible w.r.t. authorities required to be honestLimitation: This de�nition does not say anything about the priva
y of avoter who wants to nullify her vote.
S. Delaune & S. Kremer (LSV) Wednesday 1st September 36 / 74



Example 1
Voter pro
ess V = out(
h, {v}pub(S))What about priva
y?VA{a/v} | VB{b/v} ?

≈ VA{b/v} | VB{a/v}
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Example 1
Voter pro
ess V = out(
h, {v}pub(S))What about priva
y?VA{a/v} | VB{b/v} ?

≈ VA{b/v} | VB{a/v}i.e.out(
h, {a}pub(S)) | out(
h, {b}pub(S))
?
≈ out(
h, {b}pub(S)) | out(
h, {a}pub(S))
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Example 1
Voter pro
ess V = out(
h, {v}pub(S))What about priva
y?VA{a/v} | VB{b/v} ?

≈ VA{b/v} | VB{a/v}i.e.out(
h, {a}pub(S)) | out(
h, {b}pub(S))
?
≈ out(
h, {b}pub(S)) | out(
h, {a}pub(S))

−→ The equivalen
e holds.Some remarks:
h is assumed to be an anomymous 
hannel;the server is not assumed to be honest.S. Delaune & S. Kremer (LSV) Wednesday 1st September 37 / 74



Example 2
Voter pro
ess V (Id) = out(
h, 〈Id , {v}pub(S)〉)What about priva
y (for someone who does not know priv(S))?VA{a/v} | VB{b/v} ?

≈ VA{b/v} | VB{a/v}
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Example 2
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y (for someone who does not know priv(S))?VA{a/v} | VB{b/v} ?

≈ VA{b/v} | VB{a/v}i.e. out(
h, 〈A, {a}pub(S)〉) | out(
h, 〈B, {b}pub(S)〉)
?
≈out(
h, 〈A, {b}pub(S)〉) | out(
h, 〈B, {a}pub(S)〉)
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Example 2
Voter pro
ess V (Id) = out(
h, 〈Id , {v}pub(S)〉)What about priva
y (for someone who does not know priv(S))?VA{a/v} | VB{b/v} ?

≈ VA{b/v} | VB{a/v}i.e. out(
h, 〈A, {a}pub(S)〉) | out(
h, 〈B, {b}pub(S)〉)
?
≈out(
h, 〈A, {b}pub(S)〉) | out(
h, 〈B, {a}pub(S)〉)

−→ The equivalen
e does not hold (with deterministi
 en
ryption).
−→ The equivalen
e holds with probabilisti
 en
ryption.S. Delaune & S. Kremer (LSV) Wednesday 1st September 38 / 74



Example: Fujioka et al. proto
ol (1992)First Phase:the voter gets a �token� from the administrator.1. V → A : V , sign(blind(
ommit(vote, r), b),V )2. A → V : sign(blind(
ommit(vote, r), b),A)Voting phase:3. V → C : 
ommit(vote, r), sign(
ommit(vote, r),A)4. C → : l , 
ommit(vote, r), sign(
ommit(vote, r),A)Counting phase:5. V → C : l , r6. C publishes the out
ome of the voteWhat about priva
y?VA{a/v} | VB{b/v} ≈ VA{b/v} | VB{a/v}S. Delaune & S. Kremer (LSV) Wednesday 1st September 39 / 74



Example: Fujioka et al. proto
ol (1992)
Pro
ess syn
hronisation: the proto
ol is divided into 3 phases
−→ syn
hronisation is 
ru
ial for priva
y to hold.
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Example: Fujioka et al. proto
ol (1992)
Pro
ess syn
hronisation: the proto
ol is divided into 3 phases
−→ syn
hronisation is 
ru
ial for priva
y to hold.
Authorities: priva
y holds even if the authorities are 
orruptedwe do not require any private keys to be se
ret;we have just to ensure that both voters use the same publi
 key forthe administrator.

S. Delaune & S. Kremer (LSV) Wednesday 1st September 40 / 74



Outline

FormalisingRe
eipt-Freeness

S. Delaune & S. Kremer (LSV) Wednesday 1st September 41 / 74



Re
eipt-freeness: Leaking se
rets to the 
oer
erTo model re
eipt-freeness we need to spe
ify that a 
oer
ed voter
ooperates with the 
oer
er by leaking se
rets on a 
hannel 
hWe denote by V 
h the pro
ess built from the pro
ess V as follows:0
h =̂ 0,
(P | Q)
h =̂ P
h | Q
h,
(νn.P)
h =̂ νn.out(
h, n).P
h,
(in(u, x).P)
h =̂ in(u, x).out(
h, x).P
h,
(out(u,M).P)
h =̂ out(u,M).P
h,. . .We denote by V \out(
h,·) =̂ ν
h.(V |!in(
h, x)).

S. Delaune & S. Kremer (LSV) Wednesday 1st September 42 / 74



Re
eipt-freeness
De�nition (S. Delaune, S. Kremer & M. Ryan, 2006)A voting proto
ol is re
eipt-free if there exists a pro
ess V ′, satisfyingV ′\out(
h
,·) ≈ VA{a/v},S [VA{
/v}
h
 | VB{a/v}] ≈ S [V ′ | VB{
/v}].
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Re
eipt-freeness
De�nition (S. Delaune, S. Kremer & M. Ryan, 2006)A voting proto
ol is re
eipt-free if there exists a pro
ess V ′, satisfyingV ′\out(
h
,·) ≈ VA{a/v},S [VA{
/v}
h
 | VB{a/v}] ≈ S [V ′ | VB{
/v}].
Limitations:This de�nition does not take into a

ount randomization andfor
ed-abstention atta
ks.
S. Delaune & S. Kremer (LSV) Wednesday 1st September 43 / 74



Example 1
Voter pro
ess V = out(
h, {v}pub(S))What about re
eipt-freeness?i.e. Does there exists V ′ su
h that1 V ′\out(
h
,·) ≈ VA{a/v},2 VA{
/v}
h
 | VB{a/v} ≈ V ′ | VB{
/v}.
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Example 1
Voter pro
ess V = out(
h, {v}pub(S))What about re
eipt-freeness?i.e. Does there exists V ′ su
h that1 V ′\out(
h
,·) ≈ VA{a/v},2 VA{
/v}
h
 | VB{a/v} ≈ V ′ | VB{
/v}.The pro
ess VA{a/v} satis�es the two requirements.1 VA{a/v}\out(
h
,·) ≈ VA{a/v},2 VA{
/v}
h
 | VB{a/v} ≈ VA{a/v} | VB{
/v}.
−→ Re
eipt-freeness holds.S. Delaune & S. Kremer (LSV) Wednesday 1st September 44 / 74



Example 2 (with probabilisti
 en
ryption)
Voter pro
ess V (Id) = νr .out(
h, 〈Id , {v}rpub(S)〉)What about re
eipt-freeness?
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Example 2 (with probabilisti
 en
ryption)
Voter pro
ess V (Id) = νr .out(
h, 〈Id , {v}rpub(S)〉)What about re
eipt-freeness?
−→ Re
eipt-freeness does not hold: r 
an be used as a re
eipt.We have that:VA{
/v}
h
 = νr .out(
h
 , r).out(
h, 〈A, {
}rpub(S)〉).

S. Delaune & S. Kremer (LSV) Wednesday 1st September 45 / 74



Example: Fujioka et al. proto
ol (1992)First Phase:the voter gets a �token� from the administrator.1. V → A : V , sign(blind(
ommit(vote, r), b),V )2. A → V : sign(blind(
ommit(vote, r), b),A)Voting phase:3. V → C : 
ommit(vote, r), sign(
ommit(vote, r),A)4. C → : l , 
ommit(vote, r), sign(
ommit(vote, r),A)Counting phase:5. V → C : l , r6. C publishes the out
ome of the voteWhat about re
eipt-freenes?
S. Delaune & S. Kremer (LSV) Wednesday 1st September 46 / 74



Example: Fujioka et al. proto
ol (1992)
This proto
ol is not re
eipt-free and it was not designed withre
eipt-freeness in mind.
−→ the blinding fa
tor bA, the 
ommitment key rA, and the private key ofthe voter 
an be used as a re
eipt
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Example: Fujioka et al. proto
ol (1992)
This proto
ol is not re
eipt-free and it was not designed withre
eipt-freeness in mind.
−→ the blinding fa
tor bA, the 
ommitment key rA, and the private key ofthe voter 
an be used as a re
eipt
How 
an we ensure re
eipt-freeness ?1 reen
ryption me
hanism2 trapdoor 
ommitment s
heme

−→ not always su�
ient to ensure 
oer
ion-resistan
e
S. Delaune & S. Kremer (LSV) Wednesday 1st September 47 / 74



Re
eipt-freeness implies priva
y
PropositionIf a voting proto
ol is re
eipt-free then it also respe
ts priva
y (for thesame 
ontext S).
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y (for thesame 
ontext S).Proof. By hypothesis, there exists a pro
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Re
eipt-freeness implies priva
y
PropositionIf a voting proto
ol is re
eipt-free then it also respe
ts priva
y (for thesame 
ontext S).Proof. By hypothesis, there exists a pro
ess V ′, su
h thatV ′\out(
h
,·) ≈ VA{a/v}, andS [VA{
/v}
h
 | VB{a/v}] ≈ S [V ′ | VB{
/v}].Apply the evaluation 
ontext ν
h
.( _ |!in(
h
, x)) on both sides:S [VA{
/v}
h
 | VB{a/v}]\out(
h
,·) ≈ S [V ′ | VB{
/v}]\out(
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,·)
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Re
eipt-freeness implies priva
y
PropositionIf a voting proto
ol is re
eipt-free then it also respe
ts priva
y (for thesame 
ontext S).Proof. By hypothesis, there exists a pro
ess V ′, su
h thatV ′\out(
h
,·) ≈ VA{a/v}, andS [VA{
/v}
h
 | VB{a/v}] ≈ S [V ′ | VB{
/v}].Apply the evaluation 
ontext ν
h
.( _ |!in(
h
, x)) on both sides:S [VA{
/v}
h
 | VB{a/v}]\out(
h
,·) ≈ S [V ′ | VB{
/v}]\out(
h
,·)Then, we show that we 
an push \out(
h
, ·) inside:S [(VA{
/v}
h
)\out(
h
,·) | VB{a/v}] ≈ S [V ′\out(
h
,·) | VB{
/v}]
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Re
eipt-freeness implies priva
y
PropositionIf a voting proto
ol is re
eipt-free then it also respe
ts priva
y (for thesame 
ontext S).Proof. By hypothesis, there exists a pro
ess V ′, su
h thatV ′\out(
h
,·) ≈ VA{a/v}, andS [VA{
/v}
h
 | VB{a/v}] ≈ S [V ′ | VB{
/v}].Apply the evaluation 
ontext ν
h
.( _ |!in(
h
, x)) on both sides:S [VA{
/v}
h
 | VB{a/v}]\out(
h
,·) ≈ S [V ′ | VB{
/v}]\out(
h
,·)Then, we show that we 
an push \out(
h
, ·) inside:S [(VA{
/v}
h
)\out(
h
,·) | VB{a/v}] ≈ S [V ′\out(
h
,·) | VB{
/v}]Thus Priva
y holds: S [VA{
/v} | VB{a/v}] ≈ S [VA{a/v} | VB{
/v}] �S. Delaune & S. Kremer (LSV) Wednesday 1st September 48 / 74



Outline

Formalising Coer
ion Resistan
e
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Coer
ion-resistan
e (1)Leaking se
rets to the 
oer
er V 
1,
2 :the 
oer
er will re
eive the message from the 
oer
ed voter V on 
2;the 
oer
er will give some prepared messages on 
1.
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Coer
ion-resistan
e (1)Leaking se
rets to the 
oer
er V 
1,
2 :the 
oer
er will re
eive the message from the 
oer
ed voter V on 
2;the 
oer
er will give some prepared messages on 
1.
First approximationThere exists V ′ su
h thatS [VA{?/v}
1,
2 | VB{a/v}] ≈ S [V ′ | VB{
/v}].
Problems:This assumes that the 
oer
er will vote 
.If the 
oer
er votes 
 ′ 6= 
, then the equivalen
e will not hold.
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Coer
ion-resistan
e (2)
First approximationThere exists V ′ su
h thatS [VA{?/v}
1,
2 | VB{a/v}] ≈ S [V ′ | VB{
/v}].
To get rid of this problem, two possible solutions:add some 
onditions to ensure that the 
oer
er will vote 
 .

−→ our approa
h (with Steve Kremer and Mark D. Ryan)(CSFW'06, Journal of Computer Se
urity'09)allow the voter VB to adapt his 
hoi
e to 
ounterbalan
e the votedone by the 
oer
ed voter.
−→ approa
h followed by Ba
kes et al. (CSF'08). To a
hieve this,they rely on an extra
tor pro
ess.
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Outline

Veri�
ation of equivalen
e-based properties

S. Delaune & S. Kremer (LSV) Wednesday 1st September 52 / 74



How 
an we establish priva
y in e-voting proto
ols?
−→ we have to establish equivalen
e properties between pro
esses
Main di�
ultiesquanti�
ation over all 
ontexts,some spe
i�
 features (anonymous 
hannel, syn
hronisation phase,bulletin board)quite 
omplexe 
ryptographi
 primitives

−→ e.g. blind signatures, reen
ryption me
hanism, . . .
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How 
an we establish priva
y in e-voting proto
ols?
−→ we have to establish equivalen
e properties between pro
esses
Main di�
ultiesquanti�
ation over all 
ontexts,some spe
i�
 features (anonymous 
hannel, syn
hronisation phase,bulletin board)quite 
omplexe 
ryptographi
 primitives

−→ e.g. blind signatures, reen
ryption me
hanism, . . .Manual proofs are quite error-prone.Existing automated tools designed for se
re
y and authenti
ation are notwell-suited for verifying e-voting proto
ols.
S. Delaune & S. Kremer (LSV) Wednesday 1st September 53 / 74



Stati
 equivalen
e on frames - passive atta
ker
−→ Intuitively, stati
 equivalen
e formalizes the idea that an atta
ker
annot distinguish two sequen
es of messages
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Stati
 equivalen
e on frames - passive atta
ker
−→ Intuitively, stati
 equivalen
e formalizes the idea that an atta
ker
annot distinguish two sequen
es of messages
Example: E = {de
(en
(x , y), y) = x}

φ1 = yes, no, k, {yes}k and φ2 = yes, no k, {no}k
−→ not stati
ally equivalent, 
hoose M = de
(x4, x3) and N = x1

S. Delaune & S. Kremer (LSV) Wednesday 1st September 54 / 74



Results on stati
 equivalen
eDe
idability results:for the 
lass of subterm 
onvergent equational theories;for many theories involving an AC operator
−→ e.g. XOR, Abelian group, . . .for spe
i�
 theories used in e-voting, e.g. blind signatures, trapdoorbit 
ommitment, re-en
ryption, . . .
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Results on stati
 equivalen
eDe
idability results:for the 
lass of subterm 
onvergent equational theories;for many theories involving an AC operator
−→ e.g. XOR, Abelian group, . . .for spe
i�
 theories used in e-voting, e.g. blind signatures, trapdoorbit 
ommitment, re-en
ryption, . . .Combination result:for disjoint equational theoriesExisting tools:YAPA - Yet Another Proto
ol Analyserhttp://www.lsv.ens-
a
han.fr/~baudet/yapa/KiSs - Knowledge In Se
urity proto
olShttp://www.lsv.ens-
a
han.fr/~
ioba
a/kiss/S. Delaune & S. Kremer (LSV) Wednesday 1st September 55 / 74

http://www.lsv.ens-cachan.fr/~baudet/yapa/
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The ProVerif tool (B. Blan
het)
http://www.proverif.ens.fr/

Input: pro
esses written in applied pi 
al
ulusChara
teristi
sunbounded number of sessionsprimitives given by an equational theoryse
urity properties: (strong) se
re
y, 
orresponden
e properties,equivalen
e propertiessound but not 
omplete
−→ sometimes, the tool reports some false atta
ksLimitationProVerif tries to establish di�-equivalen
e (too strong).S. Delaune & S. Kremer (LSV) Wednesday 1st September 56 / 74

http://www.proverif.ens.fr/


Going beyond the ProVerif toolLet P(x1, x2) = out(x1); syn
h; out(x2).P(a, b) | P(b, a) ≈ P(a, a) | P(b, b).
−→ ProVerif fails to establish this equivalen
e.To over
ome this limitation (Joint with M. Ryan and B. Smyth):we propose a transformation to 
onlude in more 
ases;Then, using ProVerif on the resulting pro
esses, we propose the �rstautomated proof of priva
y for the FOO proto
ol.
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Going beyond the ProVerif toolLet P(x1, x2) = out(x1); syn
h; out(x2).P(a, b) | P(b, a) ≈ P(a, a) | P(b, b).
−→ ProVerif fails to establish this equivalen
e.To over
ome this limitation (Joint with M. Ryan and B. Smyth):we propose a transformation to 
onlude in more 
ases;Then, using ProVerif on the resulting pro
esses, we propose the �rstautomated proof of priva
y for the FOO proto
ol.Still some limitations:some primitives 
an not be handled, e.g. reen
ryption, trapdoor bit
ommitment, . . .unable in general to establish re
eipt-freeness properties.S. Delaune & S. Kremer (LSV) Wednesday 1st September 57 / 74



Another approa
h � 
onstraint solving
−→ bounded number of sessions (i.e. pro
esses without repli
ation)
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Another approa
h � 
onstraint solving
−→ bounded number of sessions (i.e. pro
esses without repli
ation)Step 1: redu
tion to the problem of 
he
king symboli
 equivalen
e between
onstraint systems.
−→ for simple pro
esses joint work with V. Cortier
−→ for general pro
esses joint work with S. Kremer and M. Ryan- this redu
tion is sound but not 
omplete.
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Another approa
h � 
onstraint solving
−→ bounded number of sessions (i.e. pro
esses without repli
ation)Step 1: redu
tion to the problem of 
he
king symboli
 equivalen
e between
onstraint systems.
−→ for simple pro
esses joint work with V. Cortier
−→ for general pro
esses joint work with S. Kremer and M. Ryan- this redu
tion is sound but not 
omplete.
Step 2: de
ision pro
edures for symboli
 equivalen
e
−→ several pro
edures already exist for subterm 
onvergent theories
−→ we propose another one (for a spe
i�
 set of primitives) together withan e�
ient implementation (ADECS tool)joint work with V. Cheval and H. Comon-Lundhhttp://www.lsv.ens-
a
han.fr/~
heval/S. Delaune & S. Kremer (LSV) Wednesday 1st September 58 / 74
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Con
lusion for priva
y-type properties
Formalising properties in applied piNi
e de�nitions. The quanti�
ation on V ′ in the re
eipt-freeneesproperty should not be a problem.These de�nitions 
an be reused to model similar properties in otherappli
ations, e.g. priva
y in Vehi
ular Ad-ho
 NETwork, priva
y-typeproperties in e-au
tion, . . . .
Veri�
ation in applied pi (of equivalen
e-based properties)still an a
tive resear
h area;existing results and pro
edure are quite limited;Challenge: a veri�
ation tool that performs automated proofs ofpriva
y-type properties in e-voting proto
ols.S. Delaune & S. Kremer (LSV) Wednesday 1st September 59 / 74



Outline

Le
ture 2: Formalisation and veri�
ation of se
urity properties
Part II: Veri�ability properties(based on joint work with M. Ryan and B. Smyth)Steve Kremer

S. Delaune & S. Kremer (LSV) Wednesday 1st September 60 / 74



Outline

Formalising Veri�ability
S. Delaune & S. Kremer (LSV) Wednesday 1st September 61 / 74



Ele
tion veri�ability
veri�ability
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Ele
tion veri�ability
veri�abilityauditability
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Ele
tion veri�ability
end-to-end { veri�abilityauditability
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Ele
tion veri�ability
end-to-end { veri�abilityauditability

Ele
tion results 
an be fully veri�ed by voters/observersThe software provided by ele
tion authorities does not need to betrustedThe software used to perform the veri�
ation 
an be sour
edindependently
S. Delaune & S. Kremer (LSV) Wednesday 1st September 62 / 74



Ele
tion veri�ability
Individualveri�abilityA voter 
an
he
k her ownvote is in
ludedin the tally.

Universalveri�abilityAnyone 
an
he
k that thede
laredout
ome
orresponds tothe tally.

Eligibilityveri�abilityAnyone 
an
he
k that onlyeligible votesare in
luded inthe de
laredout
ome.
RemarksVeri�ability 6= 
orre
tnessWhat system 
omponents need to be trusted in order to 
arry outthese 
he
ks?S. Delaune & S. Kremer (LSV) Wednesday 1st September 63 / 74



Ele
tion veri�ability
We suppose that the proto
ol involvesVoter 
redentials (typi
ally, a publi
 part and a private part for ea
hvoter)A bulletin board, on whi
h are pla
ed entries 
orresponding to voter'soutputs.
Ele
tion veri�abilityA proto
ol satis�es ele
tion veri�ability if there are tests φIV , φUV and φEVsatisfying 
ertain a

eptability 
onditions.
S. Delaune & S. Kremer (LSV) Wednesday 1st September 64 / 74



Formalizing voting pro
essesVoting pro
ess spe
i�
ation: 〈V ,A〉 whereV plain pro
ess without repli
ation (the voter)A a 
losed evaluation 
ontext s.t. fv(V ) = {v} (the admins)Voting pro
essVPn(s1, . . . , sn) = A[V {s1/v} | · · · | V {sn/v}]models n voters 
asting votes for s1, . . . , sn
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Formalizing voting pro
essesVoting pro
ess spe
i�
ation: 〈V ,A〉 whereV plain pro
ess without repli
ation (the voter)A a 
losed evaluation 
ontext s.t. fv(V ) = {v} (the admins)Voting pro
essVPn(s1, . . . , sn) = A[V {s1/v} | · · · | V {sn/v}]models n voters 
asting votes for s1, . . . , sn
Voting on Satan's 
omputerExtend atta
ker model to software and hardware, i.e. V ,A onlyrepresent the trusted parts of the proto
olIdeally this is only the intera
tion between the voter and the terminal!In pra
ti
e some parts need to be added, motivated by auditing parts,distributed authorities, . . .S. Delaune & S. Kremer (LSV) Wednesday 1st September 65 / 74



Augmented voting pro
ess
We add to the applied pi 
al
ulus a re
(r , t) 
onstru
t: adds a spe
ial entry
{t/r} to frame not a

essible to the atta
kerthe pro
ess R(P) is like P but repla
es

νn by νn.re
(r , n) for some fresh r ;in(
, x) by νn.re
(r , x) for some fresh r .Augmented voting pro
essVP+n (s1, . . . , sn) = A[V+1 | · · · | V+n ]where V+i = R(V ){si/v}{ri /r | r ∈ rvR(V )}

S. Delaune & S. Kremer (LSV) Wednesday 1st September 66 / 74



Example: a �raising hands� proto
ol
Idea: Voter simply outputs her signed vote.Admin: generates and distributes keys via a private 
hannel dA =̂ νd .νskA.( !νskv .out(d , skv).out(
, sign(skA, pk(skv)))

| {pk(skA)/xpkA} | _ )

Voter: re
eived private key and outputs signed voteV =̂ in(d , xskv ).out(
, 〈pk(xskv ), sign(xskv , v)〉)
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Veri�ability tests
We require the existen
e of tests

φIV (v ,w , x̃, y , r̃) φUV (ṽ , x̃ , ỹ , z̃) φEV (w̃ , x̃ , ỹ , z̃)
wherev refers to the vote, ṽ to the de
lared out
omew refers to the publi
 
red., w̃ to all voters' publi
 
red.x̃ expe
ted to refer to global ele
tion valuesy expe
ted to refer to the voter's ballot on the BB, ỹ to all votersballotsr̃ refer to the voter's private dataz̃ expe
ted to refer to outputs generated for UV and EV
S. Delaune & S. Kremer (LSV) Wednesday 1st September 68 / 74



Individual and universal veri�ability
A voting spe
i�
ation 〈V ,A〉 satis�es individual and universal veri�ability if
∃φIV , φUV s.t.Soundness. ∀C ,B s.t. C [VP+n (s1, . . . , sn)] (α)

−−→∗ B , φ(B) ≡ νñ.σ:
∀i , j . φIV {si /v ,r̃i /r̃}σ ∧ φIV {sj/v ,r̃j /r̃}σ ⇒ i = j (1)
φUVσ ∧ φUV {ṽ ′/ṽ}σ ⇒ ṽσ ≃ ṽ ′σ (2)∧1≤i≤n φIV {si /v ,r̃i /r̃ ,yi /y}σ ∧ φUVσ ⇒ s̃ ≃ ṽσ (3)

E�e
tiveness. ∃C ,B s.t. C [VP+n (s1, . . . , sn)] (α)
−−→∗ B , φ(B) ≡ νñ.σ:

∧1≤i≤n φIV {si /v ,r̃i /r̃ ,yi /y}{yi /y}σ ∧ φUVσ (4)
S. Delaune & S. Kremer (LSV) Wednesday 1st September 69 / 74



Individual and universal veri�ability
A voting spe
i�
ation 〈V ,A〉 satis�es individual and universal veri�ability if
∃φIV , φUV s.t.Soundness. ∀C ,B s.t. C [VP+n (s1, . . . , sn)] (α)

−−→∗ B , φ(B) ≡ νñ.σ:
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φUVσ ∧ φUV {ṽ ′/ṽ}σ ⇒ ṽσ ≃ ṽ ′σ (2)∧1≤i≤n φIV {si /v ,r̃i /r̃ ,yi /y}σ ∧ φUVσ ⇒ s̃ ≃ ṽσ (3)

E�e
tiveness. ∃C ,B s.t. C [VP+n (s1, . . . , sn)] (α)
−−→∗ B , φ(B) ≡ νñ.σ:

∧1≤i≤n φIV {si /v ,r̃i /r̃ ,yi /y}{yi /y}σ ∧ φUVσ (4)Intuition: a same BB entry y 
annot validate φIV for two di�erent voters
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Individual and universal veri�ability
A voting spe
i�
ation 〈V ,A〉 satis�es individual and universal veri�ability if
∃φIV , φUV s.t.Soundness. ∀C ,B s.t. C [VP+n (s1, . . . , sn)] (α)

−−→∗ B , φ(B) ≡ νñ.σ:
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E�e
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−−→∗ B , φ(B) ≡ νñ.σ:

∧1≤i≤n φIV {si /v ,r̃i /r̃ ,yi /y}{yi /y}σ ∧ φUVσ (4)Intuition: for a same ele
tion φUV 
an only validate one out
ome
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Individual and universal veri�ability
A voting spe
i�
ation 〈V ,A〉 satis�es individual and universal veri�ability if
∃φIV , φUV s.t.Soundness. ∀C ,B s.t. C [VP+n (s1, . . . , sn)] (α)

−−→∗ B , φ(B) ≡ νñ.σ:
∀i , j . φIV {si /v ,r̃i /r̃}σ ∧ φIV {sj/v ,r̃j /r̃}σ ⇒ i = j (1)
φUVσ ∧ φUV {ṽ ′/ṽ}σ ⇒ ṽσ ≃ ṽ ′σ (2)∧1≤i≤n φIV {si /v ,r̃i /r̃ ,yi /y}σ ∧ φUVσ ⇒ s̃ ≃ ṽσ (3)

E�e
tiveness. ∃C ,B s.t. C [VP+n (s1, . . . , sn)] (α)
−−→∗ B , φ(B) ≡ νñ.σ:

∧1≤i≤n φIV {si /v ,r̃i /r̃ ,yi /y}{yi /y}σ ∧ φUVσ (4)Intuition: if φIV s hold on votes s1, . . . , sn then φUV 
an only validate thisparti
ular out
ome
S. Delaune & S. Kremer (LSV) Wednesday 1st September 69 / 74



Individual and universal veri�ability
A voting spe
i�
ation 〈V ,A〉 satis�es individual and universal veri�ability if
∃φIV , φUV s.t.Soundness. ∀C ,B s.t. C [VP+n (s1, . . . , sn)] (α)

−−→∗ B , φ(B) ≡ νñ.σ:
∀i , j . φIV {si /v ,r̃i /r̃}σ ∧ φIV {sj/v ,r̃j /r̃}σ ⇒ i = j (1)
φUVσ ∧ φUV {ṽ ′/ṽ}σ ⇒ ṽσ ≃ ṽ ′σ (2)∧1≤i≤n φIV {si /v ,r̃i /r̃ ,yi /y}σ ∧ φUVσ ⇒ s̃ ≃ ṽσ (3)

E�e
tiveness. ∃C ,B s.t. C [VP+n (s1, . . . , sn)] (α)
−−→∗ B , φ(B) ≡ νñ.σ:

∧1≤i≤n φIV {si /v ,r̃i /r̃ ,yi /y}{yi /y}σ ∧ φUVσ (4)Avoids va

uous tests where φIV , φUV are false
S. Delaune & S. Kremer (LSV) Wednesday 1st September 69 / 74



Example: �raising hands� veri�abilityThe expe
ted BB entry should be
〈pk(skv), sign(skv , v)〉

De�ne the tests
φIV =̂ y =E 〈pk(rskv ), sign(rskv , v)〉 φUV =̂

∧1≤i≤n getmsg(π2(yi)) =E vi
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Example: �raising hands� veri�abilityThe expe
ted BB entry should be
〈pk(skv), sign(skv , v)〉

De�ne the tests
φIV =̂ y =E 〈pk(rskv ), sign(rskv , v)〉 φUV =̂

∧1≤i≤n getmsg(π2(yi)) =E vi
Easy proof that individual and universal veri�ability hold:(1) Suppose that φIVi σ and φIVj σ hold, i.e.,yσ =E 〈pk(rskviσ), sign(rskviσ, si)〉 yσ =E 〈pk(rskvjσ), sign(rskvjσ, sj)Hen
e, rskviσ =E rskvjσ. From the voting pro
ess spe
. for every rea
hable

σ, i 6= j implies that rskviσ 6=E rskvjσ.(2,3) Immediate.(4) Holds for C = _.S. Delaune & S. Kremer (LSV) Wednesday 1st September 70 / 74



Example: FOO
What are the minimal parts of the proto
ol to be trusted?The voting pro
ess spe
i�
ationVfoo =̂ νrnd .out(
, v).out(
, rnd) and Afoo[_] =̂ _
where rnd is intended to be the randomness used for the 
ommitmentThe augmented voting pro
essVP+n (s1, . . . , sn) = ν rnd .re
(r1, rnd).out(
, s1).out(
, rnd) | . . . |

ν rnd .re
(rn, rnd).out(
, sn).out(
, rnd)
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Example: FOO
What are the minimal parts of the proto
ol to be trusted?The voting pro
ess spe
i�
ationVfoo =̂ νrnd .out(
, v).out(
, rnd) and Afoo[_] =̂ _
where rnd is intended to be the randomness used for the 
ommitmentThe augmented voting pro
essVP+n (s1, . . . , sn) = ν rnd .re
(r1, rnd).out(
, s1).out(
, rnd) | . . . |

ν rnd .re
(rn, rnd).out(
, sn).out(
, rnd)

Remark: Other properties need di�erent trust assumptions!
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Example: FOO
The expe
ted BB entry should be

〈r , 
ommit(r , v)〉

De�ne the tests
φIV =̂ y =E 〈r , 
ommit(r , v)〉 φUV =̂

∧1≤i≤n vi =E open(π1(y), π2(y))

Theorem
〈Vfoo,Afoo〉 satis�es individual and universal veri�ability.
S. Delaune & S. Kremer (LSV) Wednesday 1st September 72 / 74



Ele
tion veri�ability
A voting spe
i�
ation 〈V ,A〉 satis�es ele
tion veri�ability if
∃φIV , φUV , φEV s.t. additionallyLet X = fv(φEV )\domVP+n (s1, . . . , sn)Soundness. ∀C ,B s.t. C [VP+n (s1, . . . , sn)] (α)

−−→∗ B , φ(B) ≡ νñ.σ:
φEVσ ∧ φEV {x ′/x | x ∈ X\ỹ}σ ⇒ w̃σ ≃ w̃ ′σ (5)
∧1≤i≤n φIVi σ ∧ φEV {w̃ ′

/w̃}σ ⇒ w̃σ ≃ w̃ ′σ (6)
φEVσ ∧ φEV {x ′/x | x ∈ X\w̃}σ ⇒ ỹσ ≃ ỹ ′σ (7)

E�e
tiveness. ∃C ,B s.t. C [VP+n (s1, . . . , sn)] (α)
−−→∗ B , φ(B) ≡ νñ.σ:

∧1≤i≤n φIV {si /v ,r̃i /r̃ ,yi /y}{yi /y}σ ∧ φUVσ ∧ φEVσ (8)
S. Delaune & S. Kremer (LSV) Wednesday 1st September 73 / 74
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Con
luding remarks
Ele
tion veri�ability may ensure the needed transparen
y for ele
troni
voting to be a

eptableFormal de�nition of ele
tion veri�ability as tests with a

eptability
onditions (generally rather easy to prove)We have analysedFOO: individual and universal veri�able, but not ele
tion veri�abilityHelios 2.0: individual and universal veri�able, but not ele
tionveri�abilityJCJ/Civitas: veri�es ele
tion veri�abilityAllows for ea
h of the proto
ols to identify the trust assumptionsDetailed analysis available in [Kremer, Ryan, Smyth, ESORICS 2010℄http://www.bensmyth.
om/publi
ations/10te
h/CSR-10-06.pdfS. Delaune & S. Kremer (LSV) Wednesday 1st September 74 / 74
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