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Cryptographi protools
Cryptographi protoolssmall programs designed to seureommuniationuse ryptographi primitives (e.g.enryption, hash funtion, . . . )
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Seurity properties
Serey: May an intruder learn some seret message between two honestpartiipants ?Authentiation: Is the agent Alie really talking to Bob ?
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Seurity properties
Serey: May an intruder learn some seret message between two honestpartiipants ?Authentiation: Is the agent Alie really talking to Bob ?

Privay: Alie partiipate to an eletion.May a partiipant learn something about thevote of Alie ?Reeipt-Freeness: Alie partiipate to an eletion. Does Alie gain anyinformation (a reeipt) whih an be used to prove to a oerer that shevoted in a ertain way ?Fairness: . . .Stéphanie Delaune () Seurity via onstraint solving January 5, 2009 3 / 34



Cryptographi primitives
Symmetri enryption

enryption deryption
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Cryptographi primitives
Symmetri enryption

enryption deryption
Asymmetri enryption

enryption deryptionpubli key private key
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Veri�ation of ryptographi protools
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Veri�ation of ryptographi protools
How ryptographi protools an be attaked?

Breaking enryption
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Logial attak � What is it?
transfer 100 euros onmerhant's bank aount

−−−−−−−−−−−−−−−−−−−−→
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−−−−−−−−−−−−−−→

transfer 100 euros onmerhant's bank aount
−−−−−−−−−−−−−−→...transfer 100 euros onmerhant's bank aount
−−−−−−−−−−−−−−→
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Credit Card Payment Protool
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Example: redit ard payment
The lient Cl puts his redit ard C in theterminal T .The merhant enters the amount M of the sale.

The terminal authentiates the redit ard.The lient enters his PIN.If M ≥ e 100, then in 20% of ases,The terminal ontats the bank B .The banks gives its authorisation.
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More details
the Bank B , the Client Cl , the Credit Card C and the Terminal T
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More details
the Bank B , the Client Cl , the Credit Card C and the Terminal TBanka private signature key � priv(B)a publi key to verify a signature � pub(B)a seret key shared with the redit ard � KCB
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Payment protoolthe terminal T reads the redit ard C :1. C → T : Data, sign(Data, priv(B))

Stéphanie Delaune () Seurity via onstraint solving January 5, 2009 10 / 34



Payment protoolthe terminal T reads the redit ard C :1. C → T : Data, sign(Data, priv(B))the terminal T asks the ode:2. T → Cl : ode?3. Cl → C : 12344. C → T : ok
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Payment protoolthe terminal T reads the redit ard C :1. C → T : Data, sign(Data, priv(B))the terminal T asks the ode:2. T → Cl : ode?3. Cl → C : 12344. C → T : okthe terminal T requests authorisation the bank B :5. T → B : auth?6. B → T : 45289658741237. T → C : 45289658741238. C → T : en(4528965874123,KCB)9. T → B : en(4528965874123,KCB)10. B → T : okStéphanie Delaune () Seurity via onstraint solving January 5, 2009 10 / 34



Attaks on the redit ard
Seurity was initially ensured by:the ards were di�ult to reprodue,the protool and the keys were seret.
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Attaks on the redit ard
Seurity was initially ensured by:the ards were di�ult to reprodue,the protool and the keys were seret.
But there are some �aws:ryptographi �aw: keys of 320 bits are too small,logial �aw: no link between the seret ode and the authentiation ofthe ard;fake ards an be easily build.

−→ �YesCard� built by Serge Humpih (1997).
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YesCard: How does it work?Logial Flaw: 1.C → T : Data, sign(Data, priv(B))2.T → Cl : ode?3.Cl → C : 12344.C → T : ok

Stéphanie Delaune () Seurity via onstraint solving January 5, 2009 12 / 34



YesCard: How does it work?Logial Flaw: 1.C → T : Data, sign(Data, priv(B))2.T → Cl : ode?3.Cl → C ′ : 00004.C ′ → T : ok
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YesCard: How does it work?Logial Flaw: 1.C → T : Data, sign(Data, priv(B))2.T → Cl : ode?3.Cl → C ′ : 00004.C ′ → T : ok
−→ Note that there is someone to debit.
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YesCard: How does it work?Logial Flaw: 1.C → T : Data, sign(Data, priv(B))2.T → Cl : ode?3.Cl → C ′ : 00004.C ′ → T : ok
−→ Note that there is someone to debit.YesCard (by Serge Humpih)1.C ′ → T : XXX, sign(XXX, priv(B))2.T → Cl : ode?3.Cl → C ′ : 00004.C ′ → T : ok
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Needham-Shroeder's protool
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Needham-Shroeder's Protool (1978)
• A → B : {A,Na}pub(B)B → A : {Na,Nb}pub(A)A → B : {Nb}pub(B)
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Needham-Shroeder's Protool (1978)
A → B : {A,Na}pub(B)B → A : {Na,Nb}pub(A)

• A → B : {Nb}pub(B)

QuestionsIs Nb seret between A and B ?When B reeives {Nb}pub(B), does this message really omes from A ?
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Needham-Shroeder's Protool (1978)
A → B : {A,Na}pub(B)B → A : {Na,Nb}pub(A)

• A → B : {Nb}pub(B)

QuestionsIs Nb seret between A and B ?When B reeives {Nb}pub(B), does this message really omes from A ?
AttakAn attak was found 17 years after its publiation! [Lowe 96℄
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Example: Man in the Middle Attak

Agent A Intrus I Agent B
Attakinvolving 2 sessions in parallel,an honest agent has to initiate asession with I.

A → B : {A,Na}pub(B)B → A : {Na,Nb}pub(A)A → B : {Nb}pub(B)
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Example: Man in the Middle Attak

Agent A Intrus I Agent B
{A,Na}pub(I ) {A,Na}pub(B)

{Na,Nb}pub(A){Na,Nb}pub(A)

{Nb}pub(I ) {Nb}pub(B)

Attakthe intruder knows Nb,When B �nishes his session(apparently with A), A has nevertalked with B.
A → B : {A,Na}pub(B)B → A : {Na,Nb}pub(A)A → B : {Nb}pub(B)
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Logial attaks - How to detet them?
Symboli approahmessages are represented by terms rather than bit-strings

→֒ {m}k enryption of the message m with key k,
→֒ 〈m1,m2〉 pairing of messages m1 and m2, . . .attaker ontrols the network and an perform spei� ations
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Symboli approahmessages are represented by terms rather than bit-strings

→֒ {m}k enryption of the message m with key k,
→֒ 〈m1,m2〉 pairing of messages m1 and m2, . . .attaker ontrols the network and an perform spei� ations

Relevane of the approahnumerous attaks have already been obtained,allows us to perform automati veri�ation, e.g. AVISPA, Proverif, . . .soundness results already exist, e.g. [Miianio & Warinshi'04℄
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Outline of the talk
1 Introdution
2 How to deal with trae properties (e.g. serey, authentiation, . . . )?
3 How to deal with equivalene based properties (e.g. privay, . . . )?
4 Conlusion
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Dedution apabilities of the attakerComposition rulesT ⊢ u T ⊢ vT ⊢ 〈u, v〉 T ⊢ u T ⊢ v with f ∈ {en, ena, sign}T ⊢ f(u, v)Deomposition rulesu ∈ TT ⊢ u T ⊢ 〈u, v〉T ⊢ u T ⊢ 〈u, v〉T ⊢ v T ⊢ en(u, v) T ⊢ vT ⊢ uT ⊢ ena(u, pub(v)) T ⊢ priv(v)T ⊢ u T ⊢ sign(u, priv(v)) (optional)T ⊢ uDeduibility relationA term u is deduible from a set of terms T , denoted by T ⊢ u, if thereexists a prooftree witnessing this fat.Stéphanie Delaune () Seurity via onstraint solving January 5, 2009 19 / 34



A simple protool
〈Bob, k〉

〈Alie, en(s, k)〉
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A simple protool
〈Bob, k〉

〈Alie, en(s, k)〉

Question?Can the attaker learn the seret s?
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A simple protool
〈Bob, k〉

〈Alie, en(s, k)〉
Answer: Of ourse, Yes!

〈Alie, en(s, k)〉en(s, k) 〈Bob, k〉ks
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Deduibility problem - Some existing results
−→ depends on the dedution apabilities of the intruderDolev-Yao intruderThe deduibility problem is deidable in polynomial time.
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Pre�x Intruder (e.g. Cipher Blok Chaining) T ⊢ {〈m1,m2〉}pub(A)T ⊢ {m1}pub(A)
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Deduibility problem - Some existing results
−→ depends on the dedution apabilities of the intruderDolev-Yao intruderThe deduibility problem is deidable in polynomial time.
Pre�x Intruder (e.g. Cipher Blok Chaining) T ⊢ {〈m1,m2〉}pub(A)T ⊢ {m1}pub(A)Taking into aount algebrai properties of the ryptographi primitives(e.g. RSA enrytpion)

E :=

{ de(en(x , pub(y)), priv(y)) = xen(de(x , priv(y)), pub(y)) = xT ⊢ m T ⊢ k f ∈ {de, en}T ⊢ f(m, k)

T ⊢ m1 m1 =E m2T ⊢ m2Stéphanie Delaune () Seurity via onstraint solving January 5, 2009 21 / 34



Protool � Example: Needham Shroeder protool (1978)Needham Shroeder protool:A → B : {Na,A}pub(B)B → A : {Na,Nb}pub(A)A → B : {Nb}pub(B)
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Protool � Example: Needham Shroeder protool (1978)Needham Shroeder protool:A → B : {Na,A}pub(B)B → A : {Na,Nb}pub(A)A → B : {Nb}pub(B)

A protool is a �nite set of roles:
Exemple:role Π(1) orresponding to the 1st partiipant played by a talking to b:init N

→ ena(〈N, a〉, pub(b))ena(〈N, x〉, pub(a)) → ena(x , pub(b)).
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Trae properties in presene of an ative attaker
Inseurity problem (bounded number of sessions)Let I be an inferene system modelling the attaker.INPUT: a �nite set R1, . . . ,Rm of instanes of roles,a �nite set T0 of terms (initial intruder knowledge),a term s (the seret)
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Serey via onstraint systemConstraint systems are used to speify serey preservation under apartiular, �nite senario.Senariorv(u1) N1→ snd(v1)rv(u2) N2→ snd(v2)
. . .rv(un) Nn→ snd(vn)
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Serey via onstraint systemConstraint systems are used to speify serey preservation under apartiular, �nite senario.Senariorv(u1) N1→ snd(v1)rv(u2) N2→ snd(v2)
. . .rv(un) Nn→ snd(vn)

Constraint System
C =















T0  u1T0, v1  u2
...T0, v1, .., vn  s
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Serey via onstraint systemConstraint systems are used to speify serey preservation under apartiular, �nite senario.Senariorv(u1) N1→ snd(v1)rv(u2) N2→ snd(v2)
. . .rv(un) Nn→ snd(vn)

Constraint System
C =















T0  u1T0, v1  u2
...T0, v1, .., vn  s

Solution of a onstraint systemA substitution σ suh thatfor every T  u ∈ C, uσ is deduible from Tσ.
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Serey via onstraint systemConstraint systems are used to speify serey preservation under apartiular, �nite senario.Senariorv(u1) N1→ snd(v1)rv(u2) N2→ snd(v2)
. . .rv(un) Nn→ snd(vn)

Constraint System
C =















T0  u1T0, v1  u2
...T0, v1, .., vn  s

Well-formed onstraint systemmonotoniity: intruder never forgets informationorigination: a variable �rst appear in a right hand side.
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Running example: Needham-Shroeder's protool
RA(a, I ) and RB(b) (running in parallel)init → {a, na}pub(I )

{na, xnb}pub(a) → {xnb}pub(I )
{ya, yna}pub(b) → {yna , nb}pub(ya)
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RA(a, I ) and RB(b) (running in parallel)1 init → {a, na}pub(I )3 {na, xnb}pub(a) → {xnb}pub(I )2 {ya, yna}pub(b) → {yna , nb}pub(ya)Constraints SystemT0, {a, na}pub(I )  {ya, yna}pub(b)T0, {a, na}pub(I ), {yna , nb}pub(ya)  {na, xnb}pub(a)T0, {a, na}pub(I ), {yna , nb}pub(ya), {xnb}pub(I )  nbSolution σ = {ya 7→ a, yna 7→ na, xnb 7→ nb}
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Some existing resultsMany theoretial results for di�erent intruder modelsto take into aount algebrai properties of ryptographi primitives(exlusive or, ipher blok haining, ...)to take into aount the fat that some data are poorly-hosen (e.g.passwords)
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Some existing resultsMany theoretial results for di�erent intruder modelsto take into aount algebrai properties of ryptographi primitives(exlusive or, ipher blok haining, ...)to take into aount the fat that some data are poorly-hosen (e.g.passwords)Few generi resultsproedure to solve onstraint systems for a lass of intruder
→֒ e.g. any intruder who an be desribed by a subterm onvergentrewiting systemombination result for disjoint intruder models.
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Some existing resultsMany theoretial results for di�erent intruder modelsto take into aount algebrai properties of ryptographi primitives(exlusive or, ipher blok haining, ...)to take into aount the fat that some data are poorly-hosen (e.g.passwords)Few generi resultsproedure to solve onstraint systems for a lass of intruder
→֒ e.g. any intruder who an be desribed by a subterm onvergentrewiting systemombination result for disjoint intruder models.Some toolsAVISPA tool (Atse, OFMC)

Stéphanie Delaune () Seurity via onstraint solving January 5, 2009 26 / 34



Outline of the talk
1 Introdution
2 How to deal with trae properties (e.g. serey, authentiation, . . . )?
3 How to deal with equivalene based properties (e.g. privay, . . . )?
4 Conlusion
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Motivation: Eletroni votingAdvantages:Convenient,E�ient failities for tallying votes.Drawbaks:Risk of large-sale and undetetable fraud,Suh protools are extremely error-prone."A 15-year-old in a garage ould manufature smart ardsand sell them on the Internet that would allow formultiple votes" Avi Rubin
Possible issue: formal methodsabstrat analysis of the protool against formally-stated propertiesStéphanie Delaune () Seurity via onstraint solving January 5, 2009 28 / 34



Expeted properties
Privay: the fat that a partiular voter voted in a partiular way is notrevealed to anyone

Reeipt-freeness: a voter annot prove that shevoted in a ertain way (this is important to pro-tet voters from oerion)
Coerion-resistane: same as reeipt-freeness, but the oerer interatswith the voter during the protool, e.g. by preparing messages
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How to model suh seurity properties?
Formalisation of Privay
→֒ onsider 2 honest voters and swap their votes
PrivayA voting protool respets privay ifS [VA{a/v} | VB{b/v}] ≈ S [VA{b/v} | VB{a/v}].
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How to model suh seurity properties?
Formalisation of Privay
→֒ onsider 2 honest voters and swap their votes
PrivayA voting protool respets privay ifS [VA{a/v} | VB{b/v}] ≈ S [VA{b/v} | VB{a/v}].
Formalisation of Reeipt-freeness and Coerion-resistane in term ofequivalene.
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Constraint solvingIn terms of onstraint system, the main ingredient to deide ≈:
C1 ∼ C2: equivalene of (well-formed) onstraint systemsWhat does it mean?1 this does not mean that C1 and C2 have the same set of (�rst-order)solutions.2 Given a solution σ, let Λσ = {λ1

σ, . . . , λkσ} be the witnesses of the fatthat σ is a solution of
C :=











T1  u1...Tℓ  uℓ

C1 ∼ C2 i� {Λσ | σ ∈ Sol(C1)} = {Λσ | σ ∈ Sol(C2)}.Stéphanie Delaune () Seurity via onstraint solving January 5, 2009 31 / 34



Existing results
A lot of results in the passive aseto take into aount algebrai properties (exlusive or, . . . )ombination result for disjoint equational theories,YAPA tool that works for subterm onvergent theories and more
Ative ase: very few resultsdeision proedure for subterm onvergent theories (not implemented)ProVerif tool
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Ongoing workMotivation: veri�ation of privay type proeprties in e-voting protoolsPassive ase:
−→ to deal with more omplex ryptographi primitives, those that arefrequently used in e-voting protoolsblind signature (already done in the passive ase)trapdoor bit ommitmentreenryption mehanismAtive ase:design a proedure to deide equivalene of onstraint systems in preseneof blind signature.
−→ this will allow us to deide privay in e-voting protools, e.g. protooldue to Fujioka, Okamoto and Ohta.Stéphanie Delaune () Seurity via onstraint solving January 5, 2009 33 / 34



Conlusion
Veri�ation via onstraint solving
−→ a useful approah to verify seurity protoolsan be adapted to other ryptographi primitives;useful for trae properties but also equivalene based properties;an be adapted to deal with regular onstraints, e.g. u ∈ L;limits: only a bounded number of sessions
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