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Eletroni votingAdvantages:Convenient,E�ient failities for tallying votes.Drawbaks:Risk of large-sale and undetetable fraud,Suh protools are extremely error-prone."A 15-year-old in a garage ould manufature smart ardsand sell them on the Internet that would allow formultiple votes" Avi Rubin
Possible issue: formal methodsabstrat analysis of the protool against formally-stated propertiesS. Delaune (LORIA � Projet Cassis) Eletroni Voting Monday 12th Marh 2 / 30
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Example: Fujioka et al. protool (1992)First Phase:the voter gets a �token� from the administrator.1. V → A : V , sign(blind(ommit(vote, r), b),V )2. A → V : sign(blind(ommit(vote, r), b),A)

−→ to ensure privay, blind signatures are usedVoting phase:3. V → C : sign(ommit(vote, r),A)4. C → : l , sign(ommit(vote, r),A)Counting phase:5. V → C : l , r6. C publishes the outome of the vote
−→ to ensure privay, anonymous hannel are used at step 3 and 5S. Delaune (LORIA � Projet Cassis) Eletroni Voting Monday 12th Marh 3 / 30
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Seurity properties ...
Eligibility: only legitimate voters an vote, and onlyoneFairness: no early results an be obtained whih ouldin�uene the remaining voters

Individual veri�ability:a voter an verify that her vote wasreally ountedUniversal veri�ability:the published outome really is thesum of all the votes
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Privay-type seurity properties
Privay: the fat that a partiular voted in a partiular way is not revealedto anyone

Reeipt-freeness: a voter annot prove that shevoted in a ertain way (this is important to pro-tet voters from oerion)
Coerion-resistane: same as reeipt-freeness, but the oerer interatswith the voter during the protool, (e.g. by preparing messages)
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SummaryObservations:De�nitions of seurity properties are often insu�iently preiseNo lear distintion between reeipt-freeness and oerion-resistaneGoal:1 Propose �formal methods� de�nitions of privay-type properties,2 Design automati proedures to verify them.Di�ulties:equivalene based-seurity properties are harder than reahabilityproperties (e.g. serey, authentiation),eletroni voting protools are often more omplex than authentiationprotools,less lassial ryptographi primitives (e.g. blind signature).S. Delaune (LORIA � Projet Cassis) Eletroni Voting Monday 12th Marh 6 / 30
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Results and Work in ProgressModelling:Formalisation of privay, reeipt-freeness and oerion-resistane assome kind of observational equivalene in the applied pi-alulus,Coerion-Resistane ⇒ Reeipt-Freeness ⇒ Privay,Case Studies:Fujioka et al.'92 � ommitment and blind signature,Okamoto'96 � trap-door bit ommitment and blind signature,Lee et al.'03 � re-enryption and designated veri�er proof of re-enryption.Veri�ation: How to hek suh privay-type properties?by using an existing tool (e.g. ProVerif)by developping new tehniques (symboli bisimulation)
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Outline of the talk
1 Introdution
2 Applied π-alulus
3 Formalisation of Privay-type Properties (Privay, Reeipt-Freeness)
4 Veri�ation of privay-type properties (works in progress)
5 Conlusion and Future Works
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Motivation for using the applied π-alulus
Applied pi-alulus: [Abadi & Fournet, 01℄basi programming language with onstruts for onurreny andommuniationbased on the π-alulus [Milner et al., 92℄in some ways similar to the spi-alulus [Abadi & Gordon, 98℄
Advantages:allows us to model less lassial ryptographi primitivesboth reahability and equivalene-based spei�ation of propertiesautomated proofs using ProVerif tool [Blanhet℄powerful proof tehniques for hand proofssuessfully used to analyze a variety of seurity protools
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The applied π-alulus on an exampleSyntax:Equational theory: de(en(x , y), y) = xProess:P = νs, k.(out(1, en(s, k)) | in(1, y).out(2, de(y , k))).Semantis:Operational semantis →: losed by strutural equivalene (≡) andappliation of evaluation ontexts suh thatComm out(a, x).P | in(a, x).Q → P | QThen if M = M then P else Q → PElse if M = N then P else Q → Q (M 6=E N)Example: P → νs, k.out(2, s)Labeled operational semantis α
→S. Delaune (LORIA � Projet Cassis) Eletroni Voting Monday 12th Marh 11 / 30
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Equivalenes on proesses
Observational equivalene (≈)The largest symmetri relation R on proesses suh that A R B implies1 if A ⇓ a, then B ⇓ a,2 if A →∗ A′, then B →∗ B ′ and A′ R B ′ for some B ′,3 C [A] R C [B] for all losing evaluation ontexts C [ ].
Labeled bisimilarity (≈ℓ)The largest symmetri relation R on proesses, suh that A R B implies1 φ(A) ≈s φ(B) (stati equivalene)2 if A → A′, then B →∗ B ′ and A′ R B ′ for some B ′,3 if A α

→ A′, then B →∗ α
→→∗ B ′ and A′ R B ′ for some B ′.
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Voting protools in the applied π-alulus
De�nition (Voting proess)VP ≡ νñ.(Vσ1 | · · · | Vσn | A1 | · · · | Am)Vσi : voter proesses and v ∈ dom(σi) refers to the value of the voteAj : eletion authorities whih are required to be honest,ñ: hannel names
→֒ S is a ontext whih is as VP but has a hole instead of two of the Vσi
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Example: Fujioka et al. (1992)Main Proessproess(* private hannels *)
ν. privCh; ν. pkaCh1; ν. pkaCh2; ν. skaCh;
ν. skvaCh; ν. skvbCh;(* administrators *)(proessK | proessA | proessA | proessC | proessC |(* voters *)(let skvCh = skvaCh in let v = a in proessV) |(let skvCh = skvbCh in let v = b in proessV) )
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Example: Fujioka et al. (1992)let proessV =(* his private key *)in(skvCh,skv); let hostv = host(pk(skv)) in(* publi keys of the administrator *)in(pkaCh1,pubka);
ν. blinder; ν. r; let ommittedvote = ommit(v,r) inlet blindedommittedvote=blind(ommittedvote,blinder) inout(h,(hostv,sign(blindedommittedvote,skv)));in(h,m2);let result = heksign(m2,pubka) inif result = blindedommittedvote thenlet signedommittedvote=unblind(m2,blinder) inphase 1;out(h,(ommittedvote,signedommittedvote));in(h,(l,=ommittedvote,=signedommittedvote));phase 2;out(h,(l,r)).S. Delaune (LORIA � Projet Cassis) Eletroni Voting Monday 12th Marh 15 / 30
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Outline of the talk
1 Introdution
2 Applied π-alulus
3 Formalisation of Privay-type Properties (Privay, Reeipt-Freeness)
4 Veri�ation of privay-type properties (works in progress)
5 Conlusion and Future Works
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Formalisation of privay
Classially modeled as observational equivalenes between two slightlydi�erent proesses P1 and P2, buthanging the identity does not work, as identities are revealedhanging the vote does not work, as the votes are revealed at the end
Solution:
→֒ onsider 2 honest voters and swap their votesA voting protool respets privay ifS [VA{a/v} | VB{b/v}] ≈ S [VA{b/v} | VB{a/v}].
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Some Examples
S [VA{a/v} | VB{b/v}] ≈ S [VA{b/v} | VB{a/v}]Naive vote protool (version 1)V → S : {v}pub(S)What about privay?
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Naive vote protool (version 2)V → S : Id , {v}pub(S)What about privay?
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Some Examples
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Example: Fujioka et al. protool (1992)First Phase:the voter gets a �token� from the administrator.1. V → A : V , sign(blind(ommit(vote, r), b),V )2. A → V : sign(blind(ommit(vote, r), b),A)

−→ to ensure privay, blind signatures are usedVoting phase:3. V → C : sign(ommit(vote, r),A)4. C → : l , sign(ommit(vote, r),A)Counting phase:5. V → C : l , r6. C publishes the outome of the vote
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Leaking serets to the oerer
To model reeipt-freeness we need to speify that a oered voterooperates with the oerer by leaking serets on a hannel hWe denote by V h the proess built from the proess V as follows:0h =̂ 0,

(P | Q)h =̂ Ph | Qh,
(νn.P)h =̂ νn.out(h, n).Ph,
(in(u, x).P)h =̂ in(u, x).out(h, x).Ph,
(out(u,M).P)h =̂ out(u,M).Ph,. . .We denote by V \out(h,·) =̂ νh.(V |!in(h, x)).
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Reeipt-freeness
De�nition (Reeipt-freeness)A voting protool is reeipt-free if there exists a proess V ′, satisfyingV ′\out(h,·) ≈ VA{a/v},S [VA{/v}h | VB{a/v}] ≈ S [V ′ | VB{/v}].
Intuitively, there exists a proess V ′ whihdoes vote a,leaks (possibly fake) serets to the oerer,and makes the oerer believe he voted 
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SummaryCoersion-Resistane is de�ned in a similar way (the voter has to used theoutputs provided by the oerer)
LemmaLet VP be a voting protool. We have formally shown that: VP isoerion-resistant =⇒ VP is reeipt-free =⇒ VP respets privay.
Case Study (1): Fujioka et al.We have established privay

→֒ holds even if the authorities are orruptThis protool is not reeipt-free
→֒ the random numbers for blinding and ommitment an be used asa reeipt
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Outline of the talk
1 Introdution
2 Applied π-alulus
3 Formalisation of Privay-type Properties (Privay, Reeipt-Freeness)
4 Veri�ation of privay-type properties (works in progress)
5 Conlusion and Future Works
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An existing tool (ProVerif)
Labeled bisimilarity (≈ℓ)The largest symmetri relation R on proesses, suh that A R B implies1 φ(A)≈sφ(B) (depends on E),2 if A → A′, then B →∗ B ′ and A′ R B ′ for some B ′,3 if A α

→ A′, then B →∗ α
→→∗ B ′ and A′ R B ′ for some B ′.

This relation is in general undeidable. Why?unfolding tree is in�nite in depthunfolding tree is in�nititely branhing (beause of inputs)equational theories may be omplexTool: Proverif
−→ Obviously, the proedure is not omplete.
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Drawbaks of ProVerifProverif is not able to establish privay for the naive vote protool
{a}pub(S) | {b}pub(S) ≈ {b}pub(S) | {a}pub(S)... and more generally for any eletroni voting protools.Why?ProVerif works on biproesses (proesses having the same struture).P ≈ Q ⇔

let bool = hoie[true,false℄ inif bool = true then P else QTehnique relies on easily mathing up the exeution paths of the twoproessesFirst Phase VA{a/v} | VB{b/v} ≈ VA{b/v} | VB{a/v}Seond Phase V A{a/v} | V B{b/v} ≈ V A{b/v} | V B{a/v}S. Delaune (LORIA � Projet Cassis) Eletroni Voting Monday 12th Marh 25 / 30
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First approah: proedure based on ProVerif
−→ with Mark Ryan and Ben Smith (University of Birmingham)VA{a/v} | VB{b/v} ≈ VA{b/v} | VB{a/v}where VX = V 1X ; phase1;V 2X Skip Details
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Seond approah: symboli bisimulation
−→ with Steve Kremer (LSV) and Mark Ryan (University of Birmingham)Our Goal:to do better than Proverif in the ontext of a bounded number of sessionsIn�nite depth:

→֒ we restrit to onsider proesses without repliation.In�nite branhing:
→֒ de�ne a notion of symboli proesses and symboli bisimulation
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Symboli BisimulationConrete Side:
νs, k.(in(, x);P | {{s}k/y}) in(,m1)

−−−−−→ νs, k.(P{m1/x} | {{s}k/y})Symboli Side:
(νs, k.(in(, x);P | {{s}k/y}) ; C)

in(,x)
−−−−→

(νs, k.(P | {{s}k/y}) ; C ∪ {νs, k.{{s}k/y}  x})
De�nitionSymboli bisimulation ≈symb is the largest symmetri relation R suh that
(A ; CA) R (B ; CB) implies

CA and CB are E-equivalent,if (A ; CA) →s (A′ ; C′A) with SolE(C′A) 6= ∅ then there exists
(B ′ ; C′B) suh that (B ; CB) →∗s (B ′ ; C′B) and (A′ ; C′A) R (B ′ ; C′B)if (A ; CA)

α
−→s (A′ ; C′A) ...S. Delaune (LORIA � Projet Cassis) Eletroni Voting Monday 12th Marh 28 / 30
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Main Result
ConjetureLet A and B be two proesses. We have that

(A ; ∅) ≈symb (B ; ∅) =⇒ A ≈ℓ BSoures of Inompleteness
→֒ due to the fat that the instaniation of an input variable is postponeduntil the moment it is atually usedExample: P1 ≈ℓ Q1 whereas (P1 ; ∅) 6 ≈symb (Q1 ; ∅).P1 = ν1.in(2, x).(out(1, b) | in(1, y) | if x = a then in(1, z).out(2, a))Q1 = ν1.in(2, x).(out(1, b) | in(1, y) | in(1, z).if x = a then out(2, a))
→֒ but we think that our symboli bisimulation is omplete enough to dealwith many interesting ases.S. Delaune (LORIA � Projet Cassis) Eletroni Voting Monday 12th Marh 29 / 30



Main Result
ConjetureLet A and B be two proesses. We have that

(A ; ∅) ≈symb (B ; ∅) =⇒ A ≈ℓ BSoures of Inompleteness
→֒ due to the fat that the instaniation of an input variable is postponeduntil the moment it is atually usedExample: P1 ≈ℓ Q1 whereas (P1 ; ∅) 6 ≈symb (Q1 ; ∅).P1 = ν1.in(2, x).(out(1, b) | in(1, y) | if x = a then in(1, z).out(2, a))Q1 = ν1.in(2, x).(out(1, b) | in(1, y) | in(1, z).if x = a then out(2, a))
→֒ but we think that our symboli bisimulation is omplete enough to dealwith many interesting ases.S. Delaune (LORIA � Projet Cassis) Eletroni Voting Monday 12th Marh 29 / 30



Main Result
ConjetureLet A and B be two proesses. We have that

(A ; ∅) ≈symb (B ; ∅) =⇒ A ≈ℓ BSoures of Inompleteness
→֒ due to the fat that the instaniation of an input variable is postponeduntil the moment it is atually usedExample: P1 ≈ℓ Q1 whereas (P1 ; ∅) 6 ≈symb (Q1 ; ∅).P1 = ν1.in(2, x).(out(1, b) | in(1, y) | if x = a then in(1, z).out(2, a))Q1 = ν1.in(2, x).(out(1, b) | in(1, y) | in(1, z).if x = a then out(2, a))
→֒ but we think that our symboli bisimulation is omplete enough to dealwith many interesting ases.S. Delaune (LORIA � Projet Cassis) Eletroni Voting Monday 12th Marh 29 / 30



Conlusion and Future WorksConlusion:First formal de�nitions of reeipt-freeness and oerion-resistaneCoerion-Resistane ⇒ Reeipt-Freeness ⇒ Privay,3 Case studies giving interesting insightsWorks in Progress:An automati proedure based on ProVerifA symboli bisimulation for the applied pi alulusFuture Works:to design a proedure to solve our onstaint systems for a lass ofequational theory as larger as possibleto implement a tool based on this approah,other properties based on not being able to prove (abuse freeness)
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