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• A → B : {Nb}pub(B)

QuestionsIs Nb se
ret between A and B ?When B re
eives {Nb}pub(B), does this message really 
omes from A ?
Atta
kAn atta
k was found 17 years after its publi
ation! [Lowe 96℄
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Veri�
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ryptographi
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ryptographi
 proto
ols 
an be atta
ked?Breaking en
ryption Logi
al atta
k

Logi
al atta
ks
an be mounted even assuming perfe
t 
ryptography,
→֒ replay atta
k, man-in-the middle atta
k, . . .are numerous, see SPORE, Se
urity Proto
ols Open REpository
→֒ http://www.lsv.ens-
a
han.fr/spore/subtle and hard to dete
t by �eyeballing� the proto
olStéphanie Delaune () Se
urity via 
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tober 30, 2006 5 / 25

http://www.lsv.ens-cachan.fr/spore/


Example: Man in the Middle Atta
k

Agent A Intrus I Agent B
Atta
kinvolving 2 sessions in parallel,an honest agent has to initiate asession with I.

A → B : {A,Na}pub(B)B → A : {Na,Nb}pub(A)A → B : {Nb}pub(B)
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Atta
kthe intruder knows Nb,When B �nishes his session(apparently with A), A has nevertalked with B.
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Logi
al atta
ks - How to dete
t them?
Symboli
 approa
hmessages are represented by terms rather than bit-strings

→֒ {m}k en
ryption of the message m with key k,
→֒ 〈m1,m2〉 pairing of messages m1 and m2, . . .atta
ker 
ontrols the network and 
an perform spe
i�
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→֒ {m}k en
ryption of the message m with key k,
→֒ 〈m1,m2〉 pairing of messages m1 and m2, . . .atta
ker 
ontrols the network and 
an perform spe
i�
 a
tions

Relevan
e of the approa
hnumerous atta
ks have already been obtained,allows us to perform automati
 veri�
ation, e.g. AVISPA, Proverif, . . .soundness results already exist, e.g. [Mi

ian
io & Warins
hi'04℄
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1 Introdu
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2 How to deal with tra
e properties? (e.g. se
re
y, authenti
ation)
3 Work in progress: Equivalen
e based se
urity properties (e.g. anonymity)
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Dolev-Yao Intruder Model
m1, m2 and A are messages (terms)T a �nite set of messages (intruder's knowledge)

Ax. (A) m1 ∈ TT ⊢ m1 Pair (P)
T ⊢ m1 T ⊢ m2T ⊢ 〈m1,m2〉

En
. (E)
T ⊢ m1 T ⊢ pub(A)T ⊢ {m1}pub(A)

Proj. (Prj2) T ⊢ 〈m1,m2〉T ⊢ m2
De
. (D)

T ⊢ {m1}pub(A) T ⊢ priv(A)T ⊢ m1 Proj. (Prj1) T ⊢ 〈m1,m2〉T ⊢ m1
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Dedu
ibility problem
Dedu
ibility problemINPUT: an intruder inferen
e system I, a �nite set of terms T , a term s(the se
ret).OUTPUT: Does there exist a proof of T ⊢ s?
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e system I, a �nite set of terms T , a term s(the se
ret).OUTPUT: Does there exist a proof of T ⊢ s?
Example: Is 〈s1, s2〉 dedu
ible from the set of terms T whi
h 
ontains s1,
{s2}k and k?

s1 ∈ T
(A)T ⊢ s1

{s2}k ∈ T
(A)T ⊢ {s2}k k ∈ T

(A)T ⊢ k
(D)T ⊢ s2

(P)T ⊢ 〈s1, s2〉
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Dedu
ibility problem - Some existing results
−→ depends on the dedu
tion 
apabilities of the intruderDolev-Yao intruderThe dedu
ibility problem is de
idable in polynomial time.

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 13 / 25



Dedu
ibility problem - Some existing results
−→ depends on the dedu
tion 
apabilities of the intruderDolev-Yao intruderThe dedu
ibility problem is de
idable in polynomial time.
Pre�x Intruder (e.g. Cipher Blo
k Chaining) T ⊢ {〈m1,m2〉}pub(A)T ⊢ {m1}pub(A)

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 13 / 25
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ibility problem - Some existing results
−→ depends on the dedu
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apabilities of the intruderDolev-Yao intruderThe dedu
ibility problem is de
idable in polynomial time.
Pre�x Intruder (e.g. Cipher Blo
k Chaining) T ⊢ {〈m1,m2〉}pub(A)T ⊢ {m1}pub(A)Taking into a

ount algebrai
 properties of the 
ryptographi
 primitives(e.g. RSA en
rytpion)

E :=

{ de
(en
(x , pub(y)), priv(y)) = xen
(de
(x , priv(y)), pub(y)) = xT ⊢ m T ⊢ k f ∈ {de
, en
}T ⊢ f(m, k)

T ⊢ m1 m1 =E m2T ⊢ m2Stéphanie Delaune () Se
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In presen
e of an a
tive atta
ker
Inse
urity problem (bounded number of sessions)Let I be an inferen
e system modelling the atta
ker.INPUT: a �nite set R1, . . . ,Rm of instan
es of roles,a �nite set T0 of terms (initial intruder knowledge),a term s (the se
ret)
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ret)OUTPUT: Does there exist an interleaving of R1, . . . ,Rmrunnable from T0 w.r.t. I at the end of whi
hthe intruder knowledge is T , ands is dedu
ible from T in I?Se
urity properties (tra
e properties): e.g. se
re
y, some kinds ofauthenti
ation properties, . . .
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Running example: Needham-S
hroeder's proto
olA → B : {A,Na}pub(B)B → A : {Na,Nb}pub(A)A → B : {Nb}pub(B)Roles 
omposing the proto
olRA(xa, xb) : νna. out({xa, na}pub(xb));in({na, xnb}pub(xa)); out({xnb}pub(xb))RB(yb) : νnb. in({ya, yna}pub(yb)); out({yna , nb}pub(ya))
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olA → B : {A,Na}pub(B)B → A : {Na,Nb}pub(A)A → B : {Nb}pub(B)Roles 
omposing the proto
olRA(xa, xb) : νna. out({xa, na}pub(xb));in({na, xnb}pub(xa)); out({xnb}pub(xb))RB(yb) : νnb. in({ya, yna}pub(yb)); out({yna , nb}pub(ya))To retrieve the well-known man-in-the-middle atta
k, we 
onsiderRA(a, I ) and RB(b) (running in parallel).T0 = {a, b, I , pub(a), pub(b), pub(I ), priv(I )}Is nb dedu
ible by the intruder?
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Inse
urity problem via 
onstraint solving
Proto
ol rules
in(u1); out(v1)in(u2); out(v2)

. . .in(un); out(vn)
Constraint System

C =















T0 
 u1T0, v1 
 u2
...T0, v1, .., vn 
 s
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Solution of a 
onstraint system in IA substitution σ su
h thatfor every T 
 u ∈ C, uσ is dedu
ible from Tσ in I.
Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 16 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)out({a, na}pub(I ))in({na, xnb}pub(a)) ; out({xnb}pub(I ))in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)1 out({a, na}pub(I ))3 in({na, xnb}pub(a)) ; out({xnb}pub(I ))2 in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)1 out({a, na}pub(I ))3 in({na, xnb}pub(a)) ; out({xnb}pub(I ))2 in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))Constraints System

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)1 out({a, na}pub(I ))3 in({na, xnb}pub(a)) ; out({xnb}pub(I ))2 in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))Constraints SystemT0, {a, na}pub(I )

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)1 out({a, na}pub(I ))3 in({na, xnb}pub(a)) ; out({xnb}pub(I ))2 in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))Constraints SystemT0, {a, na}pub(I ) 
 {ya, yna}pub(b)

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)1 out({a, na}pub(I ))3 in({na, xnb}pub(a)) ; out({xnb}pub(I ))2 in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))Constraints SystemT0, {a, na}pub(I ) 
 {ya, yna}pub(b)T0, {a, na}pub(I ), {yna , nb}pub(ya)

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)1 out({a, na}pub(I ))3 in({na, xnb}pub(a)) ; out({xnb}pub(I ))2 in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))Constraints SystemT0, {a, na}pub(I ) 
 {ya, yna}pub(b)T0, {a, na}pub(I ), {yna , nb}pub(ya) 
 {na, xnb}pub(a)

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)1 out({a, na}pub(I ))3 in({na, xnb}pub(a)) ; out({xnb}pub(I ))2 in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))Constraints SystemT0, {a, na}pub(I ) 
 {ya, yna}pub(b)T0, {a, na}pub(I ), {yna , nb}pub(ya) 
 {na, xnb}pub(a)T0, {a, na}pub(I ), {yna , nb}pub(ya), {xnb}pub(I )

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)1 out({a, na}pub(I ))3 in({na, xnb}pub(a)) ; out({xnb}pub(I ))2 in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))Constraints SystemT0, {a, na}pub(I ) 
 {ya, yna}pub(b)T0, {a, na}pub(I ), {yna , nb}pub(ya) 
 {na, xnb}pub(a)T0, {a, na}pub(I ), {yna , nb}pub(ya), {xnb}pub(I ) 
 nb

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)1 out({a, na}pub(I ))3 in({na, xnb}pub(a)) ; out({xnb}pub(I ))2 in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))Constraints SystemT0, {a, na}pub(I ) 
 {ya, yna}pub(b)T0, {a, na}pub(I ), {yna , nb}pub(ya) 
 {na, xnb}pub(a)T0, {a, na}pub(I ), {yna , nb}pub(ya), {xnb}pub(I ) 
 nbSolution σ = {ya 7→ , yna 7→ , xnb 7→ }

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)1 out({a, na}pub(I ))3 in({na, xnb}pub(a)) ; out({xnb}pub(I ))2 in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))Constraints SystemT0, {a, na}pub(I ) 
 {ya, yna}pub(b)T0, {a, na}pub(I ), {yna , nb}pub(ya) 
 {na, xnb}pub(a)T0, {a, na}pub(I ), {yna , nb}pub(ya), {xnb}pub(I ) 
 nbSolution σ = {ya 7→ a, yna 7→ na, xnb 7→ }

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Running example: Needham-S
hroeder's proto
ols
RA(a, I ) and RB(b) (running in parallel)1 out({a, na}pub(I ))3 in({na, xnb}pub(a)) ; out({xnb}pub(I ))2 in({ya, yna}pub(b)) ; out({yna , nb}pub(ya))Constraints SystemT0, {a, na}pub(I ) 
 {ya, yna}pub(b)T0, {a, na}pub(I ), {yna , nb}pub(ya) 
 {na, xnb}pub(a)T0, {a, na}pub(I ), {yna , nb}pub(ya), {xnb}pub(I ) 
 nbSolution σ = {ya 7→ a, yna 7→ na, xnb 7→ nb}

Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 17 / 25



Existing resultsMany theoreti
al results for di�erent intruder modelsto take into a

ount algebrai
 properties of 
ryptographi
 primitives(ex
lusive or, 
ipher blo
k 
haining, ...)to take into a

ount the fa
t that some data are poorly-
hosen (e.g.passwords)
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Existing resultsMany theoreti
al results for di�erent intruder modelsto take into a

ount algebrai
 properties of 
ryptographi
 primitives(ex
lusive or, 
ipher blo
k 
haining, ...)to take into a

ount the fa
t that some data are poorly-
hosen (e.g.passwords)Few generi
 resultspro
edure to solve 
onstraint systems for a 
lass of intruder
→֒ e.g. any intruder who 
an be des
ribed by a subterm 
onvergentrewiting system
ombination result for disjoint intruder models.Some toolsAVISPA tool (Atse, OFMC)
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Outline of the talk
1 Introdu
tion
2 How to deal with tra
e properties? (e.g. se
re
y, authenti
ation)
3 Work in progress: Equivalen
e based se
urity properties (e.g. anonymity)
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Motivation: Ele
troni
 votingAdvantages:Convenient,E�
ient fa
ilities for tallying votes.Drawba
ks:Risk of large-s
ale and undete
table fraud,Su
h proto
ols are extremely error-prone."A 15-year-old in a garage 
ould manufa
ture smart 
ardsand sell them on the Internet that would allow formultiple votes" Avi Rubin
Possible issue: formal methodsabstra
t analysis of the proto
ol against formally-stated propertiesStéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 20 / 25



Expe
ted properties
Priva
y: the fa
t that a parti
ular voter voted in a parti
ular way is notrevealed to anyone

Re
eipt-freeness: a voter 
annot prove that shevoted in a 
ertain way (this is important to pro-te
t voters from 
oer
ion)
Coer
ion-resistan
e: same as re
eipt-freeness, but the 
oer
er intera
tswith the voter during the proto
ol, e.g. by preparing messages
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How to model su
h se
urity properties?
[Kremer & Ryan, 2005℄ � Formalisation of Priva
y
→֒ 
onsider 2 honest voters and swap their votes
Priva
yA voting proto
ol respe
ts priva
y ifS [VA{a/v} | VB{b/v}] ≈ S [VA{b/v} | VB{a/v}].
[Delaune, Kremer & Ryan, 2006℄Formalisation of Re
eipt-freeness and Coer
ion-resistan
e in term ofequivalen
e.
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Some examples
S [VA{a/v} | VB{b/v}] ≈ S [VA{b/v} | VB{a/v}]Naive vote proto
ol (version 1)V → S : {v}pub(S)What about priva
y?
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Some examples
S [VA{a/v} | VB{b/v}] ≈ S [VA{b/v} | VB{a/v}]Naive vote proto
ol (version 1)V → S : {v}pub(S)What about priva
y? OK

Naive vote proto
ol (version 2)V → S : Id , {v}pub(S)What about priva
y?deterministi
 en
ryption: NOT OKprobabilisti
 en
ryption: OKStéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 23 / 25



More formally
Labeled bisimilarity (≈ℓ)The largest symmetri
 relation R on pro
esses, su
h that A R B implies1 φ(A)≈s φ(B) (depends on E),2 if A → A′, then B →∗ B ′ and A′ R B ′ for some B ′,3 if A α

→ A′, then B →∗
α
→→∗ B ′ and A′ R B ′ for some B ′.This relation is in genral unde
idable. Why?unfolding tree is in�nite in depthunfolding tree is in�nititely bran
hing (be
ause of inputs)equational theories may be 
omplexTool: Proverif

−→ Obviously, the pro
edure is not 
omplete. Proverif is not able to
on
lude for priva
y even for naive voting proto
ols (version 1)Stéphanie Delaune () Se
urity via 
onstraint solving O
tober 30, 2006 24 / 25



Work in ProgressOur Goal:to do better than Proverif in the 
ontext of a bounded number of sessionsIn�nite depth:
→֒ we restri
t to 
onsider pro
esses without repli
ation (�nitepro
esses),In�nite bran
hing:
→֒ we de�ne a notion of symboli
 pro
esses and symboli
 bisimulationCon
rete in(x).out({x}k) in(m1)

−−−−→ out({m1}k)Symboli
 (in(x).out({x}k); C)
in(x)
−−−→ (out({x}k); C ∪ φ(P) 
 x)
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→֒ we de�ne a notion of symboli
 pro
esses and symboli
 bisimulationCon
rete in(x).out({x}k) in(m1)

−−−−→ out({m1}k)Symboli
 (in(x).out({x}k); C)
in(x)
−−−→ (out({x}k); C ∪ φ(P) 
 x)Then, we plan:to design a pro
edure to solve our 
onstaint systems for a 
lass ofequational theory as larger as possibleto implement a toolStéphanie Delaune () Se
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