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Proofs of knowledgeProof of knowledge are often used toprove one's identity (e.g. authentiation protool)prove one's belonging to a groupprove that one has done something orretly (e.g. mix net)ExampleAlie knows the produt of two prime numbers, (e.g. p1 × p2),Alie knows also the pair (p1, p2).Now, assume that Bob knows only the produt p1 × p2He is not able to retieve the pair (p1, p2) of Alie
−→ fatorisation in prime numbers is a very hard problemIf Alie gives him p1 and p2 he is onvined that she knows the result.
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Two kinds of proofs of knowledge
First Solution: (e.g. password mehanism)the veri�er learns (or even already knows) the password,an eavesdropper learns the password
Seond Solution: zero-knowledge proofan eavesdropper will not learn the solution,the veri�er will not learn the solution.
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First Solution: (e.g. password mehanism)the veri�er learns (or even already knows) the password,an eavesdropper learns the password
Seond Solution: zero-knowledge proofan eavesdropper will not learn the solution,the veri�er will not learn the solution.

"Zero-knowledge proofs are fasinating and extremely usefulonstruts. They are both onvining and yet yield nothing beyond thevalidity of the assertion being proved.� O. Goldreih
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What is it ?
A proof of knowledge is a method for one party (the prover) to prove toanother (the veri�er) that he knows some statement.Completeness: if the statement is true, the honest veri�er will beonvined of this fat by an honest prover.Soundness: if the statement is false, no heating prover an onvinethe honest veri�er that it is true.
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Example: redit ard payment
The lient Cl puts his redit ard C in theterminal T .The merhant enters the amount M of the sale.

The terminal authentiates the redit ard.The lient enters his PIN.If M ≥ e 100, then in 20% of ases,The terminal ontats the bank B .The banks gives its authorisation.
Stéphanie Delaune () Proofs of Knowledge November 28, 2006 7 / 27



More details
the Bank B , the Client Cl , the Credit Card C and the Terminal TBanka private signature key � priv(B)a publi key to verify a signature � pub(B)a seret key shared with the redit ard � KCBCredit Cardsome Data: name of the ardholder, expiry date ...a signature of the Data � {hash(Data)}priv(B)a seret key shared with the bank � KCBTerminalthe publi key of the bank � pub(B)
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Payment protoolthe terminal T reads the redit ard C :1. C → T : Data, {hash(Data)}priv(B)the terminal T asks the ode:2. T → Cl : ode?3. Cl → C : 12344. C → T : okthe terminal T requests authorisation the bank B :5. T → B : auth?6. B → T : 45289658741237. T → C : 45289658741238. C → T : {4528965874123}KCB9. T → B : {4528965874123}KCB10. B → T : okStéphanie Delaune () Proofs of Knowledge November 28, 2006 9 / 27
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Authentiation of the redit ard
the terminal T asks the ode:2. T → Cl : ode?3. Cl → C : 12344. C → T : ok
Disussionthe seret ode is revealed to the veriferthe seret ode is revealed to any eavesdropperthe veri�er of the proof is the redit ard itself

−→ Yes Card � (Serge Humpih ase)
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Requesting authorisation to the bankthe terminal T requests authorisation to the bank B:5. T → B : auth?6. B → T : 45289658741237. T → C : 45289658741238. C → T : {4528965874123}KCB9. T → B : {4528965874123}KCB10. B → T : okDisussionthe seret ode is already known by the veri�erhallenge meanism: the prover C proves to the veri�er B that heknows the seret key KCBan eavesdropper does not learn the seret KCB but he learnssomething about itStéphanie Delaune () Proofs of Knowledge November 28, 2006 11 / 27
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What is it ?
Zero-knowledge proofs are proofs that are both onvining and yet yieldnothing beyond the validity of the assertion being proved.
−→ introdued 20 years ago by Goldwasser, Miali and Rako� [1985℄Completeness: if the statement is true, the honest veri�er will beonvined of this fat by an honest prover.Soundness: if the statement is false, no heating prover an onvinethe honest veri�er that it is true.Zero-knowledge: If the statement is true, no heating veri�er learnsanything other than this fat.The de�nitions given above seem to be ontraditory.
−→ Does zero-knowledge proofs really exist?
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Appliations
Authentiation propertiesCredit ard payment
−→ to prove that you know the seret ode without revealing itprove your identityprove that you belongs to a group without revealing who you are
−→ to ensure privay

Other propertiesto enfore honest behavior
−→ e.g. mix net in eletroni voting protools,....
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Example: Where is Charlie?

Goal:1 �nd the reporter Charlie in a big piture,2 onvine the veri�er (me) that you have thesolution without revealing it (neither to me,nor to the others).
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Example: Where is Charlie?
How an you prove that you know where is Charliewithout saying nothing about where he is?

Solutions:
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Example: Where is Charlie?
How an you prove that you know where is Charliewithout saying nothing about where he is?

Solutions:1 get a opy of the piture, ut out Charlie and show it to me.2 put a big mask with a window having the shape of Charlie and showme Charlie through the window.
Stéphanie Delaune () Proofs of Knowledge November 28, 2006 17 / 27



Example: The strange ave of Ali Baba
a ave shaped like a irle, with entraneon one side and the magi door blokingthe opposite sidethe door an be opened by saying somemagi words �....�.

Goal:Ali Baba wants to onvine me that he knowsthe seret without revealing it.How an Ali Baba proeed?Stéphanie Delaune () Proofs of Knowledge November 28, 2006 18 / 27



Example: The strange ave of Ali Baba
Ali Baba wants to onvine me that he knows the magi words.

Ali Baba hides inside the ave
I ask him to exit on the right side or on the left side
−→ I hoose

Ali Baba exits from the side I just asked.
... and we repeat this proedure several times.
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Example: The strange ave of Ali BabaI an be onvined that Ali Baba knows the magi words.Why?If Ali Baba does not know the magi word, then he an only return bythe same path. Sine, I randomly hoose the path, he has 50% haneof guessing orretly.By repeating this trik many times, say 20 times, his hane ofsuesfully antiipating all my requests beomes very small.Moreover,I learn nothing about the magi word beyond the fat this word allowsAli Baba to open the magi door, andI am not able to prove to someone else that I know the magi words.
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Example: The strange ave of Ali Baba

The End� of Ali Baba story �
To know the magi word:How to explain Zero-Knowledge Protools to Your Children.Jean-Jaques Quisquater and Louis Guillou.
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Graph 3-oloring
De�nition (3-oloring)A 3-oloring of a graph is an assignment of olors in {•, •, •} to vertiessuh that no pair of adjaent verties are assigned to the same olor.Example
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Graph 3-oloring
De�nition (3-oloring)A 3-oloring of a graph is an assignment of olors in {•, •, •} to vertiessuh that no pair of adjaent verties are assigned to the same olor.Example

3-oloring problemGiven graph G , the problems of deiding if the graph G is 3-olorable is avery hard problem. It is also very hard to �nd a 3-oloring of a large graph.Stéphanie Delaune () Proofs of Knowledge November 28, 2006 22 / 27



Protool based on the 3-oloring problem1 23456

Stéphanie Delaune () Proofs of Knowledge November 28, 2006 23 / 27



Protool based on the 3-oloring problem1 23456

Stéphanie Delaune () Proofs of Knowledge November 28, 2006 23 / 27



Protool based on the 3-oloring problem1 23456

Stéphanie Delaune () Proofs of Knowledge November 28, 2006 23 / 27



Protool based on the 3-oloring problem1 23456

{•}k1 ,{•}k2 ,{•}k3 ,{•}k4 , {•}k5 , {•}k6
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Protool based on the 3-oloring problem1 23456

{•}k1 ,{•}k2 ,{•}k3 ,{•}k4 , {•}k5 , {•}k6hoose an edge
(1, 4)
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Protool based on the 3-oloring problem1 23456

{•}k1 ,{•}k2 ,{•}k3 ,{•}k4 , {•}k5 , {•}k6hoose an edge
(1, 4) send keysk1 and k4
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Protool based on the 3-oloring problem1 23456

{•}k1 ,{•}k2 ,{•}k3 ,{•}k4 , {•}k5 , {•}k6hoose an edge
(1, 4) send keysk1 and k4derypt {•}k1 with k1derypt {•}k4 with k4aept sine • 6= • ... repeat the proedure several timesStéphanie Delaune () Proofs of Knowledge November 28, 2006 23 / 27



Disussion on the protoolCompleteness: if the statement is true, the honest veri�er will beonvined of this fat by an honest prover.
−→ if Ali Baba knows the 3-oloring of the graph, then the veri�erwill aept his proof.Soundness: if the statement is false, no heating prover an onvinethe honest veri�er that it is true.
−→ if Ali Baba does not know a 3-oloring of the graph, then Bobrejets with probability 1

#edges .Zero-knowledge: If the statement is true, no heating veri�er learnsanything other than this fat.
−→ Bob just sees two random olors. Hene, he learns nothing aboutthe 3-oloring of the graph.
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ComposabilityThis allows us to use the same protool several times.Sequential ompositionEah invoation follows the termination of the previous one.
−→ Generally, sequential omposition is safe. Note that otherwise, theappliability of the protool is highly limited.Parallel ompositionMany instanes of the protool are invoked at the same time and proeedat the same pae (synhronous model of ommuniation)
−→ Generally, parallel omposition is not safe.Conurrent ompositionThis generalizes both sequential and parallel omposition. Many instanesof the protool are invoked at arbitrary times and proeed at arbitrary pae.
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Parallel omposition � Man in the middle attakThe intruder wants to onvine Bob that he knows the seret.
I know the seret
−−−−−−−−−−−−−→How an he do this?
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question
−−−−−−−−→

question
−−−−−−−−→

answer
←−−−−−−−−

answer
←−−−−−−−−

−→ This kind of attak often sueeds on Zero-knowledge protools.Stéphanie Delaune () Proofs of Knowledge November 28, 2006 26 / 27



Conlusion and Further Reading
Zero-knowledge proofs are fasinating due to their seemingly ontraditoryde�nitions. Nevertheless, suh kind of proofs really exist.It turns out that in an Internet-like setting, where multiple protools may beexeuted onurrently, building zero-knowledge proofs is more hallenging.
Bibiliography1 How to explain Zero-Knowledge Protools to Your Children.Jean-Jaques Quisquater and Louis Guillou.2 Wikipedia web sitehttp://en.wikipedia.org/wiki/Zero-knowledge_proof3 Zero-Knowledge twenty years after its invention. Oded Goldreih.
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