VERIFYING IMPLEMENTATIONS
OF CRDTS
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» Weak: concurrent, interleaving, no global state




CRDT EXAMPLES



EXAMPLE: GROW-ONLY COUNTER

x=0
inc()
client 1\




EXAMPLE: GROW-ONLY COUNTER

x=0 X="7
@, inc()
client S X 1<
. replica ® ® I
. replica 9 O @ I




EXAMPLE: GROW-ONLY COUNTER

x=0 X="
e el
client (- >)
X = X+1
. replica ® ® I
. replica 9 O O I




EXAMPLE: GROW-ONLY COUNTER

x=0 X="7
@, inc()
client 1\

. . MY ‘x"
. origin replica Q O I

payload integer ¢

/i —

A initial 0 !

. query value () : integer j I
let 7 =1 ®

update increment ()
downstream ()
=1+ 1
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Anomalies of concurrent updates

» Bank:
} O|n|t —_ 1OOD
» Alice: withdraw(20) ={ o = 120 }

» Bob: debit (60) = {0 =40}
p O =777

» File system:
» Oinit = /°
» Alice: mkdir ("/foo”); mkdir (“/foo/bar”)

» Bob: receives mkdir (“/foo/bar”)
p 0 =777
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COMMUTATIVE REPLICATED DATA TYPES

» Data type
» Encapsulates state O
. Vergent 4 ¢
» Replicated
» At multiple nodes N,

» Semantically a single object

Z
» Avallable \

» Update origin replica without coordination

» Convergence guaranteed by design

» Decentralized

http://bit.ly/1PBC4zc
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OPERATION-BASED CRDTs

» Operation-based CRDTs

p Each operation Is delivered to each replica
» Invariant Checking (CISE Reagy,,

» Requires causal aelivery
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p State-based CRDTs

» Propagation of states (instead of operations)

client u -

origin replica 20— O

replica O
18, / ;




STATE-BASED CRDTs

p State-based CRDTs
» Propagation of states (instead of operations)

p States are merged On receive

» Convergence: states resulting from concurrent
operations result deterministically on a single state

» No delivery assumptions
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p State is a (join semi-)Lattice
p Effectors send the state at the origin

» Lazy update propagation
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\l/ N\ /7 M/

N\ /
» State is a (join semi-)Lattice N/ N1 /77N
p Effectors send the state at the origin N/ \./
N & '

» Lazy update propagation
» merge function joins the state of two replicas

» Join of the lattice

p Each operation Is an inflation In the lattice
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BOUNDED COUNTER

» N Replicas 10 2 2
R matrix of positive counts
g P i 3 o 1
» U vector of negative counts
5 0 4
» Invariant: O < Total
» increment @) J 1 0 2
» decrement @)
Total: Z RJi] Z UJi)

» transfer @ — | |

Rights @;: Rli +ZR | > R[][;
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BOUNDED COUNTER

» N Replicas 10 2 2 1 5
» R matrix of positive counts
P .3 6 1 0 2
» U vector of negative counts
5 0 4 2 1
» Invariant: O < Total
» increment @) J 1 0 2 1 0

» decrement @)

o merge((Mo, Vo), (M1, V1)) =
» transfer | J (maX(MO, Ml),maX(V(), Vl))
| Valter Balegas, 2016]
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INVARIANTS FOR SB-CRDTS

N\ NI/ \ 7 M/

NP2 NN

» CRDT (lattice) constraints . N
% &

» Operations are inflations

V op,0,0’, 0 EPregy A (0,0") €fop] = o C o

» merge IS join (LUB)

Vo,o', merge(o,0’) =c¢" = ¢ = LUB
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INVARIANTS FOR SB-CRDTS

% o NI, N N2
N/ N1 /N /
» Invariant constraints N N\ S
» Operations preserve the invariant N
V op,o,0', 0 EPres, A (0,0") €[op] =o' E Inv

) merge preserves the invariant

Vo,0,0", (o,0")

merge(o,0”’) =o' = o

T P remerge /\

= |nv

Eg: Bounded Counter
Total(c) > 0 A Total(a’) > 0
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» INnvariant constraints

) merge can execute at any time
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INVARIANTS FOR SB-CRDTS

< Wi N 4 ML
» [nvariant constraints 2RIV N
) merge can execute at any time . W N

» Operations preserve the merge Pre

o F Pregy A
\V/ op, g, 0-/7 0-//7 (0-7 OJ/) B Premerge A — (0-/7 OJI)
(0,0") € |op]

» merge Pre IS an invariant

= Preperge
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(EG.) MUTUAL EXCLUSION CRDT

transfer ((t,V),r,):

merge ((t,V),(ty,Vy)):
assert(V[r] =1 A (Vto #t, t>t,))

T = maX(t,tO>
t = t+l v = (t,<t)?V:V,
Virs] = 0 # self
V[ro] = 1 # other
» Order: (to, Vo) < (t1, Vi) = to < t1 A (tg = t1 A Vo < 1)

» Invariant: Inv(t, V) Zv

» Merge precondition: Prenerge((ts, Vs), (to, Vo)) = Inv(ts, Vo) A Inv(t,, V,) A
(tS:tO:>VS:VO) /\
(Virg] = 1= t, > t,)
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TOOL SUPPORT

» INnput

~/r/c/c/s/s/soteria (origin/rewriting+) P python3 soteria.py specs/token.spec
INFO : 3k 3k 3k 3k 3k 3k 3k %k %k 3k %k k tOken 3K 3k 3k 3k 3k 3k 3k %k 3k kK 3k %k %k k k

INFO : Checking the syntax
INFO : Parsing the specification

INFO : Checking the well-formedness of the specification
INFO : Checking convergence

INFO : Checking safety

INFO The specification 1s safe!!ll

mp emented on top Of BOOQJIE

» Performs the lattice and invariant checks
» \Work In progress



Research Opportunities

» Beyond Simple Invariants
» Pre/Post conditions of client programs using (1+) CRDTs
» Transactions + CRDTs

» Consistency Models: Eventual, Causal, Strong, ...
» Synchronization®

) ...



