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1 Background

Our group is working on formal security proofs of cryptographic protocols. Such protocols are
distributed programs that rely on cryptographic primitives such as encryption, hash function,
signatures, etc. They are used in many applications: secure transactions on Internet, mobile
phones, smartcards, RFID chips, electronic voting, etc.

Caroline Fontaine, who joined our group recently, has proposed a protocol for privacy-
preserving fingerprinted image distribution that aims at achieving several goals, including
traitor tracing, buyer- and item-unlinkability [6]. The formal proof of such a protocol is
challenging for several reasons, some of which are the starting point of the proposed research.

We describe below some of the problems that we wish to consider. Depending on the level
of the internship (Bachelor, M1, M2), one or more questions could be addressed. They are
listed in increasing order of required knowledge.

The internship will take place at LSV, Cachan. There are three advisors as we are all
interested in the problem; we expect frequent interactions.

2 Formalizing oblivious transfer

One of the features of our target case study is the use of oblivious transfer. Such a primitive
allows a sender S (the Merchant in our application) to repeatedly send a key k out of a set of
n keys k1, . . . , kn in such a way that S does not know which of k1, . . . , kn is actually received
by the receiver R (the Buyer in our application). On the other side, R gets only one of the
keys and has no information on the other keys.

There are many ways to realize an oblivious transfer, starting with [5] in 1985 for instance.
More recent versions have been proved to achieve the above functionality under various as-
sumptions.

Currently, there is however no specification of such a primitive in formal verification tools
such as Proverif [3] or DeepSec [4].

Task 1. The first step would be to design function symbols and equations for oblivious
transfers that are amenable to formal proofs in such verification tools. This is not trivial as,
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for instance, the index i of the chosen key can be seen as a weak secret (as defined and studied
in [2] for example).

This task requires (to get) a minimal knowledge on the formal models that are used in
the above-mentioned verification tools.

3 Formalizing an idealized content distribution protocol

The content distribution protocol includes other features as, for instance, commitments and
the possibility for the Merchant to get half of the keys that have been served, for further
tracking of malicious buyers.

Task 2. Formalize in a tool, e.g. ProVerif, the content distribution protocol and its proper-
ties and verify it. This step is not trivial either; one of the expected properties, unlinkability,
comes in several flavors that have to be understood and formalized in this context.

This task requires (to get) a deeper knowledge of the formal models underlying the veri-
fication tools.

4 Perspectives: Formal computational proofs

The previous steps were only considering an idealized attacker (the so-called “Dolev-Yao
attacker”). In our group, we develop an approach, based on [1], that allows in principle to
automatically prove security properties against a computational attacker, i.e., an arbitrary
probabilistic polynomial time Turing machine. The idea is to specify formally (in first-order
logic) what an attacker cannot do. Such axioms should be computationally sound, assuming
some classical hardness assumptions.

Task 3. Design computationally sound axioms for the primitives that are used in the target
protocol. The challenges of Task 1 are combined with the difficulty inherent to the more
realistic computational model.

This task requires (to get) knowledge on computational security, typically the method of
game hopping proofs.
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