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The many facets of computer security

Intrusl
porever

Criptographic Access control
protocols
/ Cryptography | Static analysis, proof \
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e \erification of cryptographic protocols
see next slides

* |ntrusion prevention
Intrusion detection as model-checking
The ORCHIDS tool, currenly valorized

(DGA convention 2013-2016) =

_ C o logic-based
SECSI activities verification techniques for

security properties

(e S e

Analyzing network resilience through
timed games

e Semantic foundations of
mixed probabilistic/non-deterministic choice
Anonymity and view-consistent schedulers
Belief functions, previsions
Noetherian spaces and WSTS (spin-off)

. OrchlDS is a new generation Intrusion Detection
. System (IDS) based on real-time event correlation.
J OrchlDS can also be used as an offline powerful tool

What is OrchIDS ?

for forensics analysis of past events simultanously
from multiple log sources.

(demonic) choice
(by adversary)

0.3 0.6 0.5 0.5
0.7 04 0.5 0.5 >
Non-deterministic

Probabilistic choice
(by program)
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Outline

1.Verification of cryptographic protocols

2.Focus |: verification of electronic voting protocols

3.Focus Il: computational models of security

4.Scientific project
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Cryptography

e Basic functionalities:
encryption
sighature
hashing

e Not our business:
we assume some cryptography,
with given security properties

I WE——
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¥ de hour

Version: GnuPG/MacGPG2 v2.0.18 (Darwin)

Comment: GPGTools - http://gpgtools.org

mMQENBE/teyoBCADXBnYRCs+sddsIu+38u4pJk6AlCyJrY5uVEGl6Z4K4rwYF1nEN
JyO0pxpsJj20V4++SuhI+wlDOHr45kXAJNh11h+jGQsICF1lxgya0OhCagXBnmjmFbN
/3m1NeF42HOXPOy/2xKp60orGuv19pW+SbMo3zTOAjzcyC3RnfWm7 2HEMesA1lnXKz
fczZ2GOzsmKbt5cU6V16A9S66NWIq30%/Y81EgASI2mYNtcbzuzFUpx11tIjwIuDb
h11ZXeNJC7pgOtPNx2YfNzD1752z/UBp+2pJ2GZImf9Igk3gLiydXxILsgeMhALSWF
wekdgsXkUlzohF5tpglwF4W60y5vH+vZ2G5RABEBAAGOQUP1YW4gR291YmF 1bHOt
TGFycmVjcSA0Q29uY291cnMgRUSTKSA8%291YmF 1bHRABHN2LmVucy1jYWNoYW4u
ZnI+iQE+BBMBAgAOBQJP7XsgAhsDBQkDwmcABgsJCACDAgYVCAIJCgsEFgIDAQIe
AQIXgAAKCRATtyehwe0YdfYoB/4yPTYDf1X1Yv/aNS4+RiC/h1gqRAIVEgfAPJIS7X
50T1ZKoG6ZxQd6UFEpiAAl6drdsLSXBi4PPrN456v2ZANxwTel6mDjUOPORN9as6
XrgVT1XAfENEYOukWDukCzhVge8/6JkIA2kRXfdoMEd7aDuwEy/cs41uk9+0PGh/
VFIpkTJS990RS/GQMzmtquGBAKTGSESLPOhmoB8DcCN2cHiCuCf£pLjZz9phwiDDJ
zKhN59hwCAr47p0Mv6nHzhF jKVX8R4+Z6AKy8GYCSKjJvUudf+ZiR10rZznLBlyP1
IbckFQj6QEEYLKp+PCgltJfELswPWITJEpJwHg858rzgNgy 1uQENBE /teyoBCACh
8POEMbHPRbsqYRr/+w0+rCJDOWAO] j0dpvMg9wbytgMtnsL6p9CzIou3GePBPQRt
314XB1T5yKYNOXUGGrJrC/pKR1/tfRnWajE4zJLnFwkRV55XrznqELEKHfpg7cr6
YX71zSfrtTSVwUuQrrbEhKDX9k9g0iujcéciau5FvMGgUBemeCjVejzo3fvF71Xm
ylve23vImhY2IjeO8PRAApr52GY0FbZ0C78xdfKcAOOUIWC3TnrKP59YK1£GNFE]
ddlnDhS1aRWIK4taLPH23%61i8HmkDU6rydazIMfydaL+ojE3jEUE6UFc+YNreTYE
s£1703cSETMBsab4DOfLABEBAAGJASUEGAECAASFAk/teyoCGwwFCQPCZWAACgkQ
E7cnocHtGHWZ3wf+KsG+iNMoOaCeQ/LOnhUA7Rqj130BORp2y2++LblgEAh+unIQ
93j0XLhOm6v3gltVYHIyvwujL2Z0RpRItWMRG+XeHXh211gvvMFdWBXwl7VwbP85M
1bQBJP4/SkHdzYX5EcmAj01y0TjtMzwQjCAGPBM6VNLc7yO0yuBoQ747d+RHvVgxSn
Ctpu4R21LC/hekI/3zEsi//KdsAJnyk+RrX10Nnck7tjlYn4G150KTOvIZAVnMvu
FbQw+2deJkOG1Z jw+KE55BXG]j2piqoR5BHvXbZ f3u5p8SbMOhgpHnméeTaQqj/Yj
ZNACXVVHQlP64WVCxpa3CoImng8Sysrso8pWkQ==

=TyrM

T I—
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http://gpgtools.org
http://gpgtools.org

Cryptographic protocols

o ~

- ~
\ ,
= 2 Sever acknowlecqes with ServerHello message. ™

7 - - - N
Client 7 g 3. Server sends its certificate . N
C . (browser) 7 ,,/” ‘\\\\ G
e Specifications of messages exchanged " { o =N\
| e-fiSemnahdeionion) | |°
based on cryptography - i’/c | 3
= layer above crypto — [ | gl_tommssana " oo
bery :‘"" i —::;Mc“.
S SRS g com sl mssn BF =
e Must satisfy security properties: } e
confidentiality, authentification, anonymity... x do | T Cemtoondsa Confeats oy ressoge). . (i

l Owitl signoture

8. Both sends ChangeCipherSpec messages

e Can be broken
even with perfect cryptography

e Qur business: invent verification techniques N S
for checking security properties ' o=
of security protocols
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Symbolic methods

® Encode messages as first-order terms

e Encode protocols as
Horn clauses theories / deduction systems / process algebras

A— B: vNy,ri. enc(<A,Nap>,pk(B),r1)
B—A: vNpg,ro. enc(<Ny, Ng>,pk(A),r2)
A— B: vrs. enc(Ng,pk(B),r3)

e Encode security property as
Horn query (reachability) / process equivalence (e.g., voter anonymity)
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The Needham-Schroeder protocol

A — B: {A Nz}pus

B — A: {N, Nb}pUb(A)
‘ A — B: {Nb } pub(8)
Questions

m Is N, a shared secret between A and B?

m When B receives {Nj },un(p), does this message really
originate from A ?

An attack was found 17 years after its publication! [Lowe’95]
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The Needham-Schroeder protocol

( _
Agent A Intruder / Agent B
Answers

m Is N, a shared secret between A and B?

— No

m When B receives { N, },,p(5), does this message really
originate from A?
— No

Remark : Crypto has not been broken
— Attack on the protocol logic.
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Verification In an adversarial context

Does the protocol satisfy a security property?

Modelling - — — — — .‘u_ ____________ Jvt __.

|
AN

m protocol is executed in adversarial environment

m protocols are modelled in first-order logic or in process
algebra (e.g., the applied pi calculus);

m attackers are any process which can be written in the
applied pi calculus

m partial automation with H1 (home made) or ProVerif.
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Needham-Schroeder in the pi-calculus

INIT= RESP=
in(c, xpkb).vna. in(c,y)
out(c, aenc({pk(ska), na), xpkb)). let ypka = fst(adec(y, skb)) in
in(c, x). let yna = snd(adec(y, skb)) in
if fst(adec(x, ska)) = na then vnb.out(c, aenc({yna, nb), ypka))
let xnb = snd(adec(x, ska)) in in(c, z).
out(c, aenc(xnb, xpkb)).0 if adec(z, skb) = nb then P

NSPK = vska.out(pk(ska)).!INIT | wvskB.out(pk(skb)).!RESP

Claim: Confidentiality (P t/ s)

fwrong, here, of course) for all processes A we have that:

if P| A—* B then B # out(c,s).B; | B,
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Some applications we have looked at

e \/erification algorithms for the TPM
(Trusted Platform Module)

e Attacks on privacy, European electronic passport
(French version only)

e \erification algorithms for electronic voting protocols
Voter anonymity, coercion resistance,
individual/universal verifiability, eligibility, etc.

— S =
* Verification algorithms for mmem &
security APls s s

(PKCS#11)

@
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Outline

1.Verification of cryptographic protocols

2.Focus |: verification of electronic voting protocols

3.Focus Il: computational models of security

4.Scientific project
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—lectronic voting

e Elections: cornerstone of democracy e sk it v it g
security-sensitive It's who counts the votes.”

aprerern ity atteibnied o
Toagl Fissarfonavich Stafin,
Sovied vevelunonary, palitical
feader; pardy canimal and all-
arennd scary chavacier

e E-voting promises to be: convenient, efficient, secure
for all kinds of elections (committees, national elections)

e |egally binding, e.g.:

e Parliament elections: Switzerland, Estonia, 2011

* French overseas parliament elections, 2013
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A flurry of security properties to wish for

Fault tolerance

Inalterability Robustn ess
Correctness Scalability Availability

Declared tally

Eligibility
Desired properties

Universal verifiability

Privacy
Receipt freeness Ve rifiability

Coercion resistance Individual verifiability

jeudi 28 novembre 13



Veritying protocols in the applied pi-calculus

. dec (enc (M, pk(K)), K) = M
e Use equations to model crypto [usual decryption]
enc (enc (M, K1), K2) = enc (enc (M, K2), Kl)
[modular exponentiation]
unblind (sign (blind (M, R), K), R) = sign (M, K)
[blind signatures]

e For each property, decide
— who has to be protected
— who is honest P new by new c;

let bcv = blind(commit(v,c),b) in
out(ch, (sign(bcv, skv)));
in(ch,m2);

if getMess(m2,pka)=bcv then

* Encode honest parties as processes 1ot scy = wblind(nzb) in

out(ch, scv);
in(ch, (1, =scv));

e —

phase 2;
out(ch,(1l,c)).
e Encode security property as — e—
— reachabillity, or -
. . Property type intuition
T Observatlonal eq u |Va|ence Eligibility reach. only eligible voters taken into account
(h arder to CheC k) Fairness reach. | without last phase, no votes published
. . Privacy obs. eq. | “your vote is secret”
c. g 7 prlvacy IS. Receipt-freeness | obs. eq. | same, even if you cooperate with attacker

Sys =~ Sys[A<2B]

S — E—
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Results

Property Fujioka et al.  Okamoto Lee et al.
Vote-privacy v v v
trusted auth: none timeliness administrator
member
Receipt-freeness X v v
trusted auth: n/a timeliness admin. & collector
member
Coercion-resistance X X v
trusted auth: n/a n/a admin. & collector

¢ In 2010, our proofs were by hand + auxiliary lemmas done by ProVerif

* We now have tools for observational equivalence:
AKISS (S. Ciobaca, based on Horn clauses)
APTE (V. Cheval, deciding more cases)
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Other research in security crypto protocols

¢ |ntruder deduction under
equational theories

®* From trace properties to
observational equivalence properties

e Composition results:
are parallel compositions of secure
protocols still secure? INO]

¢ Perhaps our most visible success:
analysis of crypto APls (PKCS#11)

e Computational security

dec (enc (M, pk(K)), K) = M
[usual decryption]

enc (enc (M, K1), K2) = enc (enc (M, K2), Kl)
[modular exponentiation]

unblind (sign (blind (M, R), K), R) = sign (M, K)
[blind signatures]

e —

Pi: A— B: enc(s,pub(B)) P.: A— B: enc(Napub(B))

B—A: N,

1
Question: What about the secrecy of s?

Complete Insecurity [DelauneKremerSteel, CSF’08]

There is no combination of attributes that makes PKCS#11
both secure and usable.

[Steel et al., CCS’'10]:

TOO\\ﬁ

dlglte@

nal 2012 d’aide a la
création d’en tep ses de tech olog es novantes

Cryptosense

Graham Steel, lauréat du
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Outline

1.Verification of cryptographic protocols

2.Focus |: verification of electronic voting protocols

3.Focus ll: computational models of security

4.Scientific project
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Symbolic models vs. reality

e Remember that Needham-Schroeder A = B: {ANaous
B — A: {NaaNb}pub(A)
was broken? - A = B {Nplpuns
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Symbolic models vs. reality

A — B: {A Na}pus
B — A: {Na, Nb pub(A)
A — B: ub(B)

e Remember that Needham-Schroeder
was broken?

e Needham-Schroeder-Lowe is secure

Add B here (Lowe)
... as proved by many systems
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Symbolic models vs. reality

e Remember that Needham-Schroeder
was broken?

e Needham-Schroeder-Lowe is secure
... as proved by many systems

Add B here (Lowe)

e Now implement encryption by the
secure ElGamal encryption scheme

* The implementation is not secure!
... Lowe’s attack applies anew

Intruder /

* Problem: ElGamal is malleable,
..e. satisfies additional equations
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Symbolic models vs. reality

* |In crypto, one prefers computational models over symbolic models

Adversary is now a PP-time Turing machine

e \erification can be done using CryptoVerif, or EasyCrypt

e or we may bring the computational and symbolic models closer:
— add new equations to the symbolic model
— or replace crypto primitives by ones with less equations

* [n any case, require a full abstraction result (a.k.a., computational soundness)
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Soundness results

e Many results, starting from Abadi and Rogaway 2000.
Key point: make crypto assumptions precise
and as weak as possible

Theorem [HCL + Cortier 2008]:
Symbolic observational equivalence of processes implies

computational indistinguishability,
for IND-CPA + IND-CTXT encryption schemes.

e Under fairly general additional assumptions

o Still...
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Beyond standard assumptions for soundness

e No key cycle / existence of a key hierarchy

e Encryption is plaintext-concealing, should it be:
key-concealing?
length-concealing?

e Keys are generated at random (honestly): dishonest keys?

e Static corruption: extendible to adaptive corruption?

e \We have had a few good results,
but the subtle pitfalls of computational security are accumulating
Needed: a completely new approach
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Outline

1.Verification of cryptographic protocols

2.Focus |: verification of electronic voting protocols

3.Focus Il: computational models of security

4.Scientific project
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logic-based
Scientific project .S EC{S |} Ve”“““”Jiﬁﬁﬁiﬁ“p?ié‘;it.es

———

e New, realistic, symbolic models of security
The Comon-Lundh/Bana approach: axiomatize what adversary cannot do
Find minimal security assumptions on primitives

e Equivalence properties and S. Delaune’s VIP program:
models (new privacy properties in routing, in vehicular networks)
algorithms (trace/observational equiv., finer abstractions)
combination (of decision procedures, of intruder theories)
composition (whenis P1 || P2 secure? When is |P secure?)

e New proof techniques:
automated/mechanized formal proofs (e.g., in Coq; circuit security)
probabilistic/non-deterministic systems  (full abstraction results)
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Recommendations from the 2009 evaluation
committee... and what we did about them

e «A améliorer : collaborations industrielles, valorisation des outils logiciels»
— Dassault Sys., Hispano-Suiza, Safran in CPP; EADS IW, Cassidian, Thales
— CryptoSense startup
— not just industry! DGA, ANSSI

e «Recommandations : [...] objectifs ambitieux et pertinents [...] unité de I'axe de
recherche et sa place au LSV moins evidentes qu’il y a quatre ans.»
— SECSI is still applying logic to security: LSV never ceased to be our home

e « [...] intégrer ces approches, a I'occasion d’études de cas plus appliquées.»
— e-voting, secure MANET routing, European e-passport, TPM, crypto APIs...

e « [...] techniques de vérification directement dans le modele calculatoire.»
— the Comon-Lundh/Bana approach,
a novel symbolic framework for computational security
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