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Summary: This modified version corrects a flaws in Hwang and Chen
modified SPLICE/AS. Mutual authentication protocol with public key cryp-
tography with a certification authority signing and distributing public keys.

Protocol specification (in common syntax)

S, C, AS : principal
N1, N2, N3 : nonce
T : timestamp
L : lifetime
pk, sk : principal -> key (keypair)

1. C -> AS : C, S, N1
2. AS -> C : AS, {AS, C, N1, S, pk(S)}sk(AS)
3. C -> S : C, S, {T, L, {C, N2}pk(S)}sk(C)
4. S -> AS : S, C, N3
5. AS -> S : AS, {AS, S, N3, C, pk(C)}sk(AS)
6. S -> C : S, C, {inc(N2)}pk(C)

Remark

This protocol is an optimised version of the following modification of Hwang
and Chen modified SPLICE/AS:

1. C -> AS : C, S, N1
2. AS -> C : AS, {AS, C, N1, S, pk(S)}sk(AS)
3. C -> S : C, S, {C, T, L, {C, N2}pk(S)}sk(C)
4. S -> AS : S, C, N3
5. AS -> S : AS, {AS, S, N3, C, pk(C)}sk(AS)
6. S -> C : S, C, {S, inc(N2)}pk(C)

The

messages 3 and 6 are optimised by suppressing some redundancies: the
redundant C is not included in the signed part of message 3 and S in not
included in the cipher of message 6

Description of the protocol rules

See SPLICE/AS. The difference with Hwang and Chen modified SPLICE/AS
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is in messages Note that the name of the owner of the public key is included
in certificate to overcomes the flaws of SPLICE/AS presented in [HC95] (i.e.
a certificate for the public key pk(S) is here {AS, C, N1, S, pk(S)}sk(AS)
rather than {AS, C, N1, pk(S)}sk(AS) in SPLICE/AS).

Requirements

See SPLICE/AS.
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Claimed attacks

Lowe [Low97] demonstrate a multiplicity attack on this protocol, where I
impersonates C in a new session ii, by replaying message 3 of session i. I
does however not learn N2.
i.1. C -> AS : C, S, N1
i.2. AS -> C : AS, {AS, C, N1, S, pk(S)}sk(AS)
i.3. C -> S : C, S, {T, L, {C, N2}pk(S)}sk(C)
i.4. S -> AS : S, C, N3
i.5. AS -> S : AS, {AS, S, N3, C, pk(C)}sk(AS)
i.6. S -> C : S, C, {inc(N2)}pk(C)
ii.3. I(C) -> S : C, S, {T, L, {C, N2}pk(S)}sk(C)
ii.4. S -> AS : S, C, N’3
ii.5. AS -> S : AS, {AS, S, N’3, C, pk(C)}sk(AS)
ii.6. S -> I(C) : S, C, {inc(N2)}pk(C)

Lowe suggests in [Low97] to add a nonce challenge to prevent this attack.

See also

SPLICE/AS, Hwang and Chen modified SPLICE/AS.
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