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General context

Nowadays, cryptography and security protocols are used everywhere, and public confidence in
credit cards or electronic voting relies on their trustworthiness. As flaws can stay unremarked during
several years, the scientific community has undertaken the automation of their research through formal
methods, or to prove the protocols secure. Two families of models have been introduced : computational
models are based on real properties of cryptographic primitives whereas symbolic models, which T used,
assume perfect cryptography but allow more automation.

In each model, security properties should hold for an arbitrary number of agents involved in an
unbounded number of sessions. This together with the unbounded size of the messages, makes the
verification problem undecidable. Works verification of security properties in the symbolic model search
for decidable classes of protocols and properties, or try to improve automated research of flaws.

Research problem

The goal of my internship was to bound the number of agents implied in an attack. More precisely,
it was to show that there was a small computable number such that for any protocol of some class, if
there exists an attack, then there exists an attack involving less than this number of agents. Such a
bound allows us to forget about universal quantification about the agents, reducing the set of possible
traces of attacks. It helps to focus on other difficulties. This problem had been solved ten years ago
for some properties, like secrecy and authentication, and my work aimed to extend this result to more
recent properties expressed using a notion of equivalence, like strong secrecy and different flavours of
anonymity. Actually, existing work on verification of equivalence-based security protocols does not take
account of an unbounded number of agents. So it seemed natural to ask if and when it was safe to do
S0.



Contribution

To answer this question, I studied related results. One of those stated that nonces can soundly be
abstracted away for the class of simple protocols (see [6]). I showed that it was possible to deduce
a bound on the number of agents for this class of protocols. Then my goal was to extend this class.
This research led me to several negative results : some extensions were impossible, as shown by some
counter examples I built : in some cases, it was impossible to project agents on others. These examples
gave me a better understanding of the previous proof, enabling me to find more suitable hypothesis. It
was then possible to prove an extension where a new form of the unlinkability property can be stated.
To do that, I had to give a new unlinkability property. I proved with ProVerif that this hypothesis was
consistent with the known flaw on French passport.

Arguments

The validity of the result is based on the proofs I wrote. The main difficulty was to find the agents
that we need to preserve, whereas others may be projected on the same one. To do that, each hypothesis
is necessary, not only because our proof does not work without them, but also because removing these
hypothesis allows to build counter-examples. These counter examples are interesting in themselves,
because they give impossibility results for several extensions.

Moreover, these hypothesis are sufficient to encompass most of real protocols. For these protocols,
the bound is often the lowest possible, that is three for each kind of agents (honest or dishonest), which
is a small number.

Summary and future work

My approach for the names of agents was inspired by a nonce abstraction soundness result for the
class of simple protocols. The result I have shown is more general in the sense that it is true for a more
general class of protocols, and more precise because it includes completeness. But my theorem holds
for names of agents only. So it seems natural to unify these results through a more general theorem.
It seems that the soundness part could also be true for other kinds of data, like public constants. As
the completeness statement is false for nonces, a natural question is to understand when it is true.
Moreover, some real protocols containing else branches are not in our class, but it is not sure that
the result could not be true for those protocols. An important related open problem is to bound the
number of sessions, but it is a lot more difficult and cannot be handled the same way.



1 Introduction

Security protocols are distributed programms designed to ensure security properties using crypto-
graphic primitives. Some of these protocols have been found to be flawed years after their deployment,
even for simple kinds of attacks. This has led to the need to automatically verify protocols using formal
methods. Symbolic models have been proposed, e.g. by Dolev and Yao, where cryptography is seen
as black box. Some tools, e.g. ProVerif [4], have been developped to check properties in such models.
However, as the problem of verification of security properties has been shown to be undecidable for an
unbounded number of sessions, e.g. in [11] and [12], they either rely on non-complete approaches or
bound arbitrarly the number of sessions.

A typical formal model is the applied pi-calculus [1]. This process algebra uses terms that are used
to represent cryptographic operations (e.g. symmetric and asymmetric encryption and decryption,
signature). The security properties are either expressed as trace properties, that is properties that
should hold for any execution (such as secrecy or authentication), or as equivalence properties, when
two protocols should be indistinguishable. This second kind of properties may be used to ask typically
that some protocol is as sure as an idealized version, or that it is impossible to distinguish when a
protocol is used by Alice or by Bob. These equivalence properties allow to state e.g. stronger notions
of secrecy, anonymity in private authentication or in electronic voting.

When it is claimed that some protocol ensures some security property, this property should hold
for an unbounded number of agents involved in an unbounded number of sessions. It has been shown
that for trace properties and for some class of protocols, it is sufficient to study the protocol with a
bounded number of agents (see [9]). For trace properties, the bound on the necessary number to verify
secrecy is two (one honest and one dishonest agent) because what is done by an honest agent can
be played by another. The goal of the internship was to bound the number of agents for equivalence
properties. More precisely, it was to find a class of protocols such that between any protocols of this
class, the equivalence holds with any number of agents iff it holds with a bounded number of agents,
where the bound is computable from the protocol.

However, for equivalence properties, we cannot hope to get two agents as a bound, because
disequivalence between protocols may come from a disequality. For example, the two terms
adec(aenc(m, pk(ag1)),sk(agz)) and m are distinguable iff ag; # age, where adec and aenc represent
asymmetric decryption and encryption respectively, ag; and ags two names of agent, and (pk(z), sk(z))
the pair of the public key and the private key of agent x. My main contribution is to show that to
prove equivalence between protocols of some class, six agents are sufficient.

Contribution. The first step was to model sessions between an arbitrary number of agents. For
this, T introduce a special frame (sequence of messages) of arbitrary size, that instanciate participant’s
names. Then I show that (for some class of protocols), there exists an attack against equivalence with
some number of agents iff there exists an attack with some bounded and calculable number of agents.
The proof is inspired from [6], where it is shown that it is possible to abstract away nonces. This allows
to forget about the universal quantification on agents, even for an unbounded number of sessions
and an unbounded number of nonces. Most cryptographic primitives are handled, included symmetric
and asymmetric encryption, signature, hash functions, MACs, provided that they can be expressed as
reduction rule of a destructor on constructor terms. The bound on the number of agents depends on
these primitives, the relevant parameter being the size of the maximal set of unifiable-together rules.
For standard primitives, this parameter is one, giving a minimal number of agents of 6 (3 honest and
3 dishonest). But this number can be computed on any equational theory where rules are destructor
on constructor terms.



The considered class of protocols is a class of action-deterministic protocols, that is protocols where
two indistinguishable actions cannot be reachable at the same time. They have first been defined in [3],
and they contain simple protocols, where each message is identified by a public session identifier. In
our model, we allow simple else branches containing only an output of a public error. This is sufficient
to model several practical examples such as the biometric passport. Moreover, "if" tests can be done
on disjonctions of conjonctions of equalities. It is quite rare that results on equivalence properties hold
for a class of protocols with else branches or disjunctive conditions. These tests are encoded in the
theory : we have some eq,, destructors that test if some equality among n is true and reduce in this
case. Using these destructor increases the bound on the number of agents.

Finally, I consider possible extensions of the result, and I provide several counter-examples. When
general else branches are allowed, it is not possible to get such a result, because tests of difference
can increase arbitrarly the bound. With pure equational theories, it is possible to build terms that are
different iff the agents of a list of arbitrary size are pairwise distinct. When no notion of determinism
is used, it is possible to build protocols where a frame can have several executions that are different
iff an arbitrary number of agents is involved.

2 Model

Protocols are modelled as processes inspired from the applied pi-calculus [1]. They manipulate
terms that represent messages.

2.1 Term algebra

We assume three infinite sets A, X', W. The set A is the set of names. Its elements represent e.g.
nonces, keys and agents. We denote N = N @A where A is the set of the names of agents, and is also
split in two parts : A = A7 W AP the set of the names of dishonest and honest agents. We assume that
A = {ag agt, ...} and AP = {agP,ag?,...}. Sometimes, it will be useful to consider only a finite
number of agent names. For any integer k, we denote A7 = {agf,... agl}, AP = {agP,... agP}
and Ap = Al W AP,

X is a set of variables, that refer to data that are learnt by the participants during the execution
of the process or that allow the attacker to instanciate the processes (e.g. with identities of agents).
The set W is a set of variables, disjoint from X', that are used to represent attacker’s knowledge.

Moreover, we assume a signature X, that is a set of function symbols together with their arity.
The elements of ¥ are split between the set of constructor symbols X, and destructor symbols X4 :
¥ = 3. X4 The set of terms built on data from the set A (e.g. A=NUX, A=N or A=W) from
symbols in ¥ is denoted by T (X, A).

The set T (S, X UN) of terms built on names and variables in X is the set of constructor terms.
The terms of T (E,./\7 ) are called ground. We consider some special subset My, of ground constructor
terms, that is My C T (2., N). Moreover, we assume that My and T(X.,N)\Myx are stable by
renaming of names and constants. My is called the set of messages.

Example 1 : We want to modelize symmetric cryptography as a black box. So we will consider two
symbols, enc and dec, where enc represents encryption and dec represents decryption. The symbol
shk /1 will be used to represent a key shared with a server.

So we consider the signature ¥ = {enc/2;dec/2;shk/1;0k/0} with constructors
Y. = {enc /2;shk /1;0k/0} and X4 = {dec /2}. Assume that K., € N, a,b € A C N. We have that



dec(enc(a, shk(b)), shk(b)) € T(X,N), but it is not a constructor term. The term enc(<< b, Kgp >
yenc(< Kgp,a >,shk(b)) >,shk(a)) is a constructor term.

We make also a distinction between public and private symbols : ¥ = X5 W Xp,4,. The public
symbols are those that are available to the attacker. The private symbols are symbols that are not public
and thus not available to the attacker. A term can be built by the attacker by a recipe R € T (Xpu, W)
where the elements of W refer to messages the attacker knows. As names are initially unknown from
the attacker (recall that they refer to nonces and keys), recipes only refer to W and not to N.

Example 2 : We want to modelize the fact that the attacker cannot know the keys of the agents. So,
we modelize the key as a private symbol. Consider the signature ¥ = {enc /2; dec /2;shk /1; 0k/0} with
public symbols X,,, = {enc /2;dec /2;0k/0} and X,,;, = {shk /1}. Let wq,wy € W. R = dec(w1, w2)
is a recipe because dec is a public symbol, but shk(w,) is not because shk is private. An attacker may
decrypt a message refered by w; with a key refered by ws, but he cannot deduce the key of an agent
refered by w;.

3o is the set of elements of arity zero, that we call constants. We denote Eg“b = Yo N Xpup the
set of public constants. In this set, there is some special subset X§™" C Eg"b of errors. If 3 is some
subset of ¥, we denote X~ = 2\28” the set of non-error symbols of . For example, Y, is the set of
non-error constants and X~ the set of non-error symbols. We assume that the set of non-error public
constants, that is (ZSUb)_, is infinite. It allows the attacker to use as much constants he wants.

Ezample 3 : Consider the signature ¥ = {enc /2;dec /2;shk /1; MacError/0}U{ao/0;a1/0;a2/0;...}
with errors 3§ = {MacError/0}.
We have Xy = {MacError/0;a0/0;a1/0;...} and X7 = {ag/0;a1/0;...}.

When o is a substitution, we denote by dom(c) its domain. Moreover, let u be a term. uo is the
application of o on u. We denote by vars(u) the set of variables that occur in u. If u is ground,
vars(u) = () and uo = w for any substitution o. We say that the terms w and v are unifiable when
there is a substitution such that uo = vo.

Example 4 : Consider the signature :
¥ = {enc /2; dec /2;shk /1} U (25"")~
We define u = enc(<< b,yap >, yps >,shk(a)) and a substitution :
0 = {Yab > Kab; Yps > enc(< Kyp, a >, shk(b))}
We have uo = enc(<< b, Kyp >, enc(< Kap,a >, shk(b)) >,shk(a)).

The positions of a term ¢ are defined as usual. Moreover, we also define t|, as the subterm of ¢ at
position p and t[t'], as the term ¢ where the subterm at position p has been replaced by ¢'.

Ezample 5 : If ¥ = {enc /2;dec /2;m/0} and u = enc(<< b, yap >, yps >,shk(a)), then ul1.1.2 = yap
and u[Kgpl1.1.2 = enc(<< b, Kqp >, yps >,shk(a)).

To represent cryptographic operations, we use rewriting rules. A rewriting rule is a rule
g(t1,...,tn) — t where g € ¥4 and tq,...,t,,t € T(X,,X). We say that u rewrites into v if there
is a position p € pos(u), a rule g(t1,...,t,) — t and a substitution 6 such that u|, = g(t1,...,¢,)0
and v = u[td], with t10,...,t,0 € Mx. In particular, note that rewriting rules can only apply when
subterms corresponding to t1,...,t, are constructor terms (eventually with errors).



Ezample 6 : We take ¥, = {enc/2} U ($82*")~, ¥, = {dec/2} together with the rewriting rule
dec(enc(z,y),y) — =z. Let ko and k; € N. Then dec(enc(m,kp), ko) rewrites into m but
dec(enc(m, dec(m, m)),dec(m,m)) doesn’t rewrite into m because dec(m,m) does not rewrites into
a constructor term.

We only consider sets of rewriting rules that yield convergent rewriting systems (see [10]), and we
denote by w] the normal form of a given term w.

2.2 Process algebra

Definition 1 (Process) : Let Ch be an infinite set of channels. The processes we consider are built
using the following grammar :

P,Q=0|15P | (P|Q) | in(c,u).P | out(c,u).P

| newn.P | lety =vin Pelse E | phaset.P

where t is an integer, u is a constructor term (u € T (S, N UX)), v is a term (v € T(S,N U X)),
n € N is a name, c,c are channels of Ch and the process E is either 0 or out(c,e), with e an error
(e € ZE).

We can define some subclass of restricted processes where errors only occur in else branches, and
agent’s name do not occur. They are built on the following grammar :

P,.Q=0]|!1SP | (P|Q)| in(c,u).P | out(c,u).P

| newn.P | lety =vin Pelse E | phaset.P

where t is an integer, u is a non-error constructor term without agent’s name (u € T(X;,NUX)), v
is a non-error term without agent’s name (v € T(X7, N UX)), n € N is a name, ¢,c’ are channels
of Ch and the process E is either 0 or out(c, e), with e an error (e € 3§ ).

Note that the absence of the if construction is not a real limitation as if y = 3’ then Pelse E
can be encoded as letx = eq(y,y’) in Pelse E where eq /2 is a destructor, ok /0 is a constructor and
eq(z, z) — ok is the only rule containing eq. So removing the if is without loss of generality.

Let describe informally the roles of the elements. The process 0 symbolizes the process doing
nothing. Usually, we denote P instead of P.0. The process IS, P executes an arbitrary number of sessions
of P (like !P in pi-calculus) but the replication rule is a visible one and creates a new channel ¢’ and
declares it on the previous channel ¢. Such a notation has been introduced first in [3]. All channels
are public, and we use channel generation to allow the attacker to know which session of the processes
he is executing. The process (P|Q) is used to represent the process executing P and @ in parallel.
new n.P renames n in P to model new elements unknown by the attacker (e.g. fresh keys, fresh nonces
and new agents names). in(c,u).P is a process expecting a message m unifiable with « on channel ¢
and instantiating u by m in P. out(c,u).P is a process outputing u on channel ¢ and then executing
P. The process let x = vin Pelse E is a process trying to reduce v into a message. If it succeeds, then
x is instantiated by v] in P and P is executed. If it fails, ' is executed. phaset.P is a process that can
only be executed later, when the phase becomes equal to t. When the phase advances, the processes
in previous phase can’t be executed anymore. The channels of C'h are either used in the specification
or used to instantiate the channels during the execution. So we denote C'hy an infinite set of channels



that may be used in specifications of protocols and Chf"*" an infinite set of channels that can only
be used to instantiate channels during the execution. We have Ch = Chy & Chfesh.

We say that a variable x € X is free if it is not in the scope of any "let" or "in" instruction. A
process is ground if it has no free variable. A name n € N is a free name if it is not in the scope of
any new instruction. A channel ¢ € Ch is free if it is not in the scope of any replication (that is, no
!g’ occurs for any ¢, but it is possible that some !¢, occurs). Note that a ground process may have free

names and free channels. We may note P(x) a process where z is a free variable and P(a) = P(x)o
where o = {x >a} and a is a constant.

Definition 2 : A (restricted) protocol P is a ground (restricted) process that only uses channels of
Chy.

Ezample 7 : The Denning Sacco protocol [8] is a key distribution protocol. It can be described infor-
mally as follows :

1. A->S:AB
2. 85— A: {B7Kab, {Kab7A}Kbs}Kas
3. A— B: {Kava}Kbs

where S is a trusted server, K, and K4 are two keys shared by A and B respectively with the server :
they will be modelized by shk(a) and shk(b). K, a key created by the server and {m}, represents the
message m encrypted by the key k.

More formally, consider the signature :

% = {enc /2;dec /2; <, > /2;shk /1; proj; /1; proj, /1} U (Z8%)~

with all symbols public, destructor symbols dec, proj, (i = 1,2), and rewriting rules dec(enc(z,y),y) —
z and proj;(< z1,x2 >) = z; (1 =1,2).
Consider two agents names a, b (for example a = agf’ and b = agl’) and define

Py(a,b) = out(cy, < a,b>).in(cy, enc(<< b, yap >, Yos >,shk(a)). out(cy, yps)

with ¢y € Cho, Yab, Yps € X. P4 is a protocol, but it is not a restricted protocol because agent’s names
are used.
We can also define :
Pg(a,b) = in(cg, enc(< zqp, a >, shk(b)))

where cg € Chg, 2 € X and :
Ps(a,b) = in(c, < a,b >).new Kgp. out(cy, enc(<< b, Ko >, enc(< Kap,a >,shk(b)) >,shk(a)))

where cg € Chg and K, is a name.
The process Pps = Pa(a,b)|Pg(a,b)|Ps(a,b) is a protocol, but not a restricted one.

2.3 Semantics

As we want to define a semantics for the phase, we say that ¢ : P is a phased process if t is a natural
integer and P a process. It is ground if P is ground.

Before defining operationnal semantics, we need to define the configurations, because the semantics
is a relation between configurations. A configuration is a triple (P, ¢,t) where :



— P is a finite multiset of ground phased processes. The phase of the processes represent the phase
in which they may be used.
— ¢ is a substitution {wy >mq,...,w, >m,} where each w; is a variable of W and each m; is a
message. We say that ¢ is a frame. The messages m; represent the knowledge of the attacker.
— t is a natural integer. It is used to represent the current phase. We denote phase(C) = t.
Sometimes, I write P instead of {0 : P} or instead of (0 : P,,0). I also write ¢ : P instead of {¢ : P}.
Moreover, we can see substitutions, and in particular frames, as sets of rules w > ¢. In particular, it is
possible to write ¢1 N @2 the frame such that dom (¢ N @P2) = {w € dom(p1) N dom(p2)|wer = whs}
and Yw € dom(d1 N ¢2), w(d1 N o) = wdy = wes.
We say that a configuration is a restricted configuration if its phased processes are restricted
processes and if its frame only refers to terms without errors.
The semantics is given by the following rules :

[Null] (t:{0}UP,¢,t) — (P, 1)

[Sess] (16 PUP, ¢, 1) 2P (o prehi s 3y Ut 1 PUP, 1)
with ch; a new fresh name : ch; € Ch/me".

[Par] (t: (P|Q)UP,¢,t) — (t: PUt: QUP,¢,t)

[New] (t: newn.PUP,¢,t) — (t: P{" /o, } UP,o,t)

with n’ a new fresh name in N.

[Input] (¢ : in(c,u). P UP, 6,t) " (¢t Po UP, ¢, 1)

where R is a recipe and when R¢)| is a message unifiable with v with most general unifier o.

[Const] (t: out(c,a).PUP,¢,t) o) (t: PUP,¢,t) with a € 257

out(c,w)
BN (

[Out] (¢ : out(c,u).PUP,¢,t) t: PUP,pU{w >ul,t)

when u € Mx\X2*? where w is a new variable of W.
[Pass] (t:letz =vin Pelse EUP,¢,t) — (t: P{"V/,} UP,¢,t) when vjc Ms.
[Fail] (t:letx =vinPelse EUP,¢,t) — (t : EUP,$,t) when v)¢ Ms.
[Plan] (t : phaset’. PUP,¢,t) — (t' : PUP,,t) where ' is an integer.
(
(

[Phase] (P, ¢,t) —— phasety (P, ¢,t') with t' > .
[Clean) (t: PUP,¢,t') — (P, ¢,t') when t' > t.

The rules correspond to the intuitive meaning of the syntax given above. The rule [Null] is the
elimination of the null process. The rule [Sess| allows the attacker to replicate a process that operates
on a new fresh channel. The rule [Par] allows the attacker to use both P and @ when (P|Q) is available.
The rule [Input] allows the attacker to input a message in a process expecting it. The rule [Const| allows
the attacker to get the public constant a to be outputed. The rule [Out] allows the attacker to get a
message from a protocol : this message is added in the attacker’s knowledge. The rule [Pass| allows to
pass into P when v reduces into a message (and instantiate 2 with v in P). The rule [Fail] allows to
pass into the error branch F when v doesn’t reduces into a message. The rule [Plan| gives the process



the phase in which it can continue to be executed. The rule [Phase| allows to increase the phase. The
rule [Clean| allows to eliminate all processes that stay in former phases (as phase can only increase,
they can’t be executed anymore). We assume that changing the phase is observable, so the observable
actions are in, out, sess, phase.

The relation — between configurations defined by the rules above can be extended into its transi-

tive closure 2% TIf tr is o where all the 7-actions have been removed, then we write C =L ¢’ when

C %5 ¢’ (and C,C” are configurations). The set trace(C) = {(tr, ¢)|C = (P, ¢,t) for some multiset
P and some integer ¢} is the set of traces of the configuration C. We define the bounded variables of a
trace tr as the variables that occur in the (non-error) outputs of tr, and we denote them bv(tr) C W.

If (P, $,t) == (P, ¢ U, t') it is obvious that dom(v)) = bu(tr).
Ezxample 8 : Take the process Ppg of example 7. Define :
tr = out(cy, w).in(cy, w). out(cy, ws). in(cy, wa). out(cy, ws). in(cz, ws)

tr is the trace of an honest execution of (0 : Ppg,,0), that is an execution where the messages have
been transmitted according to the specification. A resulting frame could be :

do = {w1 > < agll agll >;wy > enc(<< agll |k > enc(< k,ag >, Kbs) >, Kas);
w3 > enc(< k,agl’ >, Kbs)}

where k is a name (k € N'). And so a possible execution of this trace is :

(0: Pps,0,0) == (0, ¢o,0)

2.4 Trace equivalence

Trace equivalence is a way to state indistinguishability from the point of view of the attacker. It
is very useful to formalize privacy properties. Before defining the trace equivalence, we need to define
static equivalence, that is indistinguishability between frames from the point of view of the attacker.

Definition 3 : Let ¢ and vy be two frames. We say that ¢ is statically included into ¥, and we denote
¢ C U, if the three following properties are true :

— dom/(¢) C dom(v))

— For all recipe R € T (Zpup, W), if Rple My, then Riple Ms.

— For all recipes Ri, Ry € T(Zpup, W), such that Ri¢l and Ra¢l are messages, we have that

(R1 = Rg)(b implies (Rl = R2>¢

We say that ¢ and v are in static equivalence, and we denote ¢ ~ 1, if ¢ C ¥ and iy C ¢. Sometimes,
we will also denote Cp ~ Cq or Cp o Cq when the frames of configurations Cp and Cg are not in
static equivalence.

Ezxample 9 : Assume that mg and m; are public constants. We define :
¢ = {wyq > enc(mo, k) ; ws > enc(mg, k)}

= {wy > enc(my,n); ws> enc(mg,n’)}

We have ¢ ¢ 1) because wypl= wsd] but warh]# wshl.



We can now define the notion of trace equivalence. Two protocols stay in trace equivalence if
they stay equivalent whatever trace is executed. That is, after every execution, it is impossible for
the attacker to distinguish between the two frames that may have resulted from the execution of the
process.

Definition 4 : Let C and C' be two configurations. We have that C' is trace-included in C’, and we
denote C T (', if for every (tr, ¢) € trace(C), there exists ¢’ such that (tr,d’) € trace(C’) and ¢ ~ ¢'.
We say that C' and C' are in trace equivalence, and we denote C ~ C' if C E C' and C E C'.

We say that tr is a trace of non-inclusion C' [Z C’ if there exists ¢ such that (tr,d) € trace(C) but
there exists no ¢’ such that (tr,¢’) € trace(C’) and ¢ ~ ¢'. We say that tr is a trace of non-equivalence
C % C' if it is a trace of non-inclusion C IZ C' or C' £ C.

Note that as I write sometimes P for ({0 : P},0,0), I may write P ~ @ instead of ({0: P},0,0) =

({0: @},0,0).

Note that if phase(C') # phase(C’), then C % C’. Indeed, assume wlog that ¢ = phase(C) <
phase(C”). Then phase(t + 1) is a trace of C' but is not a trace of C’. So we have that C' =~ C’ iff
C =~ (' and phase(C') = phase(C").

Ezample 10 : Consider the protocols P4 and Ps of Example 7. We define P and Q’ as :
Pi(a,b) = 'Zi Pg(a,b).out(cy, {mo}..,)
Q's(a,b) = 127 Pp(a, b). new k.out(cg, {m1}x)

where mg, m; are public constants. The property we have encoded here is a strong secrecy variant
introduced in [7]. Then define :

We consider the trace :

tr = out(cy, w1). in(c, w1). out(cly, wa). in(c'y, wa). out(cy, ws).

sess(cp, chy).in(chy, ws). out(chy, wy). sess(cp, chs).in(cha, w3). out(chs, ws)

tr is a trace of both Cp = (0 : P,0,0) and Cg = (0 : @Q,0,0). We have that (tr, o U ¢) € trace(Cp)
and (tr, ¢ U) € trace(Cq) where ¢y has been defined in Example 8 and ¢ and ¢ have been defined
in Example 9. We have that ¢g U ¢ £ ¢o U and P and @ are not in trace equivalence.

The trace tr is the trace of a real attack : once the attacker has observed an honest execution,
he can send once more the last message to the attacker and get him to reuse the same key. Real
implementations of Denning Sacco protocols add time stamps to avoid this attack.

3 Contribution

The goal is to bound the number of agents involved in protocols P and @ to study their equivalence.
Before doing that, we need to define a model for the protocol P using ny honest agents and np
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dishonest ones : so, we will add the names of the agents, and some related informations (e.g. their
public or leaked keys) to the attacker’s knowledge, that is in initial frames ¢ where ngy,np < k.
Then, we will have to prove that there exists ko such that for any & > 0, (P, ¢x,0) ~ (Q, ¢x,0) iff
(P, b1y, 0) = (Q, bry,0) which will then allow to verify only equivalences with a bounded number of
agents. Finally I consider some extensions and I explain why they are not possible (see section 6.1).

To write the initial knowledge of the attacker, we assume that there are private symbols ag /1,
hon /1, dis /1, that are used to state an information on the agents. ag(z) symbolises the fact that x is
the name of an agent. hon is used to represent honest agents, and dis is used to represent dishonest
agents. We sometimes have to require for a process to be executed with an honest agent only because
attack can only be done against honest session. We also need the predicate dis to give the attacker
the informations he needs about dishonest agents, like their shared keys. To do that, we will add a
dishonest key distribution protocol.

We assume also that there is a public pair function symbol <, > /2, two public destructor symbols
proj; and proj,, and a rewriting rule proj,(< z1,x2 >) — ax; for each i. To simplify, we will use a
public tuple constructor symbol <, ..., > together with associated projection, but note that it can be
encoded with the pair and the two projection symbols above. So, let nyg,np be two natural integers.
We define :

ox = {wi{'> < agy, aglagy), hon(agy) >; .. .;
wfb < ag};h ag(ag’ﬁI)7hon(ag’f{) >;
w?b < ag,lj, ag(ag}j), dis(ag,lj) >

wpe < aghy, ag(agh), dis(agh) >}

Note that if we want to add some constant agent (e.g. a server s) we can for exemple add a :
wgh < s, ag(s), hon(s) >

to the attacker’s knowledge.

For these frames to be useful, we need that the names in the specification of a protocol do not
refer to the names of agents : protocols are instanciated later, by the attacker, through a prefix in
the protocols. Indeed, for a protocol between two agents, we need to add a in(c, < ag(z),ag(y) >) at
the beginning. The attacker can make an input in(c, < ag(agl),ag(ag?) >) and the process is then
instanciated as the protocol between agi; and ag?. Consider our running example :

Ezample 11 : If we want to use an unbounded number of agents (and of sessions), we have to extend
our signature :

% = {ag /1;hon /1;dis /1;shk /1;enc /2; dec /2; MacError/0; <,> /2;proj, /1; proj, /1} U (Z8*)~

where ag, hon,dis and shk are private constructor terms (other symbols and the rules are as in
Example 7).
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We redefine our processes :

P :!22 in(dy, < ag(x1),ag(xe) >).Pa(z1, 22)

H
Pg :!Zi in(c’z, < hon(y1 ), hon(yz) >).Pg(y1, y2). phase 1. out(c’z, {mo}-,,)

H
B

QY :!E% in(cg, < hon(y1), hon(yz) >).Pg(y1,y2). phase 1. new k. out(c’z, {m1 }x)

D
PE =127 in(cp, < ag(y}), ag(y3) >)-Pp(y1,42)

P} :!Zi in(c, < ag(21),ag(z2) >).Ps(21, 22)

Then we define Py = P,|PH|PE|P, and Qo = Pa|QE|PE|PL. Py and Qo are both restricted
protocols (there is no name of agent in their terms). So it is up to the attacker to instanciate the
protocols by the agents names.

Note that the attacker should be able to get the keys of the dishonest agents. So either we add
these keys in the initial frame ¢, or we add a protocol that reveal these keys. In this example, we
need the following dishonest key revealation protocol :

K =

ter in(c, dis()). out(c, shk(z))

Note that the secret keys of the dishonest agents (for asymmetric encryption) can also be handled
this way. Finally, the protocols are P = Py|K and Q = Qo|K.

We will prove our result in several parts. First of all, we will prove that when protocols are equiva-
lents with a lot of agents, they are still equivalent with a smaller number of agents (lemma 1). Then, we
will prove that there is some class of protocols and some integer ko such that (P, ¢x,,0) = (Q, ¢k, ,0)
implies Vk > ko, (P, ¢x,0) =~ (Q, ¢r,0). This will allow us to prove that Vk, (P, ¢x,0) =~ (Q, ¢r,0) iff
(P» ¢k070) ~ (Q,¢k0,0)-

4 Action-determinism
In this section, we present our main hypothesis, called action-determinism, and two consequences

of it.
We say that a protocol is simple if it is written in the following form :

‘Cm

/ /
P = '(C;iBl ‘ | 'CmBm ‘ Bm+1 | Bm+p
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where each B; is a basic processes built on channel ¢;, that is processes written under the following
form :
B; =01 in(¢;,u).P | out(e;,u).P | newn.P | leby =vin Pelse E | phaset.P

Note that the protocols written in our examples were all simple protocols.
The main hypothesis for our result is that each action of a given trace can only be used on one
process. More formally :

Definition 5 : Let C be a configuration. We say that C is action-deterministic if ¥Vtr, P, ¢,t such
that P == (P,o,t),Vt : Pyt : Q € P, if P=«a.P' and Q = B.Q" then o and 8 are either not of the
same nature (in,out or!% ) or don’t occur on the same channel. By extension, we say that a protocol
P is action-deterministic if (0: P, ¢,t) is action-deterministic for any ¢,t.

Note that when C =% ¢’ with C action-deterministic, then C” is action-deterministic. Moreover, if
P is a simple protocol, then it is obvious that P is action-deterministic (at any time, only one action is
reachable on a given channel because basic processes are sequences of actions, and each basic process
works on its own channel).

Most real protocols are action-deterministic because the attacker may often identify processes
and session through session identifiers or IP adresses. Moreover, specifying a protocol as an action-
deterministic process gives more power to the attacker and can be seen as good practice.

For action-deterministic restricted protocols, we can assume that at any point, there are no error
outside else branches, and that in a trace of non-equivalence, the only occurence of an output of error
is in the last action.

Property 1 : Let Cp and Cg be two action-deterministic restricted configurations. If Cp % Cgq, then
there exists a trace of mon-equivalence tr such that there is no error in input or output in tr, except
perhaps in one out(c, e) at the end (that is, if there is an error e occuring in tr, then tr = tr’ . out(c, e)
for some channel ¢ where there is no error in tr’).

Sketch of proof. Any error constant injected in input may be replaced by a non-error public constant
in input without modification of the execution, because restricted protocols do not have errors outside
their else branches. So as errors can only appear in the protocol through inputs, we may assume that
at any step of the execution, there is no error outside else branches. So any out(c,e) occuring in a
trace of non-equivalence may be assumed to refer to an output in an elsse branch reached by the [Fail]
rule. But our small else branches do not help to reach other processes, so they may all be executed at
the end. As our protocols are ation-deterministic, there is only one such reachable out(c, ) at the end,
which allows us to conclude.

Moreover, in action-deterministic processes, there is only one way to execute each trace : that is,
once the trace tr is fixed, there is a unique frame reachable through tr. More formally :

Property 2 : Let P be an action-deterministic protocol. Let tr be a trace, let (P1, ¢1,t1) and (Pa, ¢o, ta)
such that P =" (Py,$1,t) and P =" (Pa, ¢o,1').
Then ¢1 = ¢o (up to alpha-renaming).

Sketch of proof. We first show that silent actions can be executed asap without modifying the
resulting frame. This gives us a unique way to execute a fixed trace tr and thus the result.
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5 Unbounded number of agents

5.1 First steps

The easy part of the theorem is to prove that when protocols are equivalent with th respect to
executions that may involve up to k agents,then they are equivalent with respect to executions that
involve fewer agents. More formally, we have the following lemma :

Lemma 1 : Let P and Q be two restricted protocols. Let k < k' be two integers. If (P, ¢x,0) ~
(Q7¢k/70) then (P7 (bk)O) ~ (Qa¢k70)'

For any pair of integers k > kg, we will consider some special set of renamings }",’:O ={p| dom(p) C
A, Al p € AL, AP p © AD Y. Intuitively, Fj7 is a set of renaming that rename only the k first agents,
and that send them on the kg first.

Now, after lemma 1, we only have to prove that there is a ko such that (P, ¢x,,0) = (Q, ¢k,,0)
implies Vk > ko, (P, ¢x,0) =~ (Q, ¢, 0). To do that, we consider the following properties :

1. (P7 ¢k0a0) ~ (Qa(bkmo)
2. Vk 2 k07Vp € flljo’ (Pv ¢kp7 0) ~ (Qa¢kp70)
3. Vk Z kOa (Pa ¢k70) ~ (Q7¢k70)

To prove our theorem, it is sufficient to prove that (1) = (3). The second one will be an intermediate
step that allows us to handle frame and trace of non-equivalence separately : the modification of the
trace is done by (1) = (2) and the modification of the frame is done by (2) = (3). Note that we will
actually get the equivalence between the three properties as (3) = (1) is obvious.

Now, we consider the implication (1) = (2), which is given by the following lemma :

Lemma 2 : Let k > ko be integers. Let p € ]-",’jo. If (P, é1,y,0) = (Q,¢r,,0) then (P, drp,0) ~
(Q, xp,0).

Sketch of proof : By definition of .7-",’50, orp is a frame where at most kg different names of honest
agents and kg different names of dishonest agents appear. So we can assume that the names of agents
occuring in ¢ p are those of ¢y, : the attacker’s knowledge resulting from the frames is actually the
same. So the reachable configurations are the same with almost the same trace (it is sufficient to
change variables w € dom(¢y) into variables w’ € dom(¢y,) such that werpl= w'¢r,l). As traces of
non-equivalence with ¢p may be transformed into traces of non-equivalence with ¢y, the result is
true.

5.2 Bound

The bound ky depends on the equational theory through a number that indicates how many names
have to be blocked to avoid a term to reduce. More formally, let p be a renaming and n a name. We say
that p is n-adequat if np =n and Vn' # n,n’p # n. If N is a set of names, we say that p is N-adequat
if it is n-adequat for any n € N. We say that a theory is b-blockable if it is possible to block any
reduction with b names. Formally :

Definition 6 : Let (3, R) be a theory. Let Ms C T(3.,N) be a notion of messages. We say that
(,R) is b—blockable w.r.t. My, if for any t € T(S,N)\Mx, in normal form, there exists a set of
names N C N of size at most b such that for any N -adequat renaming p, tpl¢ Mx. We say that b the
blocking number of (X, R) w.r.t. Msx; if it is the smallest number such that the theory is b-blockable.
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Any theory with a finite set of rewriting rules is b-blockable for some b and a bound on the blocking
number can be computed :

Property 3 : Let (X, R) be a theory with R finite. Let My, € T (3., N) be a notion of messages. Let
b be the mazimal number of rules that use the same destructor. Then (X, R) is b-blockable w.r.t. M.

This property implies that the theory of our running example is 1-blockable. Actually, it is quite
rare that some destructor may be reduced by several rules, and 1-blockable theories are sufficient
to modelize standard cryptographic primitives like symmetric and asymmetric encryption, signature,
pair, and hash.

Ezample 12 : Let . = {<,> /2,0k/0}, and ¥4 = {eqs /6}. Let R be the following set of rewriting
rules :

R = {e(l3(337337y1ay27y37y4) — Oka eqS(yhvaxaxay?ny‘l) - Ok? eQS(y15y27y3’y47x7x) — Ok}

The theory (X, R) is convergent and its blocking number is 3 after property 3 because the 3 rules
have the same destructor at top level position. E.g. the term eq(n1,n, na, nh, ns, n%)p does not reduce
for any N-adequat renaming p with N = {ny,ns,n3}, but it is not possible to choose such a set N of
size 2.

This example can be generalized with a symbol eg,, /2n, but the critical number will increase to n.

5.3 Main result

The lemma 3 is the most difficult part of the theorem. It allows us to prove (2) = (3), and to get
our main theorem :

Lemma 3 : Let (X,R) be any finite convergent theory and Msx be a notion of messages such that
(X,R) is b blockable w.r.t. My, and denote ko = 2b+ 1. Let k > ko be an integer. Let P and Q be
two action-deterministic restricted protocols. Then :

[Vp € F (P, ¢rp,0) ~ (Q, ¢rp, 0)] = (P, ¢x, 0) = (Q, b, 0)

Sketch of proof. We consider a trace of non-equivalence tr and we assume it is a trace of non-
inclusion P IZ ). Thanks to property 1, we assume that no error occurs in tr except perhaps in the
last action. Then tr passes in P so it still passes in P after any renaming (because renaming preserves
equality and so succeeding tests) except if the last action is an output of error : in this case, we need
to preserve at most b names to make the final test fail. Regarding the @) side, we have to preserve a
failing let (that is the fact that a [Fail] rule is used instead of a [Pass| one), or a non-reducing term,
or a disequality. Each of them can be preserved by keeping at most b names. So we have at most 2b
names (of honest and of dishonest agents) to preserve, and we need 2 : one to project all honest agents,
and one to project all dishonest agents. It implies that we need at most 2b + 1 names of each kind
(honest or dishonest) of agents.

Now, we are ready to prove our main theorem :

Theorem 1 : So let (X,R) be a b-blockable convergent theory w.r.t. the notion of messages Ms.
Denote kg = 2b+ 1. Let k > kg be an integer. Let P and @ be two action-deterministic restricted

protocols. Then Vk € N, (P, ¢, 0) = (Q, ¢, 0) iff (P, ¢r,,0) = (Q, ¢k, , 0).
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Proof : Thanks to lemma 1, it is sufficient to prove (P, ¢x,,0) ~ (Q, ¢x,,0) = Vk > ko, (P, ¢1,0) ~
(Q, o1, 0).

But lemma 2 gives us that (P, ¢x,,0) =~ (Q, dr,,0) = Yk > ko, Vp € .7-",?0, (P, ¢rp,0) = (Q, drp,0),
and Vk > ko,Vp € Fji , (P, ¢1p,0) = (Q, d1p,0) = Vk > ko, (P, ¢,0) = (Q, ¢x,0) by lemma 3.

6 Scope of the result

6.1 Counter examples

We have assumed that our processes have only else branches of a certain kind, and it may seem
arbitrary, as for our action-determinism hypothesis, and the form of our rules (that is, destructors
on constructor terms). However, these hypothesis are necessary in the sense that it is not possible
to extend our result to processes with non-restricted else branches, to pure equational theories or to
non-action deterministic protocols.

Our examples rely on non-computability of a bound on the size of a solution of the Post Corres-
pondance Problem (PCP). We use a classic example for undecidability, and we add a list of agents
that increases with the size of the solution. Then, at the end, we find a way to do that the protocols
are not equivalent iff the agents of this list are pairwise distinct. In this section, I explain the counter
example with general else branches. For a more formal description of this example and the others,
see appendix B.

The first step is to encode the PCP problem with our list (represented by z, and < ag(Znew), 2¢ >).
At the end, the two protocols will be different after verification that all agents were distincts. Consider
the alphabet A and let (u;, v;)1<i<n € A* be an instance of PCP. We consider the following protocols
specified intuitively. They can easily be encoded as action deterministic processes.

The following process allows the attacker to build inductively a solution of PCP. The first line gives
an first tile and the others allow to build bigger words.

Ppcp =
— enc(<< ug,v; >,end >, kpcp)
ag(Tnew),enc(<< z,y >, > kpop) — enc(<< auy, yv1 >, < ag(Tnew), 2¢ >>,kpcp)

ag(xnew)yenc(<< T,y >, 4>, kPCP) — enc(<< TUn, YUn >, < ag(xn,ew)a z2p >>, kPCP)

The following protocols check whether a solution of the PCP instance has been reached and that
the list 2y has been approved (yes and no are public constants).

Pcheck =
<enc(<< xz,x >,z >, kpcop),enc(ze, kapproved) >— yes
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Qcheck =
< enc(<< T,T >,Tp >, k’pcp),enc(xg, kapproved) >— Nno

Now, we have to ensure that the list x, is approved iff its elements are pairwise distinct. A list
(represented as a pair of a head element and a tail list) can be approved iff it only contains pairwise
distinct agent names. Pj,;; is used to allow any list containing only one element.

Py =
< ag(z), end >— enc(< ag(z), end >, kapproved)

Then, Pyisy is used to check that the elements of a pair are distinct.

Pairy =
< ag(z),ag(y) >— [let z = eq(x,y) inOelseenc(< x,y >, kaifrs)]

Now, Piecompose 18 used to get bigger lists. That is, when a list < x,y > and < z’,y > are approved,
then < z, < x’,y >> is also approved if  # z’. Indeed, a pair of elements of < z, < x’,y >> may be
a pair of elements of y, or z and an element of y, or ' and an element of y, or the pair < x,z’ >.

Pdecompose =< enc(< x7xl >, kdiff)yenc<< T,y >, kapproved)7enc(< .’L‘/, Yy >, kapproved) >
— enc(< x, < l'/,y >>, kapproved)

Then it is obvious that we can only get enc(x, kapproved) if we know zo and x is a sublist of g
containing only agent names with elements pairwise distinct. The only part that remains to prove is
that we may have to use it for arbitrary long lists of public keys.

Now define (with the ! notation of pi-calculus) :

P :!Pim't|!Pdiff“Pmain“PPCP“Pcheck

Q :!Pinit“Pdiff“Pmain“PPC'P“Qcheck

These encoding can be made more realistic at the price of less readability. Indeed, the variables ag(x)
can be written all at the beginning, or the protocol Fy; ¢ can be seen as a server signing < z,y >. With
some more care, these protocols can be expressed as action-deterministic processes (see appendix B.1).

There is an attack when the PCP instance has a solution, and the list involved in this attack is
of the same size (in number of tiles) as the solution. But no bound on the size of the PCP attack is
computable, so the number of agents involved in an attack is not computable.
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Other counter examples : The counter-example with pure equational theories relies on the fact
that with pure equationnal theories, it is possible to build inductively two big terms ¢p and tg that
will be different iff the elements of some list of arbirary size are pairise distinct. The counter example
with non-action-deterministic protocols is based on the same idea as the one with else branches except
that non-determinism is used instead of else branches. In this setting, the protocols P and ) can be
used deterministically if there are enough agents, but they become non-deterministic if they are used
with agents that are not pairwise distinct.

These three counter examples show that our hypothesis are natural. Note that if we cannot use
general else branches, the error branches and the eq(x1,...,x2,) constructions allow us to handle a
large class of else branches.

6.2 Unlinkability

We inherit limits of our action-determinism hypothesis : most of the unlinkability encodings are
not possible, because there is not the same number of replications both sides. Consider for example
the passport protocol. The encoding of the unlinkability property is as follows :

'new k.. new k,,.|(P|R) ~!new k., new k,,(P|R)

where P is the protocol played by the passport and R the protocol played by the reader. The left
handside is the real protocol (an unbounded number of keys involved in an unbounded number of
sessions) and the right handside is an ideal model ( an unbounded number of keys used only once ).
We cannot handle this equivalence because our replications are visible, but we can encode another
property, roughly :

Vk, (P Uphasel. (!P(alice) | 'R(alice)), ¢, 0) =~ (P Uphasel. ( !P(bodb) | !R(bod)), ¢, 0)

where P is a set of processes in phase 0 that represent an unbounded number of passport being read.
We consider the passport protocol of [2] and its unformal description is as follows :

R — P : GetChallenge

P— R:N;

R — P: (My = {N,, N, K, }xe, mac(My, km))

P checks the mac. If it does not correspond to the term My, MacError is sent.
If it corresponds, My is decrypted with ke and the nonce N; is checked.

If V; is not the nonce created at step 2, NonceError is sent.

If it is the same nonce :

P — R: M'{N¢,N,, K }ie

®© N e W

ke and km are keys, V; is a nonce created by the attacker, N, is a nonce created by the reader,
and K, is an established key created by the passport.
More formally, consider the following signature :

¥ ={ag/1;ke /1;km /1;mac /2;enc /2;dec /2;eq /2;
<,> /2;proj; /1; proj, /1; MacError/0; NonceError/0} U (S70)~
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where the private symbols are ag, ke ,km, the errors are MacError and NonceError and
the destructors are dec, eq and proj; (i = 1,2). The associated rules are :

R = {dec(enc(z,y),y) = x; proj;(< 1,22 >) — z; (i = 1,2); eq(x, z) — ok /0}

where ok € (Egub)’. We also assume that there is some public non-error constant GetChallenge.
Now, define the following processes :

The reader part :

The passport part :

Reader(xzo) =

out(c’, GetChallenge).

in(cle, yus)-

new N,.new K,;

let y,, = enc(<< Ny, ynt >, K, >,ke(zp)) in
out(c, < Ym, mac(ym, km(zo)) >).

in(c/Rv yf)

Passport(zg) =

in(cp, GetChallenge).

new Ny. out(cp, Ny).

in(cp, (Tmes Tmm))-

let yrestarac = €d(@mm, MAC(Te, km(zo)) in

(

let YrestNonce = €q(Ni, projy(dec(zme, ke(zo)))) in
(let gee = dec(me, ke(xp)) in

let Y = proj; (proj; (Tgec)) in

let Yy = proja(Zgec) in

new K. let z = enc(<< Ny, ypnr >, K >, ke(x)) in
out(cp, < z, mac(z, ke(xg)) >) )

else out(cp, NonceError)

)

else out(cp, MacError)
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Then define the restricted protocols :
0
pP= 'Z,}’: in(cy, ag(wo)) Reader(zp)
0
1°F in(cp, ag(z1)) Passport(z1)
P

| phase 1. in(cy, < hon(xzp), hon(zg) >).(!2,2Reader(xp)|!2,}}:Passport(acp))

0
Q= 'Z in(cg, ag(wo)) Reader(zo)
0
' in(cp, ag(z1)) Passport(zy)
P

1 1
| phase 1. in(cy, < hon(xzp), hon(zg) >).(!2};Reader(xQ)|!2£Passport(xQ))

The property we want to check is Vk, (P, ¢x,0) ~ (Q, ¢,0). This property is expressed with our
hypothesis, and our main theorem 1 applies : it is sufficient to show (P, ¢3,0) ~ (@, ¢3, 0. In the version
here, there is a replay attack : if the attacker chooses xp = alice and £ = bob in phase 1 and replays
a message (me, mac(me, km(alice))) that he has seen in phase 0, then he will get NonceError in P
but MacError in ). This can be fixed by using only one constant Error instead of ErrorMac and
ErrorNonce.

7 Conclusion

My theorem, whose proof is inspired by [6], is more general because it is true for a more general
class of protocols, and more precise because it includes completeness. But it holds for names of agents
only. So it seems natural to unify these results through a more general theorem. As the soundness
result does not rely on specificities of agent names, it is also natural to try to extend it for all kind of
atomic data, including public constants or keys. It would also be interesting to understand when the
completeness statement is true. Moreover, it would probably be possible to extend the proof to other
kinds of else branches that occur inside real protocols. It is also an open problem to bound the number
of sessions, but it is a lot more difficult and cannot be handled the same way.
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A Proofs

A.1 Action-determinism
A.1.1 First property
Our goal is to prove property 1. It gives a way to handle errors in our class of protocols.

Lemma 4 : Let e be an error. Let Cy be a configuration and s be a sequence of actions. Let a be a
non-error public constant that does not appear in the set of rewriting rules R, in Cy or in s (it exists
as (8"°)~ is infinite). Let E : Co —= Cy be an execution where the rule [Fail] is never used. Then

E' :Cy = C1, the execution E where all occuring e outside else branches have been replaced by a, is
still an exzecution. Note that s’ is the sequence of actions s where all occurences of e have been replaced
by a, and C| is Cy where all occurences of e outside else branches have been replaced by a, including
in the frame.

Proof : Let do the proof by induction on the execution E. If E is the empty execution, then it is
obvious because the error e does not appear outside else branches. So assume that FE is not the empty

execution. Then assume F : Cy -2 Oy —= C5 such that ¢} N (1 is an execution. Let o’ be o where
e has been replaced by a if it occurs. As E was an execution, there exists a process P on which the
action a was performed in Cy by E. If P’ is P where each occurence of e outside else branches have
been replaced by a, then o/ is executable on P’ because else branches are not reachable without using
the [Fail] rule.

Lemma 5 : Let Cy be a configuration. Let s be a sequence of actions. Let E : Cy —— C; be an
execution containing the rules [Fail] and [Const] where the second corresponds to the out(c,e) action

reached by the [Fail] rule for some error constant e. Then E : Cy —» C; = Cy U {t; : letz =
vin Pelseout(c,e)} (vl is not a message) is an execution, where E is the execution E where the [Fail]
and [Const] rules have been removed, and § is the sequence of actions s where the T and the out(c, e)
corresponding to the [Fail] and [Const] rules have been removed.

Proof :  Obvious by induction on the execution E (it is sufficient to execute E only removing the
[Fail] and [Const] rules).

Lemma 6 : Let Cy be a configuration and s be a sequence of actions. Let E : Cy — C; be an

execution. Then there is an execution E : Cy — Cy that is the same as E, except that each occurence
of e for e € 3§ not coming from an else branch has been replaced by some non-error public constant
e

Proof : 'We do the proof by induction on the number of [Fail] rules used. If there is no such rule, we
only have to rename each error occuring outside else branches into a new non-error public constant by
lemma 4. Assume that we have the result for k such rules. Then consider an execution E with &k + 1
such rules. We can remove a [Fail] rule by lemma 5 to get an execution E’ where there are only k
[Fail] rules, and then use our induction hypothesis on this execution to get another execution E”.
Now, at the point where the [Fail] and [Const] have been removed, it is obvious that it is still possible
to get [Fail] and [Const] executed because the correspond {t : let vin P else out(c, e)} is still reachable
(where v} is not a message). So we add them and we get the execution E.
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Lemma 7 : Let C be a configuration. Let a be some non-error public constant that does not occur in
C or in the set of rewriting rules R. Let e be some error that does not occur outside else branches in
C. Then the execution E', that is E where a has been replaced by e, is still an execution.

Proof : It can be done as in lemma 4 : replacing a by e does not change the execution because after
changing e was only in out(c, e) in else branches.

Now prove the main property :

Property 1 : Let Cp and Cg be two action-deterministic restricted configurations. If Cp % Cgq, then
there exists a trace of mon-equivalence tr such that there is no error in input or output in tr, except
perhaps in one out(c, e) at the end (that is, if there is an error e occuring in tr, then tr = tr’ . out(c, e)
for some channel ¢ where there is no error in tr’).

Proof :  Assume that Cp & Cg. Wlog, we can assume that Cp Z Cg. We define the size of a trace
as the sum of its length and the number of occuring errors (in inputs or in outputs out(c, e)), and we
consider a trace of non-inclusion tr of minimal size.

As tr is a trace of non-inclusion, there is an execution Ep : Cp LN C}D of minimal length such that
for VEq : Cq == C, we have Ch # C.

Assume that there is some error e occuring in tr.

By lemma 6, Ep is an execution of Cp with trace tr. As tr has no error e in input (error e has been
replaced by non-error public constant a.), error e only occurs in else branches during execution Ep.

If it exists, consider an execution Cg N Cg (if it does not exist, then the result is true). Then by

lemma 7, there is an execution Cyq =L C’(l;) (replacing back a. by e). As tr is a trace of non-inclusion,
we have C’Cl;) = (Q,9,t) # Ch = (P, ¢,t). Assume wlog that there is a recipe R such that Ry is a
message, but R¢| is not, then call R’ the recipe R where e has been replaced by a, call ¢’ the frame of
Cg and ¢’ the frame of Cp. As a and e does not occur in rewriting rules, we have that R'¢)’] reduces
as a message, but R'¢'| doesn’t reduce.

So tr is still a trace of non-equivalence between C'p and Cq. As tr has no error e in input, but only
in out(c, e), and by minimality, it is also the case of tr (else tr has a smaller size than tr).

As tr has only error e in output, and as e only occurs in else branches of Cp and Cg, at any point
of an execution of tr, the error e only occurs in else branches. So by our ad absurdum hypothesis, there
is an out(c, €) in tr : tr = trg . out(c, €). try with try not empty.

So denote tr = trp.a. By minimality, tro is executable in Cg (else it is a smaller trace of non-
equivalence). So assume that tro = try . out(c, ). tro where tro may be empty. As e only occurs in else
branches and trq is executable in both Cp and Cy, it is only executable after a [Fail] operation in
both Cp and Cg. So lemma 5 applies, and try . try is still executable in Cp (resp. Cg), and out(c, e)
is executable in the resulting configuration C% (resp. C%) whereas «a is executable in C%(resp. in Cé
iff a was executable in Cg). By action-determinism of Cp, o # out(c, e) and try . tro .« is still a trace
of non-inclusion (as the resulting frame is the same as this of tr). But try . try .«v is of smaller size than
tr which is impossible.

So out(c, e) does not appear in trg. If it appears in tr, then tr = trq . out(c, €).

A.1.2 Second property

Our goal is to prove property 2. Roughly, it says that for action-deterministic protocols, the trace
determines the frame (up to a-renaming).
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To do that, we have to introduce a new notion. We say that the execution C' — C” is asap if the
invisible actions are performed as soon as possible. More formally :

Definition 7 : Let C,C’ be two configurations, s be a sequence of actions. We say that the execution
C =5 C' is asap when :

’
S

— If C" — C" and s’ is a sequence of silent actions, then s’ = e.

— IfC 2% Cy =% O} is a prefiz of C = C" with o wvisible, and if Cy 2o, C{ with sy silent, then
/
50 = €.

The following lemma says that in our setting, the executions can be asap because once silent actions
are available, it is useless to wait to do them.

Lemma 8 : For any execution C — (P, $,t), there exists an asap execution C —— (P, ¢,t) with
the same visible trace.

Proof : To prove this lemma, we will prove by induction on the visible trace tr of the execution that

for any execution C' — (P, ¢,t), there exists an asap execution C =+ C’ = (P, ¢,t) with same
visible trace tr such that no visible action is removed if we replace s by s’. More formally, we have

toprove that the execution C' = C’ has the following properties :

"

1. IfC" 2= C" = (P",¢,t) and s" is a sequence of silent actions, then s” = e.

2. IfC 2% ¢, N C) is a prefix of C = ¢ with 3 visible, and if Cy AN C: with s” silent, then
s =e.
3. Ift/ : Q € Pwitht >¢, or witht =t and Q = 5.Q’ with 3 visible, then ¢’ : Q € P’.

If tr = ¢, then the second point of the definition is obvious, because there is no visible action at all.
So we only have to prove the first and the last point.

Let prove the first.

Let C = (Py, ¢o, o). Let C - (P, ¢,t) be a silent execution. As there are no visible actions in s,

we have that ¢ = ¢ and t = ty. We only have to prove that there is a silent execution C' —= (P, ¢, to)
and no silent action can be executed from this resulting configuration.
Let t,, : Q € Py be a phased process. We can assign an integer N (¢, : Q) to each of them as follows :

N(ty:Q)=1whent, <ty
— N(tz : Q) =0 when ¢, > tg
- N(to : 0) =1
— N(to: (@Q1]Q2)) =1+ N(to: Q1) + N(to : Q2)
— N(tg:newn.Q') =14+ N(ty: Q)
— N(tp:lety =vinQ’else E) = 1+ max(N(to : Q'), N(to : E))
— N(to : phaset,.Q") =1+ N(t, : Q")
— Ni(to 1, P) = 0.
— N(tp : @.Q’) = 0 when « is visible.

It is obvious that this number is defined and non negative. By extension, we can call N(P) =
>t..gep N(tz + Q). As s and Py are finite, N(P) is defined, finite and non negative. Moreover, when

E : (Po, ¢o,to) i) (PE, ¢o,to) is a non-empty silent execution, we have N(Py) > N(Pg). So there is
a non-negative minimal such N(Pg) (that is, an integer N such that VE, N(Pg) > N and there is an
execution F such that N(Pg) = N).
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Assume ad absurdum that N > 0. Then there is a silent execution F : C' s—/> (PE, ¢E,tg) such that
N(Pg) = N > 0. So there is a t, : Q € Pg such that N(t, : Q) > 0. We are in one of the following
cases :

(ty : Q) =1and t, < tg

(to : 0) =1

(to : (@1]Q2)) =1+ N(to: Q1) + N(to : Q2)

(to L new nQ’) =14+ N(t() : QI)

(to:lety =vinQ else E) = 1+ max(N(tg : Q'),N(to : F))
(to : phaset,.Q') =14+ N(t; : Q')

But for each of these cases, there exists a reduction 7 such that ¢, : Q — ¢/ : Q' with N(t, :
Q) > 1+ N(t,, : Q') and so there is a F’ such that E is a prefix of £’ and N(Pg/) < N which is a
contradiction. So N = 0. )

That is, there exists an execution C' —— (P’ ¢o,t9) and N(P') = 0. Let t : Q € P'. Then
N(t:Q)=0and t:Q is of one of the following forms :

— N(tz : Q) =0 when ¢, > tg

— N(to : a.Q’) = 0 when « is visible.

So no silent action can be performed, which proves the first point. But we only have executed silent
actions, and we have executed all of them, so visible actions available after s are also available after
s’, which proves the last point.

Now assume that tr = trg.a where « is some visible action. The execution Ey : C == (P,o,t)
rewrites :

C i> (P07¢07t0) 2& (Pa(ﬁ,t)

By induction hypothesis, there exists an asap execution F : C o, (Py, do,to) with the same visible
trace trg as C' =% (Py, ¢o, to). By the third item of the induction hypothesis, a is executable after £
on the same ¢ : @ if « # phaset’ (if @ = phaset’, the execution only increases the phase). Wlog, if
a = out(e,w) then t : out(c,u).Q" € Py NPy and :

(Pl dosto) —— (PY, do U{wu} = ¢, tg = t)

Now, we can apply the case tr = € to get an execution E’ : (P}, ¢1,t1) 2 Op = (PEr, o, t) is
asap. Consider the execution :

E/, :C i) (P67¢07t0) i> (P6/3¢1at1) i) CE’

Then Ey and E” have the same visible trace and the same resulting frame ¢. Moreover, the first and
third item of the induction hypothesis are true because they are true for E’. So we only have to prove
the second item. Let 8 be some visible action of tr. If § # «, then the second item of the induction
hypothesis on E gives the result. If 8 = «, then the first item of the induction hypothesis on F gives
the result.

Lemma 9 : Let C be an action-deterministic configuration. Let C =% (Py, ¢1,t1) and C =25 (Pa, ¢o, t2)
be two asap executions with the same visible trace tr. Then (P, ¢,t) =~ (P, ¢',t').

Proof : First, note the following obvious fact :
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Fact 1: Ift:Pt:Qc Q, (t: P, t) — (t: P',0,t) and (t: Q,0,t) — (t: Q',0,t) then the two
following executions result in the same configuration (up to alpha-renaming) :

(Q=QuUt:PULt:Q,¢,t) = (QUt: P'ULt:Q,p,t) — (QoUt: P Ut:Q, ¢,t)
(Q=QyUt: PUt:Q,p,t) —= (QoUt: PUt: Q" ¢,t) — (QoUt: P"Ut: Q" ¢,t)

Now, let do the proof by induction on tr.

If tr = ¢, P =% P’ because the operations of both executions are exactly the same up to order
which implies that resulting configurations are equal up to alpha-renaming from fact 1.

If tr = trg.a, then assume it is true for try and consider the following rewriting of executions
E1 :C i) (Pl, (Z)l,tl) and E2 :C i) (732, ¢2,t2) respectively :

B :C 250 = (P, o), t) -5 o 25 ¢

’
Sa

By : C =2 Ch = (P, dh, ') =5 €Y =25 Oy

By induction hypothesis the configurations C] and C} are equal (up to alpha-renaming). If & = phaset’,
then after « only the phase has changed. Else, as C is action-deterministic, there exists only one
B1.Q1 € P; and 5.Q2 € P, that correspond to o (channel names are chosen by the attacker in the
frame so they cannot be alpha-renamed). So, after s}.«a and s5.« the configurations are still the same
both sides (up to alpha-renaming) : the multiset are the same because we have done exactly the same
transformation, and the frames are the same because the new frame depends only on the 8; (which are
the same up to alpha-renaming) and of the previous frame that are both equal (upto alpha-renaming).
Now, we only do all the 7-actions that can remove some silent operation, so the frames stays equal
and the multisets of processes too (up to a-renaming). This proves the lemma.

This allows us to prove property 2 :

Property 2 : Let P be an action-deterministic protocol. Let tr be a trace, let (P1, ¢1,t1) and (Pa, ¢o,ta)
such that P =" (P1,¢1,t) and P =" (Pq, ¢2,t').
Then ¢1 = ¢a (up to alpha-renaming).

Proof : By lemma 8, there exist two asap executions E; and Fs that correspond respectively to the
execution that reaches (Py, ¢1, 1) and (Pz, d2,t2) with tr. By lemma 9 applied to E; and Ea, ¢1 = ¢
(up to alpha renaming).

A.2 Unbounded number of agents
A.2.1 First steps

We will have to consider frames that are equal up to repetition. The next lemma will help to handle
them as if they were equal.

Definition 8 : Let ¢g C ¢1 be two frames. We say that ¢y is an extension of ¢o if the variables
that do mot occur in ¢g refer to terms that are refered by another wvariable in ¢g, that is Yw €
dom(¢1)\dom (o), Fw' € dom(phip), w1 L= w'dol. Let tr be a trace where the occuring variables
are those of dom(¢1) Nbu(tr) and s be the corresponding sequence of actions. We say that tr* (resp.
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$*) is a restricted version of tr (resp. s) if it is the trace tr (resp. sequence of action s) where each
w € dom(¢p1)\dom(¢o) has been replaced by some w' € dom(dg) such that w'pol= we1l. Similarly, for
any recipe R, we say that R* is a restricted version of R if it is R where each w € dom(¢1)\dom(¢o)
has been replaced by some w' € dom(dg) such that w'dol= we1l. When ¢y is an extension of ¢q, it is
obvious that such restricted versions exist.

We have the following lemma :

Lemma 10 : The following properties are true :

1. Let ¢g C @1 be two frames (¢1 is not necessarily an extension of ¢g). Let tr be a trace such that
bu(tr)Ndom(¢1) = 0 and such that the variables occuring in tr are only those of dom(¢o)Ubv(tr).
Then :

(P,g1,t) = (P61 U t) iff (P, o, 1) = (P, 60U 1)

2. Assume that ¢y is an extension of ¢g. Let tr be a trace and tr* be any restricted version of tr.
Then :

(P, é1,8) =2 (P, 1 U, t') iff (P, o, t) 2> (P, o U g, t))

3. Let ¢pg C ¢1 be two frames (1 is not necessarily an extension of ¢o). Let ¢ and 1) be two frames
such that dom(¢) = dom(vy)) and dom(¢) Ndom(¢1) = 0. Then :

PrUp~ U= o U~ o U

4. Assume that ¢1 is an extension of ¢g. Let ¢ and 1 be two frames such that dom(¢) = dom(v))
and dom(¢) Ndom(¢p1) = 0. Then :

PpoUd~ o Uy iff prUP~ 1 UY

Proof : The first and the second item are almost the same, so I only prove the second one, which is
the hardest.
So let prove the = part of the second item. We will do an induction on the sequence of actions s

(both visible and silent) such that (P, ¢1,t) —= (P, ¢ U é,t') and prove that (P, ¢, t) LN (P, o U
@,t") where s* is a restricted version of s corresponding to tr*.

If s = ¢ then P’ = P,¢ =0 and ¢t = t’ so it is obvious.
Now assume that s = s’.a. We have that :

(P, o1,t) =5 (P, 1 U 1) % (P”, 6 UG 1)

By induction hypothesis, we have also that :

(P7 QSO? t) (Sl; (73/’ ¢0 U ¢/7 t/)

Assume that a is a silent action. Then assume wlog that it corresponds to a passing let : P’ =
PyUt letx = vin PelseQ and (P”, ¢1 U ¢",t") = (PLUt : P{"*/,},¢1 U ¢, t'). Then we can apply
exactly the same rule on (P’, ¢ U ¢/, ') and get (PyUt : P{" /. } o U’ t').

Assume now that a is a visible action. If a = in(c, R) for some recipe R and some channel ¢, then
P’ =PLUt :in(c,u).P with v and R(¢1U¢’)| unifiable and (P”, p1U@”, ") = (P{UL : Po,p1 U, )
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where o is the most general unifier of v and R(¢1 U ¢')]. Then, as a is visible, a occurs on tr* : the
corresponding instruction is in(c, R*). By hypothesis, R* is a restricted version of R, so it is obvious
that R*(¢o U ¢')l= R(d1 U ¢')].

So R(¢o U ¢') and u are still unifiable, and their most general unifier is still o. So :
(PLUY - in(e, R*).P,do U, ") "B (P Ut - Po,go U, 1)

If a = out(c,w) for some w, then P’ = PjUt : out(c,u).P and (P", ¢ U ¢",t") = (PLUT :
P,y U@ U{wpu},t'). So:

(PLUE :out(c,w).Pygo U, t") oulege) (P' Ut : Po,gg U U{wp>u},t)

The other cases (when a = sess(c, ch;) or a = phaset”) are obvious and can be handled the same
way.

The converse (that is the < part) can be proved the same way.

So now prove the third item.

Let ¢ and ¥ be two frames such that dom(¢) = dom(v) and dom($) Ndom(¢p1) = 0. It is sufficient
to prove that :

PLUPT prUp = poUP LT o Ut

Assume that ¢1 U ¢ C ¢ U,

Let R be a recipe such that R(¢g U ¢)l€ Myx. Then, vars(R) € dom(¢g) U dom(¢) and R(¢; U @)
is defined because dom(p) N dom(¢1) = 0. So R(¢1 U @)= R(do U ¢)l€ Mx. As ¢p1 U C ¢ U,
R(¢1 Uh)Le Msx. But vars(R) € dom(gpg) U dom(z)) so R(po U )= R(¢1 Uh)l€ Msy.

The case R; = R5 is exactly the same.

Now prove the fourth item. The < part is a consequence of item 3. So we only prove the = part.
We assume that ¢g U ¢ C ¢ U .

Let Ry, R2 be two recipes such that (R = Ra)(¢1 U @), Ri(¢1 Ud)l€ My and Ra(py U @)le M.
Then, take R} and R} two restricted versions of respectively Ry and Rs (it exists). Ry (¢ U @)=
Ri(¢1U¢)!, and R3(doUd)l= Ra(d1U¢)l. So (R} = R3)(¢oUe), Ri(PoU)L€ Mx. As ¢poUd T doUt),
(R = R3)(¢oUv). But Ri(¢oUt)l= Ri(¢1UY)] and R3(doUv)l= Ra(p1UP)] so (R1 = Ra2)(¢1UY).

The case R(¢1 U ¢)l€ My is exactly the same.

It allows us to prove lemma 1 :

Lemma 1: Let P and Q be two restricted protocols. Let k < k' be two integers. If (P, ¢ys,0) =
(Q7¢k’70) then (P7 (bkao) ~ (Qa¢k70)~

Proof : It is sufficient to prove that if (P, ¢r,0) C (Q, ¢xs,0) then (P, ¢x,0) C (Q, ¢, 0). Assume

that (P, ¢g/,0) =~ (Q, ¢x,0). Let tr be such that (P, ¢y, 0) S (P, ¢ U o, t). Up to an a-renaming of
variables, we can assume that bv(tr) N dom(¢x) = 0.

Then tr is a trace where only the elements of bu(tr) U ¢ occur. So by lemma 10 (item 1) we have
that (P, ¢, 0) o (P, ¢dr U ¢, t). By trace inclusion, we have that (Q, ¢x,0) == (9, o U, t) for
some 1 with ¢p U@ ~ ¢pr U .

But by lemma 10 (item 1), we have that (Q, ¢x,0) = (Q, ¢, U, t). Moreover,we have dom(¢) =
dom(v)) and dom(¢) Ndom(¢x) = 0, so by lemma 10 (item 3), we have that ¢r U ¢ ~ ¢ U 2.
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Now, our goal is to prove lemma 2, which we recall :

Lemma 2 : Let k > ko be integers. Let p € .7-',?0. If (P, ¢1,y,0) = (Q, ¢r,,0) then (P, drp,0) ~
(Q7¢kp70)

Proof : Let k > kg be integers. Let p € ]—',’jo. It is sufficient to prove that if (P, ¢,,0) C (Q, ¢y, 0)

then (P7 ¢kpa 0) C (Q7 (bkpa 0)
Up to a bijective a-renaming, the names occuring in ¢y p are names of ¢y, (because there are at most

kg different names in ¢yp as p € F, ,fo) Up to a bijective a-renaming of variables, we can assume that the
variables in dom(¢gp) N dom(p,) refer to the same terms, that is Vw € dom(¢rp) Ndom (o), worp =
woko. We can also assume that for each variable w’' € dom(¢rp) = dom(¢y), there is a variable
w € dom(¢x) Ndom (¢, ) such that (w = w')¢yp (it is possible upto a bijective a-renaming of variables
because each names of ¢5p are names of ¢y, ). We have that ¢ p is an extension of ¢pp N g, .

Let tr be a trace such that (P, ¢xp,0) = (P, prpU ¢, t). Let tr* be a restricted version of tr. We
apply lemma 10 (second item) and we get :

(P, 61p N ko, 0) 2 (P!, (61 N k) U &, 1)

Up to a bijective a-renaming, tr* is such that bu(tr) N dom(¢pr,) = 0. Moreover, the variables
occuring in tr are only those of dom(drp N dr,) Nbu(tr). So by the lemma 10 (first item), we have :

(P, $1y 0) == (P, iy U ,1)
But (P, ¢p,,0) = (Q, ¢r,,0), so there is a multiset Q' and a frame 1) such that :

(Q, b1y, 0) 25 (Q', iy Uth, 1)

With ¢, U@ ~ op, U,
Now, we can apply the converse of lemma 10 (item 1) :

(Qa qbko n ¢kp7 0) t:r*> (Q/7 (qbko n (bkp) ) w’ t)

As ¢, N Prp C di, the proof of lemma 10 (item 3) applies and (¢r, N ) U ¢ ~ (Pr, N ¢Pr) U .
As tr* is still a restricted version of tr, we can now apply the lemma 10 (item 2) :

(Q, é1p, 0) == (2, 6 U, 1)
We apply the lemma 10 (item 3) and we get that ¢rp U ¢ ~ dpp U .

A.2.2 Bound

Let (3,R) be a finite theory. We define the critical number ¢ of (X, R) as the maximal size of a
subset A C R such that all left hand side of rules of A are unifiable. That is :

¢ = max{#A | Jo,Fu, Yl — r) € A, lo = u}

We have the following lemma :
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Lemma 11 : Let (X, R) be a convergent theory with critical number c. Let My € T(S.,N) be a
notion of messages. Then (3, R) is ¢—blockable w.r.t. Mx.

Proof : Assume t € T(2., ) in normal form, ¢ ¢ My. Then as T (., N')\ My, is stable by renaming,
we can take N = (). Else, there is some destructor in ¢. Consider a position p where t = Clg(t1,...,t;)]p
with ¢ a destructor and t1,...,t; constructor terms. Denote u = g(t1,...,¢;).

Assume that there are renamings p; and rules ¢; — r; that may reduce up;. That is, there is a
substitution o; such that up; = ¢;0;. As u is a ground term, we can assume that dom(o;) C vars(¢;).
Let denote ng be a name and pg such that npy = ng for any n. We have upg = up;pg = £;0;p9- As
dom(o;) C vars(¢;) and as we can assume that the variables used in rules are distinct, we define o by
xo = xopo if € vars(o;) (o = (W;0;)po if we see substitutions as sets : see subsection 2.3). We have
upg = L;0 for each i. So all the ¢; are unifiable together : there are at most ¢ rules ¢; — ;.

Consider the rule ¢; — r;. As t is in normal form, « is in normal form and so the rule ¢; — r;
does not apply. As ¢; — r; applies to up; but not to u, it means that there are two positions p; # po
such that ¢;|,, = ¢;|p, = x and two leaf positions g1 > p1 and g2 > ps such that u|, # ulg, but
UPilgy = UPilg,- Ulq and ulg, are names (else renaming can’t create equality). Denote n; = u|q, . For
any n;-adequat renaming p, uplq, 7# uplg, and so upl,, # up|p, so ¢; — r; do not apply to up.

Also denote N the set of the names n;. As there is a name by rule and at most ¢ rules, N has size
at most ¢. For any N-adequat renaming p, none of the rules ¢; — r; applies to up. As the rules ¢; — r;
are the only rules that could apply to up, we have that upl= up. But rules of R contain exactly one
destructor in top level position, so tpl= Cplg(tipl,...,t;jpl)] is not a constructor term and a fortiori
not a message for any N-adequat renaming p.

As rules have exactly one destructor in top level position, note that the maximal subset A C R
such that ¢ = #A is a subset of rules that have the same destructor at top level position (because only
these rules may be unifiable). So ¢ is smaller than the maximal number of rules that have the same
destructor at top level position, which is a proof of :

Property 3 : Let (X, R) be a theory with R finite. Let My, € T (S, N) be a notion of messages. Let
b be the mazimal number of rules that use the same destructor. Then (X, R) is b-blockable w.r.t. Mx.

A.2.3 Renaming lemma

The following lemma states that when a trace without errors are executable in some configuration
C, then this same trace is executable in the configuration C'p where p € .7-',’:0.

Lemma 12 : Letk > kg. Let p € .7-',?0. Let tr be a trace where no error occurs. We assume wlog that
in such a case, the failing let tests are not evaluated (it is useless to evaluate them).

If (P, g, t) == (P!, ,t') then (P, dip,t) == (P'p, dp,t').

Proof : We will prove that if (P, ¢, t) —= (P’, $,t') then (P, ¢pp,t) — (P'p, ¢p,t’) by induction on
the sequence of actions s.
If s = € it is obvious.

If s = s'.a, we have (P, ¢y, t) N (P, ¢/, t') - (P",¢","). By induction hypothesis, we also have
(Pa ¢kpa t) L> (Plpa ¢/P7 t/)'

Assume that a is a silent action. Wlog, we assume that a corresponds to a passing let. Then
P =Pjut :letz = vin PelseQ, P” = PLUt : P{*/,} (where v} is a message), ¢ = ¢’ and t"' =t'.
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Then (P'p,¢'p,t') = (PipUletx = vpin Ppelse Q, ¢’ p, ). v} p = vpl as messages are constructor
terms stable by renaming, so Pp{""*/,} = (P{**/.})p. We can do the 7-action and we get :

(PopUletz = vpin PpelseQ,¢'p,t') == (Pop U (P{"*/.})p, &' p, ')

Now, assume that a is a visible action. If a = in(e¢, R) then : P’ = P{Ut : in(c,u).P, P = P{Ut' : Po
(where o is the most general unifier of R¢’] and u), ¢" = ¢’ and ¢t/ =¢'.

So P'p = PopUt' :in(c,up).Pp. R¢'ol=uol so (R¢'c)pl= (uo)pl and (R¢'p)(ap)l= (up)(op).
So R¢'p and up are unifiable and :

i

(Pyp Ut in(e,up).Pp. ¢ p,t') "5 PhpUt - (Pp)(op), )

and (Pp)(op) = (Po)p.

The other cases are obvious and can be handled the same way.

A.2.4 Difference of recipes lemma

Lemma 13 : Let Ry, Re be two recipes and ¢ a frame such that Ri¢) and Ra¢l are messages and
(Ry # Ry)¢. Then there exists a name n such that any n-adequat renaming p verifies that (Ry # Ra)¢p.

Proof : Note that for any renaming p, R1¢pl= R14] p as messages are constructor terms. If (Ry #
R3)¢, then either R1¢] and Ro¢l don’t share the same constructors (and then any renaming will
preserve that) or there is at least a leaf position p such that Ryipl|, # Ra¢l|,. If there is a constant
in one of those positions, this constant won’t be modified by any renaming. Else, there are two names
n1 = Ri¢l|, and no = Ra¢l|p. Let p be any nq-adequat renaming. Then R1¢lp = Ri(¢p)]) and
Raoglp = Ra(¢p)) and so Ri(dp)llp = n1 # n2 = Ra(op)lp-

A.2.5 Main Lemma

Now, we can prove lemma 3 :

Lemma 3 : Let (X,R) be any finite convergent theory and Msx be a notion of messages such that
(X,R) is b blockable w.r.t. My, and denote ko = 2b+ 1. Let k > ko be an integer. Let P and Q be
two action-deterministic restricted protocols. Then :

[Vp € ]:I]:O'(Pv ¢kp7 O) ~ (Q7¢kpa O)] = (P7 ¢k70) ~ (Qa¢k70)

Proof : Tt is sufficient to show that (P, ¢, 0) Z (Q, ¢r,0) = Ip € .7:,’;0(]3, orp,0) Z (Q, drp,0).
So assume that (P, ¢x,0) £ (Q, ¢x, 0). Let tr be a trace of non-inclusion of minimal length :

(P, ¢x,0) == (P, 6,1)

As P and Q are action-deterministic *, we can assume that we are in one of the following cases :

1. There exists a frame 1 (unique by lemma 2) such that (Q, ¢x,0) LN (Q,1,t), but there are
two recipes Ry, Ry such that Ri¢le My, (R1 = Rs)¢ but (Ry # R2).

1. See |5] and property 2
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2. There exists a frame ¢ (unique by lemma 2) such that (Q, ¢, 0) SLN (Q,1,1), but there is a
recipe R such that Rol€ My, but Ryplé¢ Msy.

3. There exists no frame v such that (Q, ¢y, 0) == (9,1, t).

In the first and second cases, the disequivalence comes from the frame so by minimality of tr, the
last action is an output. In particular, it is not an error and by property 1, there is no output of error
in tr.

First case : Rjple My, (R1 = Ra)¢ but (R; # Rs)y. By lemma 13, there exists a name n such
that for any n-adequat renaming p we have (R; # Rs)¥p. If n € N, then any renaming p € ]-',fo is
n-adequat. Else, n € Ax. Wlog, assume n = agf’. Then call p the renaming such that ag p = agl! for
eachk > i > 2and angp = ag{j for each i < k. We have p € .7-',’:0 as kg = 2b+1 > 3. After lemma 12, we

have (P, ¢xp,0) LN (Pp, dp,t) and (Q, ¢rp,0) LN (Qp,p,t). We have still (R1 = Ra)¢pp (renaming
can only create more equalities and messages are stable by renaming) and (R; # R2)1p (lemma 13).

Second case : Ry ]¢ My : there is a set of at most b names N such that for any N-adequat
renaming p we have Ripl¢ Msx. If n € N, then any renaming p € .7-‘,’50 is n-adequat. Else, n € Ay.
N contains ky honest agents and kp dishonest ones with ky + kp < b. Wlog, we can assume that
N = {agf,... ,ang,ang, ... 7ag,?D}. Define p such that agp = ag,fHH for each k > i > kg + 1 and
agiDp:ag,?D_s_1 foreach k > 1> kp +1. We havepej’-',’:D as ko =2b64+1>b+1>max(ky,kp) + 1.

After lemma 12, we have (P, ¢yp,0) =L, (Pp, dp,t) and (Q, ¢xp,0) =L, (Qp,¥p,t). We have still
Rople My (messages are constructor terms stable by renaming) and Riypl (lemma 11).

Last case : tr doesn’t pass in (). By minimality, the non-passing action is the last one : tr = trg .«
and by property 1 trg does not contain any output of error. Assume that there is some p € f,’fa such
that tr passes in (@, ¢rp,0) (if not, we get the result). There are four subcases :

— The action « is not an error and is not executed in (Q, ¢k, 0) because there is a unique failing

let (by action-determinism) that prevents it.

— The action « is an error and is not executed in (Q, ¢k, 0) because the corresponding let doesn’t

fail.

— The action « is an error and is not executed in (@, ¢x,0) because there is a unique (by action-

determinism) failing let that prevents it.

— The action « is an input (o = in(e, R)) and is not executed in (Q, ¢, 0) because Ry does not

unify with the unique (by action-determinism) corresponding in(c, v).

First subcase. Consider the failing let : letz = vin@’else E. Then by lemma 11, there is a set
N of b names such for that any N-adequat renaming p, we have vpl¢ Msx. We can define such a
renaming p € ]—',’jo as in previous case. Then by lemma 12 we get that tr passes in (P, ¢xp,0) but not
in (Q7 bkp, t)'

Second subcase. As the corresponding let passes in (Q, ¢x,0), it will pass in each (Q, ¢rp,0) as
messages are stable by renaming, so this subcase cannot happen.

Third subcase. « is the output of an error and trg .« is executed in (P, ¢, 0) so there is a failing test
in P. By lemma 11, this test may be preserved failing with the set N7 of b names (that is, the test fails
in (P, ¢, 0) for any Ny-adequat renaming p). There is a failing let that prevents « to be executed in the
Q@ side : by lemma 11, there is a set No of b names such that this test may be preserved failing for any
N>-adequat renaming. Define N = Ny U Ny. If n € AV, then any renaming p € .7-";?0 is n-adequat. Else,
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n € Ai. N contains kg honest agents and kp dishonest ones with kg +kp < 2b. Wlog, we can assume
that N = {agf, ... ,ang,ang, e ,ag,?D}. Define p such that agp = ag,fHH foreachk >i>ky+1
and angp = ag}?D_Irl for each k > i > kp + 1. We have p € ]—',’jo as ko = 2b+ 1 > maz(ky,kp) + 1.
By lemma 12 we get that trg passes in both (P, ¢p,0) and (Q, ¢rp,0), the final error « is executable
in the P side (because the corresponding let is still failing as p is Nij-adequat) but not in the @ side
(because the preventing let is still failing as p is No-adequat).

Last subcase. Assume that Ry does not unify with u, but Riypl does. Note that as we are not
in the second case and R¢ | is a message, we have that Ry | is a message. In particular, it is a
constructor term and Rypl= Rilp. It means that there is a variable = at two leaf positions p and ¢ in
u such Rl|, # Ryl|,. By lemma 13, there is a name n such that any n-adequat renaming p verifies
Riypll, # Rplly. If n € N, then any renaming p € ]-",fo is n-adequat. Else, n € Ai. Wlog, assume
n = agf. Then call p the renaming such that agp = agl! for each k > i > 2 and agPp = agP for
each ¢ < k. We have p € f,’jo as kg = 20+ 1 > 3. By lemma 12, we get that try still passes in both
(P, ¢rp,0) and (Q, ¢rp,0), but the final input only passes in the P side (it does not pass in the @ side
because the unique corresponding input is not unifiable with Ri| as p is n-adequat).

B Counter-examples

In this section, I explain some of our hypothesis. First of all, I explain why we cannot consider
protocols with general else branches. Another restriction of our model is that our rules use destructor
on top-level positions only : in particular, g(t1,...,t,) does not reduce if ¢1,...,t, are not constructor
terms. There is also some counter example when we remove this hypothesis. Finally, our result is not
true for non action-deterministic protocols.

B.1 Else branches

We first explain why our reduction result does not hold in the presence of (non-trivial) else branches.
This is a more formal version of the counter-example presented in section 6.1.

Assume that {enc /2,dec /2, <,> /2,proj; /1,proj, /1,eq/2,0k/0, ag /1} C X. Recall that R is a
set of rewritting rules that apply on constructor terms only. Assume that R contains rules naturally
associated to the specified elements of ¥ (e.g. eq(z,y) — ok). We assume also that there is some
special public constant end.

Consider the following protocol :

The three first parts of the protocol are used to approve some lists, represented as a pair of a head
element and a tail list. A list can be approved iff it only contains pairwise distinct public keys. Pj,;: is
used to allow all list containing only one element.

Pipiy =
in(cy, < ag(x), end >)
out(cr, enc(< ag(z), end >, kapproved))
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Then, Pyisy is used to check that the elements of a pair are distinct.

Pairg =

in(cg, < ag(x),ag(y) >).

let z = eq(z,y)in0

elseout(co, enc(< x,y >, kaiff))

Now, Piecompose 18 used to get bigger lists. That is, when a list < x,y > and < 2,y > are approved,
then < z,< x’,y >> is also approved if x # 2. Indeed, a pair of elements of < x, < x’,y >> may be
a pair of elements of g, or  and an element of y, or ' and an element of y, or the pair < z,z’ >.

Piecompose =

in(cs, enc(< @, 2" >, kaifs)).

in(cs, < enc(< z,y >, kapproved), enc(< &',y >, kapproved) >)
out(enc(< z, < 2,y >>, kapproved))

A more formal version of the PCP part :

Ppcp =

out(cy, enc(<< Uinit, Vinit >,end >, kpcp))

in(cq, ag(Tnew))

in(eq, enc(<< z,y >,£ >, kpcp))

out(cy, enc(<< zuy, yv1 >, < ag(Tpew), L >>,kpcp))

out(cy, enc(<< Ty, Yo, >, < ag(Tnew), £ >>, kpop))

For readability purposes, we separate the checking part from the general one. There are two versions
of it (one in P and one in Q). We assume that yes and no are public constants.

Pcheck =
in(cs, enc(<< x,x >, x4 >, kpcp))
in(05, eIlC(.’IJg, kapproved))

out(cs, yes)
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Qcheck =
in(cs, enc(<< x,x >,z >, kpcp))
in(05, enc(xg, kapproved))

out(cs, no)

Then define : , , , ) ,
C C. C. C C
P =10 Pinit|\2 Paig £|'cs Prain|'cs Pro P |'c2 Peneck

Q :'gi -Pinit“ZPdiff“(C:ngain“%PPCPI!Z?,Qcheck
Recall that the frame ¢;, has been defined in section 3. We have :

1. Vk, (P, ¢1,0) =~ (Q, ¢, 0) iff the corresponding PCP instance has no solution.

2. If (P, ¢, 0) % (Q, ¢, 0) for some k, then the element matching variable xy of Pe.peck and Qcneck
is a list of N — 1 public keys where N is the number of tiles of a solution of the corresponding
PCP instance.

3. The adversary can built enc(zs, kapproved) from xy iff it contains only distinct public keys.

So we need that 2k > N — 1 (because there are 2k public keys in ¢y ), where N is the number of
tiles of a solution of the corresponding PCP instance, which is not calculable.

Note that this example is also a counter-example in the case of reachability properties : instead of
equivalence, we could have asked for the secret of a constant that would take the place of yes/no.

B.2 Pure equational theories

We want to explain why we need to consider only theories with destructors on constructor terms.

Consider ¥ = {enc /2;dec /2;m/0} and R = {dec(enc(zx,y),y) — z}. Wlog, we can assume there
is another function symbol decenc /3 with a rule decenc(z,y,y) — = : indeed, define decenc(z,y, 2) =
dec(enc(z,y), z). Here, we assume a standard equational theory, that is that the rules also apply when
subterms have destructors. For example, decenc(m, dec(a, b), dec(a, b)) reduces into m.

Then, let ny,n}, ..., ki1, 1), be some names. We define t}33n11n17»--7nk+11n;c+1 and té:nlm’l,---,nkﬂmgﬂ
inductively as follows :

— t}jzmm,l = decenc(m,ny,n}) and tlQ:nhn,1 = decenc(m,nf,n1)

— Denote tl;'):nl,n/lpu,nk’nk = decenc(m, ty, t}) for some ¢, and ¢}, and tg:nl,ni,.v.,nk,n; = decenc(m, to, th)

for some t5 and t,. We have :

k+1 _ / / !
tP:n1,n’1,---,nk+1,n§c+1 = decenc(m, decenc(ng41,t1, 1)), decenc(ny 1, t1,t7))
and :
k+1 _ / / /
by misr il = decenc(m, decenc(ng1,ta,ty), decenc(ny 1, ta,t5))
o k k : /
Then, it is easy to show that for all p, tP:nhn/l’”_’nk’n;cp #* tQ:m,n’l,‘..,nk,n;p iff nip #nlip,...,npp #

/
ny,P-
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So, let K be an integer and N be a set of terms of size K. Define nq,n}, ..., ng,nj, (with k& = K(Igfl))

such that the pairs (n;,n}) are all the non-oriented pairs of distinct elements of N. Then define :

3

N _ 4k
tP - ﬁP:nl,n’l,4..,nk,n;C

N _ 4k
lg=t

. ’ ’
Piny,ni,...ng,ng

Then for any p, t¥p = tgp iff Np has cardinal K.

The existence of such terms make lemma 13 false. Moreover, lemma 11 is also false : the term
decenc(m, t ,tg )p doesn’t reduce iff Np has cardinal K which can be chosen arbitrary big. We can
imagine protocols P and @ that builds terms t¥ and tg inductively under encryption, where N is a
set of names of agents, and such that (P, ¢y, t) % (Q, ¢, t) iff tN # tg, that is iff £ > K. But as this
K may be chosen arbitrarily, the bound depends of the protocol.

B.3 Action-determinism

Recall that ¢, has been introduced in section 3. We design here protocols P and ) without else
branches, such that (P, ¢, 0) % (Q, ¢k, 0) for some big enough k but such that no bound on & is com-
putable. That is, Vk, (P, ¢k, 0) ~ (Q, ¢x,0) is not always true, but it is not possible to compute (from
the equational theory or from the protocols) a ko such that Vk, (P, ¢k, 0) =~ (Q, ¢k, 0) = (P, dk,,0) ~
(Q, dky,t). So no extension of theorem 1 can be proved.

Let (u;,v;); be an instance of PCP. We have public constants yes, no, end, public channels ¢4, . . ., ¢s,
and private keys kpcp, K, K'.

Here, the idea is the same as in subsection B.1 for else branches. There are no else branch, but
the construction (if x = truethen P|if x = falsethen @) plays a similar role. As in subsection B.1,
the three first processes are used to approve some list. So the first step is to approve the smallest lists
(here encryption is randomized by a nonce n).

Pinit = in(c1, < z,end >).new n. out(cy, senc(<< yes,n >, < x,end >>, K')))

Now, we cannot check that two element of a pair are different, but we ensure that the output may
be different for equal inputs. Note that the pair < z,z > can pass in the second branch (but trace
inclusion ask some property to be true for any execution, that is whatever branch the input passes).
But only a pair of equal elements may be unapproved (marked by "no").

Pairy =
(in(cg, < x,x >).new n. out(cg, senc(<< no,n >, < z,x >>, K)))
|(in(ce, < @,y >).newn.out(ca, senc(<< yes,n >, < z,y >>, K)))

The third part is used to approve the complete list. A list is unapproved (marked by "no") iff
one of its sublist is unapproved, or if the studied pair is unapproved. Note that here, there is no
non-determinism : once known the marks yes and no of the inputs, there is only one possible result.

The protocol P,,q;n can be read as a truth table : there are three four parallel branches that represent
a raw, whereas the three inputs represent the variable columns and the final output represent the result
column. The first input gives informations on the pair z,y (has it been approved ?), the second input
gives informations on the list < x,z;, > and the last input gives informations on the list < y,z, >.
From these informations, the list < x, < y, zy >> is computed and approved or not according to the
following rules :
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— First raw : if the pair < z,y > (first input) has been unapproved, then the output is not

approved.

— Second raw : if the list < x, 2y > (second input) has been unapproved, then the output is not
approved.

— Third raw : if the list < y,zy > (third input) has been unapproved, then the output is not
approved.

— Last raw : if the pair < x,y >, the lists < x, z; > and < y, zy > have been approved, then the
output is approved.
The P,,qin process is as follows :

Pmain =

(

in(cg, senc(<< no, z, >, < x,y >>, K)).in(cs, senc(<< 21,2, >, < z,2; >>, K')).

in(cs, senc(<< 22, 21 >, <y, 2z >>, K')).new n.out(cs, senc(<< no,n >, < z,< y,zp >>>,K'))
|

in(cs, senc(<< zpoor, 2n >, < T,y >>, K)).in(c3, senc(<< no, 2, >, < x, 2z >>,K')).

in(csz, senc(<< zg, 2/ >, <y, 2z >>, K')).new n.out(cs, senc(<< no,n >, < z,< y,z >>>,K'))
|

in(cs, senc(<< zpoor, 2n >, < T,y >>, K)).in(ca, senc(<< 21, 2, >, <z, 20 >>, K')).

in(cs, senc(<< no, 21 >, < y,z >>, K')).newn. out(cs, senc(<< no,n >, < x,< y,z¢ >>>, K'))
|

in(cs, senc(<< yes, z, >, < x,y >>, K)).in(cz, senc(<< yes, 2z, >, < x, 2z >>, K')).

in(cs, senc(<< yes, 2/, >, < x,zp >>, K')).newn. out(cs, senc(<< yes,n >, < x,< y, zp >>>,K'))

)

The following process is exactly the same as in B.1. It creates a link with a PCP instance.

Ppcp =

out(cy, enc(<< Uinit, Vinit >, end >, kpcp))

in(cq, ag(Tnew))

in(cq, enc(<< z,y >,£ >, kpcp))

out(cy, enc(<< zuy, yv1 >, < ag(Tnew), £ >>, kpcp))

out(cy, enc(<< zuy, yv, >, < ag(Tnew), L >>,kpcp))

We now explain how P and @ differ. The second input in P can only be done if the list is marked
with "no" (that is, if the list is "unapproved") whereas the corresponding input can be done in @
whatever the mark. So the protocols will not be equivalent if it is possible to get some list that may
not be unapproved in the P side : that will only be possible if all of its elements are distincts.
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Pcheck =
in(C4,enc(<< xT,x >,Typ >,]€pcp))
in(cy, enc(<< no, z, >,xp >, K'))

Qcheck =
in(cy, enc(<< x,x >,z >, kpcp))
in(cy, enc(<< zpool, 2n >, ¢ >, K'))

Then define :

/ / ’ ’ ’
C C. C, C C
P :'c} Pinit“cgpdiff|!c§Pmain“cZPPCP‘!cgPcheck

/7 / / ’ ’
Q :'2 R,'nit“ggpdiff“ggpmain“ZZLPPCP“%QCheck

Recall that the frame ¢;, has been defined in section 3, and note the following points :

1.

When the PCP instance has a solution, there is an attack. We build the solution with a list of
public keys pairwise distincts, then we use Qg;f¢ only with pairs of nonces that are different,
so the only possible execution in the P side is to do the same. Then we get senc(<< yes, z, >
,xg >, K') both sides. It passes the input in the Qcpecr side but not in the P.pqqp side.

. It is obvious that everything that can be done in P.pec, can also be done in Qcpeck- As the only

difference between P and @ is between P.pecr and Qcpeck, €verything that can be done in the
P side can be done in the @ side. That is, Vk, (P, ¢x,0) C (Q, ¢x, 0).

For ¢y with 2k < N where N is the smallest size of the solution of the PCP problem, when
checking the list, we have to use Pgfs on a pair =,z (because we test all pairs and we cannot
have all pairs distincts if the public keys are not pairwise distincts). So, in the P side, we can
get the "no" with our pair, and thus at the end, we can make the input, and so we can make
no difference between P and @, because (P, ¢, 0) C (Q, ¢x,0) by 2 and (Q, ¢, 0) E (P, ¢, 0)
for 2k < N.

So we have to use a k such that 2k > N, but N is not computable.

38



