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Abstract

Recentworks have proposecushdevn systemsasatool for analyzingprogramswith (recursve) proceduresin
particular the model-checkingproblemfor LTL hasbeenstudied. In this paperwe examinean extensionof this,
namelymodel-checkingwith regular valuations. The problemis solved via two differenttechniqueswith an eye
on efEciengy — bothtechniquesanbe shovn to be essentiallyoptimal. Our methodsareapplicableto problemsin
differentarease.g.,data-oev analysis,analysisof systemswith checkpointsgetc.,and provide a general,unifying
andefEcientframavork for solvingtheseproblems.

1 Intr oduction

Pushdavn systemsanbeseerasanaturalabstractiorof programswrittenin proceduralsequentialanguagesuchas
C. They generatén£nite-stataransitionsystemsvhosestatesare pairsconsistingof a controllocation(which stores
globalinformationaboutthe program)andstackcontent(which keepsthetrack of activationrecordsj.e., previously
calledproceduresindtheir local variables).

Previousresearchasestablishe@pplicationsof pushdavn systemdor the analysisof BooleanProgramq1, 8]
andcertaindata-eav analysisproblemg7]. Themodel-checkingroblemhasbeenconsideredor variouslogics,and
quite efEcientalgorithmshave emepgedfor lineartime logics|[2, 6, 9].

In this paperwe revisit the model-checkingproblemfor LTL and pushdaevn systems.Generallyspeaking the
problemis undecidabldor arbitraryvaluations,i.e., the functionsthat map the atomic propositionsof a formulato
the respectie setsof pushdevn conf£gurationghat satisfythem. However, it remainsdecidablefor somerestricted
classe®f valuations.In [2, 6, 9] valuationswere completelydeterminedoy the control locationand/orthe topmost
stacksymbol (we call thesevaluations'simple’ in the following). Here we propose(and solve) the problemfor
valuationsdependingon regular predicatesover the completestack content. We argue that this solution provides
a general efEcient,and unifying framework for problemsfrom differentareas(e.g.,data-cav analysis,analysisof
systemawith checkpointsetc.)

We proceedasfollows: Section2 containsbasicde£nitions. Most technicalcontentis in Section3 wherewe
formally deEnesimpleandregularvaluationsandproposeour solutionsto the model-checkingprroblemwith regular
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valuations,basedon a reductionto the caseof simple valuations. We canthusre-usemostof the theoryfrom [6].
While thereductionitself is basedon a standardnmethod,we pay specialattentionto ensurets efEcieng, modifying
thealgorithmof [6] to take advantageof speci£qropertiesof our constructionsWe proposewo differenttechniques
— onefor regularvaluationsn generabindanotheffor arestrictedsubclass- bothof which increase¢he compleity by
only alinearfactor(in the sizeof anautomatorfor the atomicregular predicates)By contrasta blunt reductionand
analysiswould yield up to aquadric(‘n*") blowup. Eventhoughonetechniqueas morepowerful thantheotheratthe
sameasymptoticcompleity, we presenthembothsinceit is not clearhow they might performin practice.

In Sectiond4 we considerapplicability of our abstractesults.The £rstarea(Sectiond.1) areproblemsof interpro-
ceduraldata-aev analysis.Here,regularvaluationscanbe usedto ‘gather’ piecesof informationwhich dynamically
dependnthehistoryof proceduresalls. LTL canexpresgjuitecomple relationship@mongthosedynamicproperties
andallowsto solve relatively complicatedoroblemsusingour model-checkinglgorithm. To give a concreteexample,
we indicatehow to decidewhethera givenvariableY is deadat a given point of a recursve programwith dynamic
scoping. Anotherapplication(Section4.2) is connectedo systemswith checkpoints.First, we introducea formal
modelfor suchsystemscalledpushdowrsystemsvith chekpoints Theideais thatthe computationis interruptedat
certainpointsandsomepropertyof the stackcontentis checled. Furthercomputationaktepsdependon the resultof
thisinspection.This partof ourwork is motivatedby theadwentof programmindanguagesvhich canenforcesecurity
requirements.Newer versionsof Java, for instance gnableprogramsto performlocal securitychecksin which the
methodson the stackare checled for correctpermissions.Jenseret al [10] £rst proposeda formal framework for
suchsystemsWith theirtechnique®necanprove thevalidity of controlaow basedylobalsecuritypropertiesaswell
asto detect(andremore) redundantheckpoints.Our methodsare more general however; for instancewe are not
restrictedto safetypropertiesandour modelcanrepresentiata-aav aswell. Propertieof pushdavn systemswith
checkpointcanbe expressedn LTL for which we provide an efEcientmodel-checkinglgorithm. In Section4.3we
presentandanalyzea model-checkingalgorithmfor CTL*. In the contet of £nite-statesystemst is well-known that
model-checkinghemorepowerful logic CTL* canbereducedo checkingLTL [5]. Thistechniquecanbetransferred
to pushdavn systemaisingmodel-checkingvith regularvaluations.

The compleity of all of the previously developedalgorithmsis measuredn certainparameter®f the problem
whichareusuallysmall,andour compl«ity boundsarepolynomialsin thoseparametersin generalthoseparameters
canbeexponentialin thesizeof a probleminstance Thereforejt is naturalto askwhetherit is possibleto solve some
of the studiedproblemsmaore efEciently by other (possibly quite different) techniques. This questionis answered
(negatively) in Section5 wherewe establisSlEXPTIME lower boundsfor thoseproblems(evenfor ratherrestricted
forms of them). Hence,all of our algorithmsare essentiallyoptimal. Compleity measuresre discussedn more
detailin Remark3.1andin Section5. We draw our conclusionsn Section6.

2 Preliminaries

2.1 Transition Systems

A transitionsystems atriple 7 = (S, —, ) whereS is asetof states— C S x S isatransitionrelation andr € S
is adistinguishedstatecalledroot

As usual,we write s — ¢ insteadof (s, t) € —. Therenive andtransitive closureof — is denotedoy —*. We
saythatastatet is readhablefroma states if s —* t. A statet is reacableif it is reachabldrom theroot.

A run of 7 is anin£nite sequencef statesw = sgs1s2 ... suchthats; — s; 1, for eachi > 0. Obsere thatan
arbitrarysufEx of arunis again a run—for everyi € INg we defnethei*" sufEx of w, denotedw (i), to betherun
SiSi+15i+2 .-

2.2 ThelogicLTL

Let At = {A, B,C,...} bea(countablepetof atomicpropositions LTL formulaearebuilt accordingo thefollowing
abstracsyntaxequation(where A rangesover At):

o n= tt| Al o1 Ap | Xl o1U s

Let7 = (S,—,r) beatransitionsystem.A valuationof atomicpropositiondgs a functionv: At — 25. Thevalidity
of anLTL formulay for arunw = sgv w.r.t. avaluationr, denotedw ¥ ¢, is deEnednductively on the structure
of ¢ asfollows:



wEY tt

wEYA < sy €v(A)

o« wEY —p = w
o Wi P1 Ay = w " p1andw = ¢y

. Wk Xp = wll) | g

e wEY p1Upy = Fit(w(i) EY p2) A (V) <izw(j) EY 1)

We alsodefnedy = tt U ¢ anddp = —=(O—¢). An LTL formulag is valid in a states w.r.t. v, written s =" ¢, iff
w =¥ ¢ for eachrun w which startsin the states.

2.3 Pushdown systems

A pushdowrsystemis atuple ? = (P, T', A, qo,w) Where P is a £nite setof control locations T is a £nite stak
alphabet A C (P x T') x (P x I'*) is a£Enitesetof transitionrules ¢, € P is aninitial contol location andw € T
is a bottomstad symbol

We useGreeklettersa, 3, . . . to denoteelementof I', andsmalllettersv, w, . . . from the endof the alphabeto
denoteelementof I'*. We alsoadopta moreintuitive notationfor transitionrules,writing (p, o) — (g, w) insteadof
((p,a), (g, w)) € A.

A con£guation of P is anelementof P x I'*. To P we associat@ uniquetransitionsystemZp whosestatesare
con£gurationsf P, therootis {qo, w), andthetransitionrelationis theleastrelation— satisfyingthe following:

(p,a) — {q,v) = (p,aw) — (q,vw) for everyw € T*

Without lossof generalitywe requirethatw is never removedfrom the stack,i.e., wheneer (p, w) — (g, w) thenw
is of theform vw.

Pushdavn systemscan be conveniently usedas a model of recursve sequentiaprograms. In this setting, the
(abstracted$tackof activationrecordsincrease#f anew procedures invoked,anddecreases thecurrentprocedure
terminates. In particular it meansthat the height of the stackcanincreaseat mostby onein a single transition.
Thereforefrom now onwe assumehatall pushdevn systemave work with have this property Thisassumptioroes
not inauencethe expressive power of pushdavn systemsput it hassomeimpacton the compleity analysiscarried
outin Section3.1.

3 LTL onpushdownn systems

LetP = (P,T, A, q,w) beapushdevn system,p anLTL formula,andv: At — 27> avaluation. We dealwith
thefollowing variantsof the modelcheding problem

() Themodelcheckingproblemfor theinitial conf£gurationdoes(qy,w) E” ¢ ?

(I Theglobalmodelcheckingproblem:compute(a £nite descriptionof) the setof all conEgurations;eachabler
not, thatviolate .

(1 Theglobalmodelcheckingproblemfor reachableon£gurationscompute(a £nite descriptionof) the setof all
reachableon£gurationshatviolate .

In this paperwe useso-calledP-automatato encoden£nite setsof conf£guration®f a pushdevn systemP. As we
shall see,in somecaseswe cansolve the problems(ll) and (Ill) by computingP-automatarecognizingthe above
de£nedsetsof conEgurations.

De£nition 3.1 LetP = (P,T', A, qo,w) bea pushdowrsystemA P-automatoris atuple A = (Q, T, 4, P, F') whee
Q is a £nite setof statesT (i.e., the stadk alphabetof P) is the input alphabetd: Q x I' — 2% is the transition
function, P (i.e., the setof contol locationsof P) is the setof initial statesand F' C @ is a £nite setof accepting
states We extendd to elementof @ x '™ in the standad way. A con£guation (p, w) of P is recognizedby A iff
§(p,w) N F #£ .



In general,all of the abore mentionedvariantsof the model checkingproblemare undecidable- if thereare no
‘effectivity assumptionsaboutvaluations(i.e.,if avaluationis anarbitrary functionv: At — 2F*T") onecaneasily
expressundecidablepropertiesof pushdevn con£gurationgust by atomic propositions. Therefore,we searchfor
‘reasonable’restrictionswhich do not limit the expressie power too much but allow to constructefEcient model-
checkingalgorithmsatthesametime. For example we canrestrictourselhesto thosevaluationsvhich arecompletely
determinedy associatingatomicpropositionsvith subset®f P x T" (seee.g.,[2, 6]).

De£nition 3.2 Let? = (P,I", A) bea pushdowrsystemf: (At x P) — 2! afunction.A simplevaluationv: At —
2P*T" (specifedy f) is defnedasfollows: v(A) = {(p,aw) | a € f(A,p),w € T*}.

In otherwords, (in)validity of anatomicpropositionin a givencon£guratiordepend®nly onits controllocationand
thetopmoststacksymbol(in our framewnork, we aremainly interestedn reachablecon£gurationsvherethe stackis
alwaysnonempty).Consequentlyif we aregivena pushdavn systemP, anLTL formula, anda simplevaluation
v, we caneasilysynchronizeP with a Blichi automatorwhich recognizesxactly the modelsof -, reducingthe
model-checkingroblemto the problemwhethera givenBiichi pushdaevn systemhasanacceptingun[2, 6]. Here, it
is crucialthatatomicpropositionsareevaluatedin a completely'static’ way becaus®therwisewe could not perform
theaforementionedynchronization.

In our paper we proposea more generalkind of valuationswhich are encodedby £nite-stateautomata. We
adwocatethis approachin the next sectionsby providing several examplesof its applicability to practicalproblems;
moreaover, we shawv thatthis techniqueoftenresultsin ratherefEcient(or, at least,essentiallyoptimal) algorithmsby
presentingelevantcomplexity results.

De£nition 3.3 Let P = (P, T, A, qo,w) be a pushdowrsystem,f a functionwhich assignsto ead pair (A, p) of
At x P a deterministicEnite-stateautomatonM?*, over the alphabetI” with a total transition function; we also
assumehattheinitial stateof MY, is notaccepting A regularvaluationv: At — 2P*I" (specifedy f) is defnedas
follows: v(A) = {{p,w) | w? € L(M?%)} where w” denoteshereverseof w.

Hence anatomicpropositionA is valid in acon£guration(p, w) iff theautomaton\?, entersa£nalstateafterreading
the stackcontentshottom-up.As we shall see the requirementhat M?, is deterministicis rathernaturalandhasan
importantimpacton compleity analysis.Theassumptiorthattheinitial stateof AM?, is notacceptingsimplifesour
next constructions- aswe alreadymentionedye areonly interestedn reachableon£gurationsvhereit is impossible
to emptythe stack.Hence this assumptiordoesnot bring ary ‘real’ restrictionsfrom a practicalpoint of view.

3.1 Model-Checkingwith Regular Valuations

The variantsof the modelcheckingproblemde£nedn the previous sectionhave beenconsideredn [6] for simple
valuations.Thefollowing theoremsaretakenfrom there:

Theorem3.1 LetP = (P, T, A, qv,w) bea pushdowrsystemyp an LTL formula,andv a simplevaluation.Let B be
a Buchi automatorfor —p. Thenonecancompute

e aP-automatoriR with O(| P|+ |A]) statesand O(|P| - |A| - (| P|+]A)) transitionsin O(| P| - |A|- (| P] + |A))
timeandspacesud that R recaynizesexactlythereahablecon£guationsof P;

e aP-automatonA of sizeO(|P|-|A|-|B|?) in O(|P]?-|A| - |B|?) timeusingO(| P| - |A| - |B|?) spacesud that
A recaynizesexactlythosecon£guations (p, w) of P (readableor not) sud that (p, w) =¥ ¢;

e a P-automatond’ of sizeO(|P| - |A] - (|P| + |A)? - |B|?) in O(|P| - |A] - (|P| + |A])? - |B|?) time using
O(|P|-|A|- (|P| + |A])? - |B|?) spacesuch that A’ recaynizesexactlythosereacablecon£guations (p, w) of
P sud that (p, w) = .

Theorem3.2 LetP = (P, T, A, qv,w) bea pushdowrsystemyp anLTL formula,andv a simplevaluation.Let B be
a Buchi automatonwhich correspondgo —¢.

e Problemg(l) and(ll) canbesolvedin O(|P|? - |A| - |B]?) timeand O(|P| - |A| - | B|?) space



e Problem(lll) canbesolvedin eitherO(|P|- |A]- (|P|+|A])?-|B|?) timeand O(|P| - |A| - (|P|+|A|)? - |B|?)
spaceor O(|P|* - |A]- ([P| +|A]) - |B?) imeand O(|P|* - |A] - (| P| + |A]) - [B|?) space

Our aim hereis to designefEcientmodelcheckingalgorithmsfor regular valuations.We showv thatonecanactually
build ontop of Theorem3.1.

For the restof this sectionwe £x a pushdavn systemP = (P, T, A, qq,w), an LTL formula ¢, anda regular
valuationv. TheBuichiautomatorwhich correspond$o —¢ is denoteobylS’ (R 24t 0,10, G). Let {Ay,..., Ay}
bethesubsebf atomicpropositionsvhich appeain ¢, andletMpi =(QVT,dl,s Z,Fp) bethedeterministicEnite-
stateautomatorassociatedo (A;, p) forallp € Pandl <i < n. Obser‘e thatwe donotrequirethe M% 4, automata
to be pairwisedifferent;aswe shall seein Section4.2, thereare several ‘safety’ problemswhich canbe reducecdio
the model-checkingroblemfor pushdevn systemsandthe LTL logic with regularvaluations.In this case mary of
theMii automataareidenticalandthis fact substantiallyinauenceghe compleity. For simplicity, we assumehat
wheneeri # j orp # ¢, thenthe Mp andMq automataareeitheridenticalor have disjoint setsof states.Let
{My,..., M, } bethesetof all M¥ automatavherel <i < nandp € P, andlet ); bethesetof statesof M;
for eachl <j<m. TheCarteS|arproduct]_[1<]<m Q; is denotedoy States. For giveni € States, p € P, and
1 <i < n, wedenoteby ' theelementof Q¥ whichappearsn 7 (obsere thatwe canhave evenlf i1 #£jor
p # q). Thevectorof initial stateqi.e., the only elementof States whereeachcomponents aninitial stateof some
M, ) is denotedby 5. Furthermorewewrite £ = g(7, a) if i = of (%, a) forall 1 < i < n,p € P. Now wepresent
andevaluatetwo techniquedor solvingthe modelcheckingproblemswith P, ¢, andv.

Remark 3.1 (0On the complexity measures) The sizeof an instanceof the model-tiedking problemfor pushdown
systemsand LTL with regular valuationsis givenby |P| + |v| + |¢|, whee |v| is the total size of all employed
automata.However, in practicewe usuallywork with smallformulaeand a small numberof rather simpleautomata
(seeSectiond); therefore, we measue the compleity of our algorithmsin |B| and |States| ratherthanin || and |v|
(in generl, B and States canbe exponentiallylarger than ¢ andv). Thisallowsfor a detailedcompleity analysis
whoseresultsbettermatd thereality becausé5| and|States| stayusually‘small’. Thisissueis discussedn greater
detail in Section5 where we provide somelower boundsshowingthat all algorithmsdevelopedn this paperare also
essentiallyoptimalfromthe point of view of worst-caseanalysis.

Techniquel — extendingthe £nite control

Theideabehindthis techniqueis to evaluatethe atomicpropositionsA, . .., A,, ‘on theay’ by storingthe (product
of) M% automatan the £nite control of P and updatingthe vectorof statesafter eachtransitionaccordingto the
(local) changeof stackcontents. Note that herewe corveniently usethe assumptionshat the A%, automataare
deterministic,have total transitionfunctions,and readthe stackbottom-up. However, we also needone additional
assumptiorio make this constructionvork;

Eachautomaton/\/lﬁi is alsobadkward deterministici.e., for everyu € Q¥ anda € T thereis at most
onestatet € Q¥ suchthato? (¢, ) = u.

Notethatthis assumptions truly restrictive —therearequite simpleregularlanguagesvhich cannotberecognizedy
£nite-stateautomatavhich arebothdeterministicandbackwarddeterministiqasanexamplewe cantake thelanguage
{a’|i > 0}).

We de£nea pushdevn systemP’ = (P',T,A’,q),w) where P’ = P x States, ¢, = (qo, (5,w)), and the
transitionrules A’ aredeterminedasfollows: ((p ,”) a) —' {(q, @), w) iff thefollowing conditionshold:

e (p.a) = (qw),
e thereist € States suchthatg(t, o) = ¥ andg(t, w™) = .

Obsere thatdueto the backward determinismof M?%, thereis at mostone? with the above statedproperties;and
thanksto determinismof M?, we furtherobtalnthatfor given (p, o) — (g, w) and7 € States thereis at mostone
i € States suchthat((p, 7), > "{(q, @), w). Fromthisit fOllOWSthat|A'| = |A| - |States].

A con£guration((q, 7), w) of P’ is consistentff 7 = (3, w!) (remembetthat 5 is the vector of initial states
of M¥, automata).In otherwords, ((¢,7), w) is consistentff i ‘rezects’the stackcontentsw. Let (p,w) bea
con£gurat|0nof P and ((p,7),w) be the (unique)associatectonsistentton£gurationof P’. Now we canreadily
con£rmthat



(A) if (p,w) — (q,v), then((p, ), w) — {((q,@),v) where((q, @), v) is consistent;
B) if ((p, ™), w) — ((¢,%),v), then((q, &), v) is consistenand (p, w) — (g, v) is atransitionof 7.

As theinitial confguratiorof P’ is consistentwe see(dueto (B)) thateachreachableon£guratiorof P’ is consistent
(but not eachconsistentcon£gurationis necessarilyeachable).Furthermoredueto (A) and(B) we alsohave the
following:

(C) let (p,w) be a conEgurationof P (not necessarilyeachableandlet ((p, ), w) be its associatedonsistent
con£guratiorof P’. Thenthepartsof 7p» and7»: which arereachabldrom (p, w) and{(p, ), w), respectrely,
areisomorphic.

Theunderlyingfunction f of thesimplevaluation.’ is defnedoy

. r it er’
f(Ai, (p,7) = { ¢ otherwise

forall1 <i <mn,(p,7) € P’. Now it is easyto see(dueto (C)) thatfor all p € P andw € T"* we have

(pow) B ¢ = ((p,7),w) E o wherer = g(3,w™) 1)

During the constructionof P’ we obsered that |P’| = |P| - |States| and |A’| = |A] - |States|. Applying
Theorem3.2 naively, we obtainthat using Techniquel, the model-checkingproblems(l) and (Il) canbe solvedin
cubictime andquadraticspace(w.r.t. | States|), andthat model-checkingproblem(lll) takeseven quadrictime and
space However, closeranalysisrevealsthatwe cando mud better

Theorem 3.3 Techniquel (extendingthe£nitecontmwl) givesusthefollowing boundsonthemodelcheding problems
with regular valuations:

1. Problemg(l) and(ll) canbesolvedin O(|P|? - |A| - |States| - |B|*) timeand O(| P| - |A| - | States| - | B|?) space

2. Problem(lll) canbesolvedin eitherO(|P|-|Al-(|P|+|A[)?-|States|-|B|?) imeand O(| P|-|Al- (| P|+|Al)?-
|States|-|B|?) spaceor O(| P|3-|A|-(| P|+|Al)-|States|-|B[?) timeand O(|PJ3-|A|-(|P| +|A])- | States|| B|?)
space

In otherwords,all problemsake only linear (!) timeandspacen |States|. Proof: WesaythataP’-automatoris well-
formediff its setof statess of theform Q x States whereQ is asetsuchthatP C Q. A transition((p, ), a, (p', @)) of
awell-formedP’-automatoris consisten{w.r.t. g) iff g(i, o) = . A P’-automatoris consistentff it is well-formed
andcontainsonly consistentransitions.

For the proof we revisit the algorithmspresentedn [6]. Algorithm 1 shavs the computationof pre* from [6],
restatedor thespecialcaseof consistenf’-automataWe £rstshov thatcomputatiorof pre* upholdstheconsisteng
of a’P’-automaton.

Lemma 3.1 Whenreceivinga consistent?’-automatorasinput, Algorithm 1 will outputa consistenf?’-automaton.

Proof: RecallthatAlgorithm 1 implementgshe saturatiorprocedureof [2], i.e., all additionsto the automatorcorre-
spondto thefollowing situation:

If ((p,i0),a) — ((p/, @), w) in A" and(p’, @) —(q, @") in the currentautomatonthenadda transition
((p. @), v, (q,7")).

From the existenceof the transitionrule in A’ we know thatthereexists # € States suchthat g(f,a) = @ and
o(t,w?) = @'. Providedthatthe automatoris consistentwe know that g(ii”’, w?) = @’. Exploiting the backward
determinismwe gett = 4", andhencethe addedransitionis consistent. O

Thefactthatthe algorithmonly hasto dealwith consistentransitionsnauenceshe compleity analysis:

Lemma 3.2 Givena consistenf?’-automatonA = (Q x States, ', §, P x States, F), we cancomputepre*(L(.A))
in O(|Q|? - |Al - |States|) timeand O(|Q| - |A| - |States| + |§|) space



Algorithm 1

Input: apushdovn systentP’ = (P x States,T', A, qp,w);
aconsistent?’-automatond = (Q x States,T',§, P x States, F)

Output: thesetof transitionsof A,

1 rel «— 0; trans «— &; A" — 0;
2 forall ((p,i),a) — ((p,u'),e) € A’ do trans — trans U {((p, @), o, (p, @) };
3 while trans # 0 do

4 popt = ((¢, ), (¢, ")) fromtrans

5 if t ¢ rel then

6 rel «— rel U {t};

7 for all ((p1, 1), 1) — ((q,%),a) € (A’ UA") do

8 trans «— trans U {((p1,41), a1, (¢, @'))};

9 for all ((p1,%1), 1) — ((¢, 1), axaz) € A’ do

10 A" — A" UA{{(p1,U1), a1) — ((¢', &), az2) };
11 for all ((¢/, @), aq, (¢",d")) € rel do
12 trans — trans U {((p1, 1), a1, (¢",d"))};

13 returnrel

Proof: A completeprooffor thegenerakasegdiscussinglatastructuresandotherdetailsis givenin [6]. Herewe just
point outtheimportantdifferencedor the specialcaseof consistenautomata.

e Line 10will beexecutedoncefor every combinatiorof arule ((p;, 1), 1) — ((g, i), aaz) anda(consistent)
transition((q, @), «, (¢’, @')). Sincew’ is thesinglestatefor which g(@’, o) = @ holds,thereareO(|A’|-|Q|) =
O(|Q] - |A| - | States|) suchcombinationsThus,thesizeof A” isalsoO(|Q| - |A| - |States]).

e For theloop startingatline 11, (¢, @) anda, (andhencei”’) are£xed,soline 12 is executedO(|Q|? - |A| -
|States|) times.

e Line 8is executedoncefor every combinationof rules{(p;, @), a1) — {(¢, @), &) in A’ U A” andtransitions
((q,1), , (¢, i@")). Sincethesizeof A” is O(|Q|-|A|-|States|) andi’ is uniquewehave O(|Q|?-|A|-|States|)
suchcombinations. O

Lemma 3.3 Therepeatingheadsof the productof P’ and B canbe computedn O(|P|? - |A| - | States| - |B|?) time
andO(|P| - |A| - | States| - |B|?) space

Proof: (analogouso [6]) The algorithm £rst computesthe set pre*({ (p,e) | p’ € P’ x R}). Sincethis set
canberepresentetby a consistenautomatonwith |P| x |R| x |States| mary statesandno transitions this stepis
boundedby the aforementionedimitations on time and space. From the resultsa headreachabilitygraphof size
O(|P|-|A|-|States|-|B|?) is constructedTo £ndtherepeatincheadsyve identify the stronglyconnecte¢omponents
of thatgraphwhich takestime linearin its size. )

We cannow concludethe proof of Theorem3.3. The stepsrequiredto solve the model-checkingproblemsareas
follows:

e Computethe setof repeatingheadsRH of the productof P’ and B. Accordingto Lemma3.3, this takes
O(|P|?-|Al-|States|-|B|?) imeandO(| P|-|A|-| States|-|B|*) spaceandwehave | RH | = O(|A|-|States|-|B]).

e ConstructanautomatonA acceptingexactly the consistensubseiof RHT™. Take A = (((P x R) U {s}) x
States, I, 6, P x {ro} x States, {(s, §)}). For everyrepeatinchead{(p, r, @), «), addto ¢ theuniquetransition
((p,r, @), (s,4")) with g(@’, o)) = 4. For everytriple (@, o, @) suchthatg(u’, ) = @ addto § thetransition
((s,), a, (s,@")). Thereareat mostO(|States| - |T'|) € O(|A| - |States|) suchtriples. This automatonis
consistenandhasO(|P| - | States| - |B|) statesandO(|A| - | States| - | B|) transitions.

e Computetheautomatond’ = (((P x R) U {s}) x States, T, &', P x {ro} x States, {(s, 8)}) correspondingo
pre*(L(A)). Accordingto Lemma3.2,thistakesO(| P|2-|A|-|States|-|B|?) timeandO(| P|-|A|-|States|-|B|?)
space (Recallthatthesizeof 5 is alsoafactorin the sizeof the producttransitionrules.)



e Dueto Lemma3.1, A’ is consistenandacceptonly consistenton£gurations Accordingto Proposition3.1
in [6] we have ¢ [ ¢ for every confgurationin L(A’). Accordingto (1), we thenhave (p,w) £
for every ¢ = ((p, @), w) in L(A"). Hence,we cansolve the problem(ll) by modifying A" slightly; let A"
be the automatond” = (((P x R) U {s}) x States U P,T",8", P,{(s,5)}) whered” = & U {(p,a,q) |
((p,r,10),c,q) € 6" }. Problem(l) is solved by checkingwhether(qo,w) € L(A”). Sincenoneof the steps
requiredto computeA” takesmorethanO(|P|? - |A] - | States| - |B|?) time andO(| P| - |A| - |States| - |B|?)
spacethe£rstpartof ourtheoremis proven.

e To prove the secondpartwe simply needto synchronised” with the automatoriR which recognizesll reach-
ablecon£gurationsComputingR takesO(|P| - |A] - (|P| + |A])) time andspaceaccordingto Theorem3.1.
The synchronizations performedasfollows: For all transitions(p, «, p’) of A" and(q, a, ¢') of R we adda
transition((p, q), «, (p, ¢’)) to the product.A straightforvard procedurehowever would give usahigherresult
thannecessaryWe cando betterby emplgying the following trick from [6]: £rstall transitions(q, «, ¢') of
R aresortedinto bucketslabelledby «. Theneachtransitionof .4” is multiplied with the transitionsin the
respectie bucket. As R hasO(|P| + |A|) stateseachbucket containsO((|P| + |A])?) items. Hence,the
productcanbe computedn O(|P| - |A] - (|P] + |A])? - |States| - |B|?) time andspace Alternatively, we can
sortthetransitionsof A" into bucketsof size O(|P|* - | B|? - | States|) (exploiting the consisteng of |.A”[) and
constructheproductin O(|P|? - |A| - (|P| + |Al) - | States| - |B|?) time andspaceIf we addthetime andspace
whichis neededo construct4” andR, we gettheresultsstatedn the secondpartof Theorem3.3. O

Technigue2 — extendingthe stack
An alternatve approacho model-checkingvith regularvaluationsis to storethe vectorsof States in the stackof P.
Thistechniquevorkswithoutary additionallimitations,i.e.,we do not needthe assumptiorof backwarddeterminism

of M} automata.
We de£nea pushdevn systentP’ = (P,TV, A/, qo,w’) wherel” = T' x States, v’ = (w, §) wheres'is the vector
of initial statesof M”) automataandthesetof transitionrules A’ is determinecasfollows:

o (p, (7)) =" {g,6) <= (p,a) = (q:€)
o (p, (7)) =" {q,(B,7) <= (p,a) = (q,5)
o (p, (7)) =" {q,(B,9) (7, 7)) < (p,a) = (q,B7) N = a(,7)
Intuitively, thereasorwhy we do not needthe assumptiorof backwarddeterminisirin our secondapproachis thatthe

stackcarriescompleteinformationaboutthe computationahistory of the/\/lii automata.

A con£guration(q, (ak,r(_/%)) e (ahr(_i))) is calledconsisteniff rﬁ) = Fandr(j + 1) = §(r(3'), a;) for all
1<) <k
Theunderlyingfunction f of the simplevaluation.’ is def£nedoy

f(Ai,p) = {(avﬂ | ael, Qf(f?7a) € qu}

Itis easyto seethat (¢, ax -+ on) [ ¢ <= (¢, (o, (k) -+ (e, (1)) ' o where(g, (g, r(B) -+~ (a1, (1))
Is consistent.

Theorem 3.4 Tedhnique2 (extendingthestad) givesusthesameboundsonthemodelcheding problemswith regular
valuationsas Techniquel, i.e.:

1. Problemg(l) and(ll) canbesolvedin O(|P|? - |A| - |States| - |B|?) timeand O(| P| - |A| - | States| - | B|?) space

2. Problem(lll) canbesolvedn eitherO(|P|-|A|-(|P|+|Al)?-|States|-|B|*) timeand O (| P|-|A|- (| P|+|Al)?-
|States|-|B|?) spaceor O(| P|*-|A|-(| P|+|Al)-|States|-|B?) timeand O(|PJ?-|A|-(|P| +|A])- | States|| B|?)
space



Proof: Since|A’| = |A] - |States| (herewe usethe factthateachM?”, is deterministic),we can computea P-
automatonD = (D,I",v, P,G) of size O(|P| - |A| - |States| - |B|?*) in O(|P|? - |A| - |States| - |B|*) time and
O(|P|-|A| - |States| - |B|?) spacesuchthatD recognizesll con£gurationsf P’ which violate o (seeTheoren3.1);
then,to solve problem(l), we justlook if D acceptsqy,w’).

The problemwith D is thatit canalso acceptinconsistentcon£gurationof P’. Fortunately it is possibleto
performakind of ‘synchronization'with the reversed/\/lii automata.We defneA = (Q.T, 4, P, F') where@ =
(D x States) U P, F = G x {5}, andd is deE£nedasfollows:

o if ¢ “7 hisatransitionof 7, thens containsatransition(g, ) —% (h,7) wheref = 3(7, a):

o if (p,7) 5 (g.1), p € P,isatransitionof §, thenp = (g, 1) is alsoatransitionof &.

Notice that A is the samesizeasD sincein every transitioni is uniquely determinecby 7 and .. Now, for every
conf£gurationp, (a, r(k)) - - - (ag,r(1))), onecaneasilyprove (by inductionon k) that

— — — —

v(p, (ak, (k) --- (o1, 7(1))) = gwherer(j + 1) = g(r(j),a;) forall 1 < j < k

iff

5((p, ™), - - 1) = (q,r(1)) wherer = g(r(k), ax).
Fromthis we immediatelyobtainthat.4 indeedacceptexactly thosecon£guration®f P whichviolate . Moreover,
the sizeof A andthe time and spaceboundsto computeit arethe sameasfor D which provesthe £rst part of the
theorem.

To solve problem(lll), onecantry outthesamestratgiesasin Theorem3.3. Again, it turnsoutthatthe mostefg-
cientwayis to synchronize4 with theP-automatorik whichrecognizesll reachableon£gurationsf P. Employing
thesamerick asin Theoren3.3(i.e., sortingtransitionsof R into bucketsaccordingo theirlabels) we obtainthatthe
sizeof A'isO(|P|-|A|-(|P|+|Al)?-|States|-|B|?) andit canbecomputedn O(| P|-|A|- (| P|+|Al)?-|States|- |B|?)
timeusingO(|P|- |A| - (|P|+]A|)? - | States| - |B|?) space Usingthealternatie method(sortingtransitionsof A into
bucketsinsteadandexploiting determinism)wve getanautomatorof size O(| P2 - |A| - (|P| + |A|) - | States| - |B|?)
in O(|P]2 - |A] - (|P| + |A]) - |States| - |B]?) in timeandO(|P|? - |A] - (|P| + |A|) - | States| - |B|?) space. 0

4 Applications

4.1 Inter procedural Data-Flow Analysis

Pushdavn systemspraovide a very naturalformal modelfor programswith recursve proceduresHence,it shouldnot
be surprisingthat efEcientanalysistechniquedor pushdevn automatacanbe appliedto someproblemsof interpro-
ceduraldata-oav analysis(see,e.g.,[7, 11]). Herewe brieay discussthe cornvenienceof regular valuationsin this
applicationarea.We do notpresentiry detailedresultsaboutthecompleity of concreteproblemspecausé¢hiswould
necessariljeadto a quite complicatedandlengtty developmentwhich is beyondthe scopeof our work (thoughthe
associateduestionsreveryinterestingontheirown). Ouraimis justto provide corvincing agumentsemonstrating
theimportanceof thetechnicalresultsachiezedin Section3.

A standardvay of abstractingecursie programdor purpose®f interproceduratiata-cev analysist to represent
eachprocedureP by its associatedowgraph Intuitively, theaow graphof P is alabelledbinarygraphwhosenodes
correspondo ‘programpoints’, andanarcn — n’ indicatesthat the control cow is shifted from the point n to
n’ by performingthe instructionc. The entry andexit pointsof P are modeledby distinguishedhodes. To avoid
undecidabilitiesthe if-then-else commandandrelatedinstructions)are modeledby nondeterminismi.e., there
canbe severalarcsfrom the samenode. Moreover, therearespecialarcswith labelsof theform call @ (args) which
modelprocedurecalls (whereargs is a vectorof termswhich are passedasparameters)Flow graphscanbe easily
translatedo pushdavn systems;astransitionsof pushdavn systemsare not labelled,we £rst performa ‘technical’
modi£catiorof themow graph replacingeacharcn —— n’ wheren is anondeterministinode(i.e.,anodewith more
thanonesuccessoy two arcsn — n’”” —— n’ wheren” is anew nodeande is a‘dummy’ instructionwithoutary
effect. This allows to associatehe instructionof eacharcn —= »’ directly to n (somenodesareassociatedo the
dummyinstruction).Now supposehereis arecursve systenof procedured™, ... ., P,, S, whereS is adistinguished



startingprocedurewhich cannotbe calledrecursvely. Their associatedion graphscanbetranslatedo a pushdavn
automatorin thefollowing way:

o for eachnoden of eachaowgraphwe introducea freshstacksymbol X ,,;

e for eacharcof theformn - n’ weaddarule (-, X,,) — (-, X,./), where- is the (only) controllocation;

o for eacharcof the form n “““ 2% 7 \we addthe rule (- X0) = (-, Qentry Xn') WhereQ ., is the stack

symbolfor theentrynodeof (theaow graphof) Q. Obsenethatonecanalsopushspecialsymbolscorrespond-
ing to argumentdf needed;

o for eachprocedureP differentfrom S we addtherule (-, P..;:) — (-, <), whereP,,;; correspondso the exit
nodeof P. For thestartingprocedureS we addtherule (-, S¢yit) < (-, Sexit)-

In otherwords,the top stacksymbolcorrespondso the currentprogrampoint (andto theinstructionwhich is to be
executed),andthe stackcarriesthe informationaboutthe history of activation calls. Now, mary of the well-knovn
propertiesof data-cav analysis(e.g.,livenessreachability very businessavailability) canbe expressedn LTL and
verifedby a model-checkingalgorithm (in somecaseghe above presentectonstructionof a pushdevn automaton
must be modi£edso that all necessarynformationis properly recected- but the principle is still the same). For
example,if we wantto checkthata givenvariableY” is deadat a given programpointn (i.e., whenerer the program
pointn is executedjn eachpossiblecontinuationwe have thatY” is eithernotusedor it is rede£nedeforeit is used),
we canmodel-checkheformula

O(top,, = ((—usedy U defy) V (O-usedy)))

in the con£guratiory-, Scnsry ), Whereusedy, usedy, and defy areatomic propositionswhich arevalid in exactly
thosecon£gurationsvherethetopmoststacksymbolcorrespond$o the programpointn, to aninstructionwhich uses
thevariableY’, or to aninstructionwhichde£nes’, respectiely. Evenin this simpleexample we canseethatregular
valuationsareindeeduseful-if we have alanguagewith dynamicscoping(e.qg.,LISP),we cannotresolhe to whichY
theinstructionY := 3 ataprogrampointn refersto without examiningthe stackof activationrecordgthe Y refersto
alocalvariableY of thetopmostproceduran the stackof activationrecordswhich declarest). So,usedy anddefy
would beinterpretedoy regularvaluationsn this case.

Theexampleabore is quite simple. The ‘real’ power of regularvaluationswould becomeapparentn a context of
morecomplicatedproblemswherewe needto examinecomple relationshipsamongdynamicallygatheredoiecesof
information. Thisis oneof the subjectof intendedfuture work.

4.2 Pushdonvn Systemswith Checkpoints

Another areawherethe resultsof Section3.1 £nd a naturalapplicationis the analysisof recursve computations
with local securitychecks. Modern programminglanguagesontainmethodsfor performingrun-timeinspections
of the stackof activation records,and processegan thus take dynamicdecisionsbasedon the gatheredinforma-
tion. An exampleis the classAccessController implementedn Java DevelopmentKit 1.2 offering the method
checkPermission which checkswhetherall methodsstoredin the stackaregranteda givenpermission.If not, the
methodrisesanexception.

We proposea (rathergeneralformal modelof suchsystemsalledpushdowrsystenwith chedkpoints Our work
was inspired by the paper[10] which dealswith the sameproblem. Our modelis more general,however. The
modelof [10] is suitableonly for checkingsafetypropertiesdoesnot modeldata-cav, andforbids mutuallyrecursve
procedurecalls whereasour modelhasnoneof theserestrictions.Propertiesof pushdevn systemswith checkpoints
canbeexpressedn LTL andwe provide anefEcientmodel-checkinglgorithmfor LTL with regularvaluations.

De£nition 4.1 A pushdevn systemwith checkpointss atriple C = (P, &, n) whee
e P=(PT,A,qy,w)isapushdowrsystem,

e ¢ is a functionwith domainD C P x I which assignsto ead pair (p,«) € D a deterministicEnite-state
automatonM? = (QP,T, 62, s, FP). For technical corveniencewe assumehat 42 is total, s2 ¢ FE, and
L(M?E) C {wa | w € T*}. Elementf D are called checkpoints
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e n: A — {+,—,0} is a functionwhich partitions the setof transitionrules into positive, negative, and inde-
pendentones. We require that if (p, @) is not a chedpoint, thenall rules of the form (p,a) — (q,v) are
independent.

The function , determinesvhethera rule canbe appliedwhen an inspectionof the stackat a checkpointyields a
positive or negative result,or whetherit is independenof suchtests.Using positive andnegative rules,we canmodel
systemswhich perform if-then-else commandswherethe conditionis basedon dynamicchecks;hence these
checkscanbe nestedo anarbitrarylevel. Thefactthatarule (p, o) — (g, v) is positive, negative, or independenis
denoteddy (p, o) =+ (g, v), (p, @) =~ (g,v), or {p,a) = {q,v), respectiely.

To C we associate uniquetransitionsystemZ: wherethe setof stateds thesetof all confgurationsf P, (g, w)
is theroot, andthetransitionrelationis theleastrelation— satisfyingthefollowing:

o if (p,a) =+ (q,v), then(p, aw) — (g,vw) for all w € I'* s.t.wfa € L(MP);
o if (p,a) —~ {(q,v), then(p, aw) — (g,vw) forall w € I'* s.t.wfa & L(MP);
o if (p,a) =0 (g, v), then(p, aw) — (g, vw) for allw € I'*.
Somenaturalproblemsfor pushdevn processewith checkpointsarelistedbelow.
e Thereachabilityproblem:givena pushdaevn systemwith checkpointsis a givencon£guratiorreachable?

e The checkpoint-redundaggroblem: given a pushdevn systemwith checkpointsanda checkpoint(p, «), is
thereareachableon£guratiorwherethe checkpoint(p, «) is (or is not) satisEed?

This problemis importantbecauseedundantheckpointcanbe safelyremoved togetherwith all negative (or
positive) rules,declaringall remainingrulesasindependentThus,onecandecreas¢heruntimeoverhead.

e Theglobalsafetyproblem:givenapushdavn systemwith checkpointandaformulay of LTL, doall reachable
conf£gurationsatisfyp?

An efEcientsolutionto this problemallows to make ‘experiments’'with checkpointswith the aim of £ndinga
solutionwith a minimal runtimeoverhead.

Actually, it is quite easyto seethatall theseproblems(andmary others)canbeencodedy LTL formulaeandregular
valuations. For example,to solve the reachabilityproblem, we take a predicateA which is satisEedonly by the
con£gurationp, w) whosereachabilityis in question(the associatecdutomatonM?, haslength(w) statesandthen
we checktheformulaO(—A). Obsene thatthis formulain factsaysthat (p, w) is unreadable thereachabilityitself
is notdirectly expressiblein LTL (we canonly saythat (p, w) is reachablén everyrun). However, it doesnot matter
becauseave cansimply negatethe answerof the model-checkinglgorithm.

4.2.1 Model-CheckingLTL for Pushdovn Systemswith Checkpoints

LetC = (P,&,n) beapushdevn systemwith checkpointswhereP = (P,T, A, go,w). We defnea pushdavn
systemP’ = (P x {+,—,0}, ', A’ (q0,0),w) whereA’ is the leastsetof rulessatisfyingthe following (for each
T e {+7 770})1

o if (p,a) =T (g,v) € A, then((p,x),a) — ((¢,+),v) € A”;
o if (p,a) =7 (g,v) € A, then((p, z),a) — ((¢,—),v) € A%
o if (p,a) =0 (g,v) € A, then{(p,z),a) — ((q,0),v) € A’.

Intuitively, P’ behaesin the sameway asthe underlyingpushdaevn systemP of C, butit also‘rememberswhatkind
of rule (positive, negative, independentjvasusedto enterthe currentcon£guration.

Let v be aregularvaluationfor conEguration®f C with anunderlyingfunction f (seeDe£nition3.3), andlet ¢
beanLTL formula. Let Check, Neg, and Pos be freshatomicpropositionswvhich do not appearin ¢. We de£nea
function f’, whichis the underlyingfunctionfor aregularvaluation’ for confgurationsf P’, asfollows:

o if A€ At\ {Check, Neg, Pos},thenf’(A, (p,z)) = f(A,p) forxz € {+,—,0}
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o f'(Check,(p,z)) = Mforz € {+, —,0}, where M is the productautomatoraccepting J,, . s L(M?%) where
S ={a| (p,«a) isacheckpoint

e f'(Neg, (p,—)) = f'(Pos,(p,+)) = M, where M is aone-stateutomatoraccepting .

e f'(Neg,(p,0)) = f'(Neg, (p,+)) = f'(Pos, (p,—)) = f'(Pos, (p,0)) = M, whereM is aone-stateautoma-
tonaccepting.

Now we canreadily conErmthefollowing:

Theorem4.1 Let (p, w) bea confguation of C. We havethat
pw) Y o = ((0,0)w) " v = ¢
whee ¢ = O((Check => X (—~Neg)) A (= Check => X(—Pos))).
Proof: It sufEcesto realizethat
{p,w) = (po, wo) — (p1,w1) — (P2, w2) — (P, w3) — -
is anin£nite pathin 7¢ iff
((p.0), w) = ((po, z0), wo) — ((p1.21), w1) — ((P2,22), w2) — -+

is anin£nite pathin 7, satisfyingy (whereeachz; for i > 0 is either+, —, or 0; realizethatall z; aredetermined
uniquely). Indeed,y ensureghat all transitionsin the latter path are ‘consistent’'with possiblecheckpointsn the
former path. As all atomicpropositionswhich appearin ¢ areevaluatedidentically for pairs (p;, w;), {(p:, ), w;)
(seethede£nitionof f abave), we canconcludethatboth pathseithersatisfyor do not satisfy . O

The previoustheoremin fact saysthatthe model-checkingproblemfor LTL andpushdaevn systemswith check-
pointscanbe reducedo the model-checkingproblemfor LTL and‘ordinary’ pushdavn systems.As the formula )
is £xed andthe atomic propositionsCheck, Neg, and Pos areregular, we canevaluatethe compleity boundsfor
the resultingmodel-checkingalgorithm usingthe resultsof Section3.1. Let {A4,,..., A, } bethe setof all atomic
propositionswhich appearin ¢, andlet V' = {M,..., M,,} bethesetof all M) automata.Let States be the
Cartesiarproductof the setsof statesof all ME automataandtheautomataof V. Let B beaBuichiautomatorwhich
correspond$o —. Now we canstateour theorem(remembethat P is the setof controlstatesand A the setof rules
of theunderlyingpushdevn systemP of C).

Theorem 4.2 We havethe following boundson the modelcheding problemsfor LTL with regular valuationsand
pushdowrsystemsvith chedkpoints:

1. Problemg(l) and(ll) canbesolvedin O(|P|? - |A| - |States| - |B|?) timeand O(| P| - |A| - | States| - | B|?) space

2. Problem(lll) canbesolvedn eitherO(|P|-|A|-(|P|+|Al)?-|States|-|B|?) timeand O(|P|-|A|- (| P]|+|Al)?-
|States|-|B|?) spaceor O(|P]3-|A|-(| P|+|Al)-|States|-|B|?) timeand O(| P|3-|Al-(|P| +|A|)-| States|- | B|?)
space

Proof: We apply Theorem4.1, which saysthat we canequvalently considerthe model-checkingoroblemfor the
pushdevn systemP’, formula+y = ¢, andvaluationv’. First, let us realize that the Biichi automatonwhich
correspond$o —(¢) = ¢) canbe actuallyobtainedby ‘synchronizing’B with the Biichi automatorfor ), because
-(p = ¢) = Y A—p. Astheformulay is £xed thesynchronizatiorincreaseshesizeof B justby a constanfactor
Hence the automatorfor —(¢y = ¢) is asymptoticallyof the samesizeof 5. The samecanbe saidaboutthe sizes
of P’ and P, andaboutthesizesof A’ andA. Moreover, if we collectall automatan therangeof f’ (seeabove) and
considerthe statespaceof their product,we seethatit hasexactlythesizeof States becausehe automataassociated
to Pos and Neg have only onestate. O
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4.3 Model-checkingCTL *

In this section,we apply the model-checkingalgorithmto the logic CTL* which extendsLTL with existential path
quanti£catiorj4]. More precisely CTL* formulaearebuilt accordingto the following abstracsyntaxequation:

o u= tt[Al-plpiApa [ Ep | Xo | pr1U g2

whereA rangevertheatomicpropositionginterpretedsay by aregularvaluationrepresentetly a £niteautomaton
of size|States|).

For £nite-statesystems,model-checkingCTL* can be reducedto checkingLTL asfollows [5]: For a CTL*
formula ¢, call the path depthof ¢ the maximalnestingdepthof existentialpathquanti£erswithin ¢. Subformulae
of ¢ canbe checledin ascendingrderof pathdepth;subformulaeof theform £ ¢’ wherey’ is £-free arechecled
with an LTL algorithmwhich returnsthe setof statesS,, satisfyingy’. Then& ¢’ is replacedby a fresh atomic
propositionwhosevaluationyieldstrue exactly on S, andthe procedures repeatedor subformulaeof higherpath
depth. The methodcanbe transferredo the caseof pushdevn systemsyunningthe LTL algorithmon &£ ¢’ returns
anautomatonM.,,. We canthenreplace€ ¢’ by afreshatomicpropositionwhosevaluationis givenby M.... This
methodwasalreadyproposedn [9], but withoutary compl«ity analysis.

Let us review the compleity of this procedure. For the rest of this subsectiorEx a pushdevn systemP =
(P,T, A, qo,w). Givenan&-freeformulay, let B = (R, 24%, 7, ro, G) beaBiichi automatorcorrespondingo ¢, and
let |States| bethesizeof the/\/lﬁi automataencodingthe regularvaluationsof propositionan At.

Thealgorithmsfrom section3.1(in generalwe canonly useTechnique2) yield anautomatonM., which accepts
exactly the conf£gurationsatisfying€ . Obsere that M, is non-deterministicreadsthe stacktop-davn, andhas
O(|P] - |B| - | States|) states.We needto modify the automatorbeforewe canuseit asanencodingfor the regular
valuationof £ ¢. More precisely we needto reversethe automator(i.e. make it readthe stackbottom-up)andthen
determiniset. Reversaldoesnotincreasehe size,anddueto the determinisnmof Miq_ (in bottom-updirection)the
determinisatiorexplodesonly the* P x R part of thestatesi.e. we getanautomaton\1/, of sizeO(| States| - 2171 F1).

To checksubformulaeof higher pathdepthwe replace€ ¢ by a freshatomicpropositionA,,. With (A,,p) we
associatehe automaton/\/lfjlw which is a copy of M, wherethe set /5 of acceptingstatesis takenas { (¢, s) |
qe2P*E g 5 (p,1g),s € States }. The crossproductof thesenew automatawith the ‘old’ Mﬁi automateaakes
only O(|States| - 2P 1) statesagain; we needjust onecopy of the new automatonandall reachablestatesare of
theform ((q, s), s) whereq € 2% ands € States.

As we go up in pathdepth,we canrepeatthis procedure:First we producea deterministicvaluationautomaton
by taking the crossproductof the automatacorrespondinghe atomic propositionsand thosederived from model-
checkingformulae of lower path depth. Thenwe model-checkthe subformulacurrently underconsiderationand
reverseanddeterminisehe resultingautomaton By the previous argumentsgachdeterminisatioronly blows up the
non-deterministigpartof theautomatoni.e. aftereachstagethe sizeof the valuationautomatorincreasedy afactor
of 2IPI'Bil where; is a Buichi automatorfor the subformulacurrentlyunderconsideration.

With this in mind, we cancomputethe compleity for formulaeof arbitrary pathdepth. Let By, ..., B,, bethe
Buchi automatacorrespondingo the individual subformulaeof a formula ¢. Adding the times for checkingthe
subformulasandusingTheorem3.4 we getthatthe model-checkingprocedurdakesat most

n
.| States| - 2/F1Fi=a1Bil . Z |B¢|3>

i=1

o(|PP-1a

timeand .

(’)<P| Al | States| - 2P Fi= BTN |Bi|2>

=1

space Thealgorithmhenceremaindinearin both|A| and|States|. Thealgorithmof BurkartandStefen [3], applied
to CTL* formulaewhich arein the secondevel of the alternationhierarcly, would yield analgorithmwhichis cubic
in |A|. On the otherhand,the performanceof our algorithmin termsof the formulais lessclear In practice,it
would dependstronglyon the sizeof the Biichi automatdor the subformulaeandon theresultof the determinisation
procedures.
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5 Lower Bounds

In previous sectionswe establishedeasonably-lookingipperboundsfor the model-checkingproblemfor pushdaevn
systemgqErstwithout andthenalsowith checkpointsiandLTL with regularvaluations.However, the algorithmsare
polynomialin |P| + |States| + |B|, andnotin the size of probleminstancewhich is (aswe alreadymentionedin
Remark3.1) |P| + |v| + |¢|. In Remark3.1 we alsoexplainedwhy we usetheseparameters- it hasbeenargued
thattypical formulae(andtheir associate®iichi automatajpresmall, hencethe sizeof 5 is actuallymorerelevant(a
model-checkingalgorithmwhosecompleity is exponentialjust dueto the blowup causedoy the transformatiorof
v into B is usuallyefEcientin practice). The samecanbe actually saidabout|States| — in Section4 we have seen
thatthereareinterestingpracticalproblemswherethe sizeof | States| doesnot explode. Neverthelessfrom the point
of view of worst-casenalysis(wherewe measurghe compleity in the sizeof probleminstance)ur algorithmsare
exponential A naturalquestionis whetherthis exponentialblowup is indeednecessaryi.e., whetherwe could (in
principle) solve the model-checkingroblemsmoreefEciently by some'better’ technique.In this sectionwe shaw it
is not the case pecausall of the consideregroblemsareEXPTIME -hard(evenin ratherrestrictedforms).

We startwith the naturalproblemsfor pushdevn systemswith checkpointsmentionedn the previoussection(the
reachabilityproblem,the checkpointredundang problem,etc.) All of them canbe (polynomially) reducedto the
model-checkingroblemfor pushdavn systemswith checkpointaandLTL with regular valuationsandthereforeare
sohablein EXPTIME . The next theoremsaysthatthis stratyy is essentiallyoptimal, becauseventhe reachability
problemprovably requiresexponentialtime.

Theorem 5.1 Thereadability problemfor pushdowrsystemsvith chedpoints(evenfor thosewith just threecontrol
statesandno nggativerules)is EXPTIME-complete

Proof: Themembershigo EXPTIME follows from Theorend.2. We shav EXPTIME -hardnesdy reductionfrom
the acceptanc@roblemfor alternatingLBA (which is known to be EXPTIME -complete).An alternatingLBA is a
tupleM = (Q, %, 4, o, F, 1, p) whereQ, 3, 4, qo, I, and- arede£nedasfor ordinarynon-deterministi¢. BA (+ and
- aretheleft-endandright-endmarlkers,resp.),andp: Q — {V, 3, acc, rej } is a functionwhich partitionsthe states
of @ into universal, existential accepting andrejecting respectrely. We assumdw.l.0.g.) thatd is de£nedso that
‘terminated’con£gurationgi.e., the onesfrom which thereareno further computationabteps)areexactly accepting
andrejectingcon£gurationsMoreover, we alsoassumehat M alwayshaltsandthatits branchingdegreeis 2 (i.e.,
eachcon£guratiorhasat mosttwo immediatesuccessors)A computationaltreefor M onaword w € X* is ary
(Enite)treeT satisfyingthefollowing: theroot of T is (labeledby) theinitial conEgurationyo-w- of M, andif N is
anodeof M labelledby a conf£guration.quv whereu, v € %* andq € @, thenthefollowing holds:

o if g isacceptingor rejecting,thenV is aleaf;

o if ¢ is existential,then N hasonesuccessowhoselabelis somecon£guratiorwhich canbereachedrom wugv
in onecomputationabktep(accordingto 6);

e if g is universal,then N hasm successorarherem < 2 is the numberof con£gurationsvhich canbereached
from uqv in onestep;thosecon£gurationgreusedaslabelsof the successors one-to-ondashion.

M acceptsw iff thereis a computationatree’T” suchthatall leavesof T' areacceptingconf£gurations.

Now we describea polynomialalgorithmwhichfor agivenalternating BA M = (Q, %, 4, ¢o, ., -, p) andaword
w € ¥* of lengthn constructsa pushdevn systemwith checkpoint = (P, &, n) andits confguration(a, w) such
that (a,w) is reachabldrom theinitial con£guratiorof C iff M acceptsw. Intuitively, the underlyingsystemP of C
simulateghe executionof M andcheckpointsareusedto verify thatthereis no cheatingduringthe processWe start
with thede£nitionof P, putting® = ({g,a,r},T, A, g,w) where

e '=Xx (Q ) {_}) U {Bla T aﬁn+3} U {71’ ce aﬁ/n} U {#?v#gﬁ 111” gvAvva}

¢ A containghefollowing (familiesof) rules:

1. <gaw> — <gaﬂlw>
2. {g,0;) — (g9, Bit10) forall 1 <i<n+2andp € X x (QU{-})
3. <gm6n+3> — <ga’\f1Q> for everyp € {#i #111 Aa R}
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(9:7i) = (9. 7i+1) foreveryl <i<n-—1

(g, 7m) — (g,€)

(9,4) = (a,e), (9. R) = (r.€), {9, #1) — (9. B1#1), (9, #1) — (9, Br#Y)
(a,0) — (a,e) foreveryp e ¥ x (QU{-})

(@, #1) = (9, Br#3), (0, #3) = (a,€), (@, #7) — (a,€), {0, #5) — (a,¢)
(r,0) — (r,e) foreveryp € ¥ x (QU{-})

10. (r, #5) <= (9, Bu#5), (1, #5) = (r,e), (1, #1) = (re), (r#5) — (r.€)

Intuitively, the executionof P startsby enteringthestate(g, 8;w) (rule 1). Then,exactlyn + 2 symbolsof ¥ x (Q U
{—1}) arepushedto the stack;the compoundsymbol (X,¢) € ¥ x (Q U {—}) indicatesthatthe tapecontainsthe
symbol X and,if ¢t € @, thattheheadis atthis positionandthe controlstateof M ist; if £ = — it meanghatthehead
is elsavhere.During this processthefamily of 3; symbolsis usedasa ‘counter’ (rules2). Realizethattheword w of
lengthn is surroundedy the ‘" and‘—' markers,sothetotal lengthof the con£guratioris n + 2. Thelastsymbol
Bn+3 is thenrewritten to ; o, wherep is oneof #$, #%, A, R (rules3). The purposeof g is to keepinformation
aboutthe just storedcon£guration(whetherit is existential, universal,accepting,or rejecting)andthe index of a
rule which is to be usedto obtainthe next conf£gurationalwaysthe £rstone;remembethatacceptingandrejecting
con£gurationgsireterminal). After that,~; is successiely rewrittento all of the~; symbolsanddisappearg¢rules4,5).
Their only purposés to invoke several consisteng checks- aswe shallsee,eachpair (g,;) is acheckpointandall
rulesof 4,5 are positive. Dependingon the previously storedp (i.e., on the type of the just pushedcon£guration),
we eithercontinuewith guessinghe next one,or changethe controlstateto « or r (if the con£guratioris accepting
or rejecting,resp.) Hence,the guessinggoeson until we endup with an acceptingor rejectingcon£guration.This
musthappenreventually becauseM alwayshalts. If we £nd anacceptingcon£gurationye successiely remove all
existentialcon£gurationgandthoseuniversalconEguratiorfor which we have alreadychecledbothsuccessordf we
£nd a universalcon£guratiorwith only one successochecled - it is recognizedby the ‘# %’ symbol— we change
‘#1" to ' B1#Y" andcheckthe othersuccessofrules7 and8). Similar thingsaredonewhenarejectingcon£guration
is found. Thecontrolstateis switchedto » andthenwe remove all conEgurationsintil we (possibly)Endanexistential
con£guratiorfor which we cantry out the othersuccessofrules9 and10). We seethatw is acceptedy M iff we
eventuallypoptheinitial conf£guratiorwhenthe controlstateis ‘o', i.e.,iff thestate(a, w) is reachable.

To make all that work we mustensurethat P cannotgain arything by ‘cheating’, i.e., by pushinginconsistent
sequencesf symbolswhich do not modela computationof M in the describedvay. This is achiezed by declaring
all pairs(g,~;) for 1 < i < n + 1 ascheckpoints.The automatonMy, for 1 < i < n acceptehosewordsof the
form wvi 01v202 - - - VM Om Y, Wherelength(v;) = n + 2, 0 € #5, #5, #1. #5, A, Rforevery1 < j < m, such
thatthetriplesof symbolsatpositionsi, ¢ + 1, ¢ + 2 in eachpair of successie substrings,, vi+1 areconsistentith
the symbol g, w.r.t. the transitionfunction é of M (if somecon£guratiorhasonly oneimmediatesuccessorthen
M3, ‘ignores’ therule index storedin o). Furthermorethe £rstcon£guratiormustbe theinitial one,andthe last
con£guratlomm mustbe consistenwith ,,,. Obsere that M, needgust O(|M|°) statesto storethe two triples
(aftercheckingsubwordswvy, ok, vi+1, thetriple of vy, is ‘forgotten’)theinitial con£gurationa ‘counter’ of capacity
n + 2, andsomeauxiliary information. Moreover, M, is deterministicandwe canalsoassumehatits transition
functionis total. As all rulesassociateavith checkpointarepositive, ary cheatingmove eventuallyresultsin entering
acon£guratiorwherethe system’getsstuck’,i.e., cheatingcannothelpto reachthe confgurationa, w). O

© © N o gk

Fromthe (technical)proof of Theoremb.1we caneasilydeducehefollowing:

Theorem 5.2 Themodel-diedking problem(l) for pushdowrsystemsvith chedkpoints(evenfor thosewith justthree
contol statesand no negativerules) is EXPTIME-completeevenfor a £xedLTL formulaO(—£n) whee £nis an
atomicpredicateinterpretedby a simplevaluationwv.

Proof: Letusconsideithepushdevn systemwith checkpoint€® = (P, £, n) constructedn theproof of Theorenb. 1.
To ensurethat each£nite pathin 7¢ is a pre£xof somerun, we extendthe setof transitionrulesof A by a family
of independentulesof theform (s, «) < (s, «) for eachcontrol states andeachstacksymbol«. Now it suEces
to realizethat the initial confguration(g, w) cannotreachthe state(a,w) iff it cannotreachany stateof the form
(a,wv) (Wherev € T') iff (g,w) =¥ O(—£n) wherev is a simplevaluationwith the underlyingfunction f suchthat

F(EN) = {(a.w)}. 0
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Hence,model-checkind-TL for pushdevn systemswith checkpointss EXPTIME -completeeven whenwe have
only simplevaluations.

Now we analyzethe compleity of model-checkingwith (ordinary) pushdavn systemsandLTL formulaewith
regular valuations. First, realizethat if we take ary £xed formula and a subclasof pushdavn systemswherethe
numberof control statess boundedoy someconstantthe model-checkingroblemis decidablen polynomialtime.
Now we prove thatif the numberof controlstatess not boundedthe model-checkingproblembecome&£XPTIME -
completeeven for a £xed formula. At this point, oneis temptedto apply Theorem4.1 to the formula O(—£n) of
Theorem5.2. Indeed,it allows to reducethe model-checkingaroblemfor pushdevn systemswith checkpointsand
O(—£n) to the model-checkingoroblemfor ordinary pushdevn systemsandanotherfxed formulay = O(—£n).
Unfortunately this reductionis not polynomialbecausedhe atomic proposition Check occurringin 1 is interpreted
with the help of several productautomataconstructedut of the original automatavhich implementcheckpointgsee
theprevious section).Thereforewe needonemoretechnicalproof.

Theorem 5.3 The model-tieding problem(l) for pushdownsystemsand LTL formulaewith regular valuationsis
EXPTIME-completeavenfor a £xedformula(Ocorrect) = (O—£n).

Proof: This proofis similarto the proof of Theoremb.1. Again, we constructa pushdavn systemP which simulates
theexecutionof analternating.BA M = (Q, %, 6, qo, F, 1, p) onaninputwordw € ¥* of lengthn. Thedifferences

that,sincethereareno checkpointsywe mustEndanew way of ‘cheating-detection’i.e., we mustbeableto recognize
situationswhenthenext con£guratiorof M hasnotbeenguessedorrectly It is achievedby addingafamily of control

statescy, . . ., ¢,; afterguessinga new conf£guration;P successiely switchesits control stateto ¢4, . . ., ¢,, without

modifying its stack.Theunderlyingfunction f of the constructedegularvaluationassigngo eachpair (correct ¢;) a

deterministicautomatonM¢: .. which checksthatthetriples of symbolsat positionsi, i 4+ 1,4 + 2 in eachpair of

successie con£gurationpreviously pushedo the stackare ‘consistent’'(M¢: ..., is almostthe sameautomatoras
the M¢_ of the proof of Theorem5.1). All otherpairsof the form (correct p) areassignedan automatoraccepting
I'*. TheP is formally defnedasfollows: P = ({g,a,7,c1,...,c}, T, A, g,w) where

L F:EX(QU{_})U{617"'7ﬂn+3}u{#17#27 u gaAaRaw}

¢ A containgthefollowing (familiesof) rules:

(9,w) = (9, P1w)

(g,0:) — (g, Bir10)forall1<i<n+2andp e X x (QU{-})

(9, Bn+3) = (c1, 0) forevery o € {#7,#{, A, R}

<C > <ci+179> for a/ery1 S { Snflandge {#?7 TfaAaR}

(cny0) = (9, 0) forevery o € {#7,#1, A, R}

(9,A) = (a,e), (g, R) — (r,e), (9, #5) — (9, B1#5), (9, #1) — (9, B1#7)
(a, 0) — (a,c) foreveryp € X x (QU{-})

(a,#1) = (9, 51#5), (a, #5) — (a,e), (a, #1) — (a,€), (a, #5) — (a,¢€)
(r,0) — (r,e) foreveryp € ¥ x (QU{-})

< > <gaﬂ1#§>7 <T, #S> — <1“, €>7 <Tv #111> — <T‘, 6)* <Tv #g> — <Ta 5>
(z,

0) < (z, o) for every controlstatex andevery o € T

© © N o~ wDN

=
©

11.

Hence therulesarealmostthe sameasin the proof of Theoremb.1, exceptfor somechangesn 3.,4.,5.,and11. The
underlyingfunction f of the constructedegular valuationassigngo (£n, ) anautomatorrecognizingall stringsof
'™ wherethelastsymbolis w, andto all otherpairsof theform (£n, p) anautomatomrecognizingheemptylanguage.
We seethat M acceptsv iff thereis anin£nite pathfrom thestate(g, w) suchthatcorrectholdsin all statesf thepath
and£n holdsin atleastonestateiff (g, w) =¥ (Ocorrect) = (O—£n) wherev is the constructedegularvaluation.
0

Obsene thatmodel-checkingvith pushdevn systemsandary £xed LTL formulawhosepredicatesreinterpretedoy
asimplevaluationis alreadypolynomial(seeTheorem3.1).
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6 Conclusion

We have presentedwo differenttechniquedor checkingLTL with regular valuationson pushdavn systems.Both
techniquesely onareductionto (andslight modi£cationof) the problemfor simplevaluationsdiscussedhn [6]. Both
techniquegake lineartime andspacein |States| where States is the setof statesof an automatorrepresentinghe
regular predicatesisedin the formula. Sincebothtake the sameasymptotictime it would be interestingto compare
their efEcieng in practice(for casesvherebothtechniquesanbeused).

The solutioncanbe seamlesslgombinedwith the conceptof symbolicpushdevn systemsn [8]. Theseareused
to achieve a succinctrepresentatiof BooleanPrograms,i.e., programswith (recursve) proceduresn which all
variablesareboolean.

The ability to representlatais a distinctadvantageover the approachekithertomadein our areasof application,
namelydata-cev analysis[7] andsecuritypropertieq10]. For the latter, we have indicatedthat our modelis more
general Ourapproactprovidesaunifying frameavork for theseapplicationsvithoutlosingefEcieng. Bothtechniques
take lineartime in | States| whereaghe methodsusedin [7] werecubic (thougherroneouslyeportedaslinearthere,
too). In [10] no compleity analysiswasconducted.
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