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Formal methods for verifying comput-
erised systems offer a powerful
approach for validating the adequacy of
the systems against their requirements.
Based on deep theoretical results in
logics and automata, model checking is
one such approach. This approach
involves modelling a system as a mathe-
matical object (a finite-state automaton
in the basic case), and applying algo-
rithms for comparing the behaviour of
that model against a logical property.
Model checking has now reached matu-
rity [1] through the development of effi-
cient symbolic techniques, state-of-the-
art tool support, and numerous suc-
cessful applications to various areas.

Building on this framework, automatic
synthesis techniques have recently been
proposed. These techniques allow a
model of a system (that is correct in con-
struction) to be built automatically based
on certain specifications. This model
can then be refined to produce a vali-
dated implementation, thereby avoiding
a trial-and-error approach of model
checking. It is usual - and convenient -
to rephrase the problem of automatic
synthesis in the framework of game
theory. In this metaphor, the system to
be synthesized is then represented as a
strategy, which should win against any
behaviour of the system's environment,
represented by the other player. The
winning condition is used to express the
correctness properties that we want the
system to satisfy. This game-based
approach to the synthesis of systems
interacting with their environment has
been greatly developed over the last
twenty years, and is approaching matu-
rity [2].

It should be noted, however, that up until
now, formal methods have mostly
focused on two-player zero-sum games,
which only encompass the purely antag-

onist setting and may only model cen-
tralized control. Multiple-player games
with non-zero-sum objectives have
been considered, e.g., in algorithmic
game theory, but they were strategic
games, as opposed to the infinite-dura-
tion games on graphs that apply particu-
larly well to synthesis.

Within the Cassting project, we are
designing a game-based framework for
modelling and reasoning about cyber-
physical systems. This is much more
than just a minor extension of the
existing framework: while the basic
concept of using game models is pre-
served, radically new concepts and
techniques have to be developed in
order to build a powerful formalism,
equipped with efficient algorithms and
tools for modelling and synthesizing
such complex systems. In particular,
while winning strategies are the central
concept in adversarial games, multiple-
player games come with a full range of
equilibria for globally characterizing
the admissible behaviours of the

players. Understanding how this can be
adapted to infinite duration games rep-
resenting cyber-physical systems is
already an important part of our work
[3]. Setting up a complete framework,
with powerful formalisms and efficient
algorithms for synthesizing the relevant
strategies and the corresponding sys-
tems, is thus the main focus of our
research. In order to fit to the systems
we model, quantitative constraints (in
particular on time or energy consump-
tion) are a must-have feature of our
modelling formalism: components of
cyber-physical systems are often small
independent devices with limited
resources. Perturbations and imperfect
communications are also part of our
framework.

To validate our approach, our industrial
partners have selected several case
studies for us. These cases come from
areas of smart buildings and smart
grids, trying to optimize energy con-
sumption and harvesting at different
levels of scale. In the first case study,
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Figure 1: Home automation is one of our target applications.
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we aim at designing distributed, robust
controllers for a floor heating system, in
order to improve the efficiency of the
currently implemented centralized con-
troller. The second case focuses on a
home-automation system, with a
dynamic set of devices, including
HVAC (climate-control) appliances,
lighting, etc., with the aim of making
the whole system easily reconfigurable.
Finally, a third case study is concerned
with optimizing energy harvesting and
consumption of a whole set of houses
equipped with solar panels and heat
pumps, taking care of weather forecasts
and varying energy prices.

The Cassting project includes five aca-
demic partners: CNRS/Laboratory
Specification and Verification, France
(Coordinator); University of Mons,
Belgium; Université Libre de
Bruxelles, Belgium; University of
Aalborg, Denmark; RWTH Aachen,

Germany. It also has two industrial
partners: Seluxit, Denmark (an SME
specialized in home automation) and
Energi Nord, Denmark (an energy
provider). The project started in April
2013, and will run for three years, with
a total budget of approximately 2.7 mil-
lion euros. Cassting is part of the
Coordination Action FoCAS
(Fundamentals of Collective Adaptive
Systems).

Links:

Cassting project: http://www.cassting-
project.eu/
FoCAS coordination action:
http://www.focas.eu/
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Special Theme: Cyber-Physical Systems

Systems of Systems (SoSs) are syner-
gistic collaborations between separately
owned and managed systems that
together deliver an emerging behaviour
on which people come to rely. For
example, the collective response of the
emergency services in responding to a
natural disaster comes as a result of the
co-working of authorities that are nor-
mally – sometimes fiercely – inde-
pendent. As we come to depend on the
collective behaviour of these SoSs, we
need to engineer them so that reliance on
them is justified, even in the face of their
capacity to change goals and functions. 

Comprehensive Modelling for
Advanced Systems of Systems (COM-
PASS) is an EU FP7 ICT project, now in
its third year. Our vision is providing

systems engineers with well-founded
engineering notations, methods and
tools that allow them to build models of
SoSs and analyse their collective prop-
erties well ahead of commitments to
costly design decisions. 

Three specific challenges must be
addressed to achieve the benefits of SoS
engineering [1]:
1. Verification of emergent behaviour.

We do not assume that emergent
behaviour is unanticipated: it may be
the intended outcome of building the
SoS. Verification requires the compo-
sition of Constituent System (CS)
properties.

2. Collaboration through contracts. Full
information about each CS is unlike-
ly to be visible to the SoS engineer.

The CS must agree a contract speci-
fying the range of behaviours that
each CS can rely on (and guarantee).
We need to be able to verify CS
behaviour conforms to the contract.

3. Semantic heterogeneity.  CSs may
have a combination of components
that are specified with discrete or
continuous state or time, or at differ-
ent levels of abstraction. This hetero-
geneity must be addressed in order to
be able to verify emergent properties.

Throughout the project, there has been
close collaboration between the tech-
nology developers and case study
owners. This co-operative development
has improved the COMPASS tool chain
maturity and the industrial deploya-
bility of COMPASS technology.
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In many areas of life, from buying holidays to organising the national defence, we are coming to

depend on systems that are composed of several independently owned and managed, pre-existing

systems. How can we engineer such Systems of Systems (SoSs) so that they merit the trust we place

in them? A consortium of European and Brazilian researchers and practitioners are developing

semantically sound languages and tools for Model-based SoS Engineering, integrated with well-

established systems engineering practice. Industry case studies in areas including smart homes and

emergency response have driven the requirements for our methods and tools, and have provided a

basis for their evaluation.
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