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Abstract

Mobile ad hoc networks consist of mobile wireless devices which autonomously
organize their infrastructure. In such networks, a central issue, addressed by
routing protocols, is to find a route from one device to another. These pro-
tocols use cryptographic mechanisms in order to prevent malicious nodes from
compromising the discovered route.

Our contribution is twofold. We first propose a calculus for modeling and
reasoning about security protocols, including in particular secured routing pro-
tocols. Our calculus extends standard symbolic models to take into account
the characteristics of routing protocols and to model wireless communication
in a more accurate way. Our second main contribution is a decision procedure
for analyzing routing protocols for any network topology. By using constraint
solving techniques, we show that it is possible to automatically discover (in
NPTIME) whether there exists a network topology that would allow malicious
nodes to mount an attack against the protocol, for a bounded number of ses-
sions. We also provide a decision procedure for detecting attacks in case the
network topology is given a priori. We demonstrate the usage and usefulness of
our approach by analyzing protocols of the literature, such as SRP applied to
DSR and SDMSR.

1. Introduction

Mobile ad hoc networks consist of mobile wireless devices which autonomously
organize their communication infrastructure: each node provides the function
of a router and relays packets on paths to other nodes. Finding these paths is
a crucial functionality of any ad hoc network. Specific protocols, called routing
protocols, are designed to ensure this functionality known as route discovery.

Prior research in ad hoc networking has generally studied the routing prob-
lem in a non-adversarial setting, assuming a trusted environment. Thus, many
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of the currently proposed routing protocols for mobile ad hoc networks are as-
sumed to be used in a friendly environment (e.g., [29, 21]). Recent research
has recognized that this assumption is unrealistic and that attacks can be
mounted [18, 26, 11]. Since an adversary can easily paralyze the operation
of a whole network by attacking the routing protocol, it is crucial to prevent
malicious nodes from compromising the discovered routes. Since then, secured
versions of routing protocols have been developed to ensure that mobile ad hoc
networks can work even in an adversarial setting [37, 18, 27]. Those routing
protocols use cryptographic mechanisms such as encryption, signature, MAC,
in order to prevent a malicious node from inserting and deleting nodes inside a
path. We call these protocols secured routing protocols in the sense that efforts
have been made to add security although some of these protocols may still have
flaws.

Formal modeling and analysis techniques are well-adapted for checking cor-
rectness of security protocols. Formal methods have for example been success-
fully used for analyzing authentication or key establishment security protocols
and a multitude of effective frameworks have been proposed (e.g., the Paulson
inductive model [28], the strand spaces model [35], the applied-pi calculus [1] or
constraints systems [32] to cite only a few). While secrecy and authentication
properties are undecidable in the general case [15], many decision procedures
have been proposed. For example, secrecy and authentication become NP-
complete for a bounded number of sessions [32] and Blanchet has developed a
procedure for security protocols encoded as Horn clauses [9]. This yielded vari-
ous efficient tools for detecting flaws and proving security (e.g., ProVerif [10] or
Avispa [6]).

While key-exchange protocols are well-studied in traditional networks, there
are very few attempts to develop formal techniques allowing an automated anal-
ysis of secured routing protocols. To the best of our knowledge, tools that would
allow the security analysis of routing protocols are also missing. Those proto-
cols indeed involve several subtleties that cannot be reflected in existing work.
For example, the underlying network topology is crucial to define who can re-
ceive the messages sent by a node and the intruder is localized to some specific
nodes (possibly several nodes). Moreover, the security properties include e.g.,
the validity of a route, which differ from the usual secrecy and authentication
properties.

Our contributions. The first main contribution of this paper is proposing a
calculus, inspired from CBS# [26], which allows ad hoc networks and their
security properties to be formally described and analyzed. As in standard formal
models for security protocols, we model cryptography as a black box (the perfect
cryptography assumption), thus the attacker cannot break cryptography, e.g.,
decrypt a message without having the appropriate decryption key. In order to
represent routing protocols in an accurate way, some features need to be taken
into account. Among them:

e Local knowledge: not only do nodes perform cryptographic tests (e.g.,
checking signatures), they also use their local knowledge of the network,



e.g., they can check that some nodes are their neighbors.

e Network topology: nodes can only communicate (in a direct way) with
their neighbors.

e Broadcast communication: the main mode of communication is broadcast-
ing and only adjacent nodes receive messages.

e Internal states: nodes are not memory-less but store some information in
routing tables with impact on future actions.

To take these features into account, we first propose a logic to express the
tests performed by the nodes at each step. For instance, it allows a node to
check whether a route is “locally” valid, given the information known by that
node. There are also some implications for the attacker model. Indeed, in
most existing formal approaches, the attacker controls the entire network. This
abstraction is suitable for reasoning about classical protocols. However, in the
context of routing protocols, this attacker model is too strong and leads to a
number of false attacks. The constraints on communication also apply to the
attacker. Our model reflects the fact that a malicious node can interfere directly
only with his neighbors. It should be noted that we do not take mobility into
account in the sense that the topology of the network does not change during
our analysis. There are two main reasons for this limitation. First, many flaws
can already be detected without any change in the network topology. Second,
properties like the validity of a route are of course (temporarily) invalidated
during a network topology modification. Therefore, such properties have to be
analyzed once the network is stabilized, previous routing protocol executions
being possibly included in the initial knowledge of the attacker.

We would like to emphasize that our model is not strictly dedicated to
routing protocols but can be used to model many other classes of protocols. In
particular, by considering a special network topology where the attacker is at the
center of the network, we retrieve the classical model where the attacker controls
all the communications. We can thus model as usual all the key exchange
and authentication protocols presented e.g., in the Clark & Jacob library [13].
Moreover, since we provide each node with a memory, our model can also capture
protocols where a state global to all sessions is assumed for each agent. For
example, protocols where an agent should check that a key has not already
been accepted in a previous session, in order to protect the protocol against
replay attacks.

Our formal model represents all possible executions against an adversary
that controls some of the nodes and acts maliciously in these nodes by sending
any message that he can construct. Our model is thus infinitely branching. As
a first step towards automation, we provide an alternative symbolic semantics,
based on constraint systems and we show its correctness and completeness w.r.t.
the concrete semantics. This result holds for arbitrary processes (possibly with
replication) and for any set of primitives.



Our second main contribution is to provide two NP decision procedures for
analyzing routing protocols for a bounded number of sessions and for a large set
of standard primitives. For a fixed set of roles and sessions, our first decision
procedure enables us to discover whether there exists a network topology and a
malicious behavior of some nodes that yield an attack. Using similar ingredients,
we can also decide whether there exists an attack, for a network topology chosen
by the user. Our two procedures hold for any property that can be expressed in
our logic, which includes classical properties such as secrecy as well as properties
more specific to routing protocols such as route validity.

The main ingredients of our decision procedures are as follows. Even if
we consider a bounded number of sessions, the messages sent by the adversary
can be arbitrarily large and may contain arbitrarily many node names. The key
result for decidability is that whenever there is an attack then there exists an
attack that make use of messages of limited size and of limited number of node
names. In particular, we need to show that it is possible to bound the size of
the lists that are carried out by the nodes. To this purpose, we first propose
a symbolic semantics for our execution model and show how the analysis of
routing protocols can be reduced to (generalized) constraint systems solving. We
then adapt and generalize existing techniques [14] for solving our more general
constraint systems. We show in particular that minimal attacks (whether the
underlying network topology is fixed or not) require at most a polynomially
bounded number of nodes. We demonstrate the usage and usefulness of our
model and techniques by analyzing SRP (Secured Routing Protocol) [27] applied
on the protocol DSR (Dynamic Source Routing Protocol) [21]. This allows us
to retrieve an attack presented first in [11]. We also analyze the security of
SDMSR [8], discovering an attack.

Related work. Recently, several results have been proposed for studying routing
protocols. For example, Yang and Baras [36] provide a first symbolic model for
routing protocols based on strand spaces, modeling the network topology. They
implement a semi-decision procedure to search for attacks and find an attack
on AODV [29], a routing protocol (built for friendly environments) that does
not include cryptography. Their approach however does not apply to routing
protocols using cryptographic primitives for securing communications. Schaller
et al [34] propose a symbolic model that allows an accurate representation of the
physical properties of the network, in particular the speed of the communication.
This allows in particular to study distance bounding protocols. Several security
proofs are provided for some fixed protocols, formalized in Isabelle/HOL. No
generic procedure is proposed for proving security. Even if cryptographic primi-
tives are modeled, this work focuses on timing properties or physical properties.
They do not consider e.g., the validity of a route.

Several case studies of important secured routing protocols have been per-
formed. Godskesen [16] provides an analysis of a simplified version of the
ARAN [33] protocol with ProVerif, for a given configuration, and captures a
relay attack. Marshall [20] uses Cryptographic Protocol Analysis Language
Evaluation System (CPAL-ES) to specify the SRP protocol and analyze it. The



encoding of SRP is performed on a precise fixed topology, without broadcast,
and a relay attack is retrieved. Benetti, Merro and Vigand [7] use the AVISPA
tool to automatically analyse some execution scenarios of the ARAN and endairA
protocols, and find some attacks on ARAN.

While these last results focus on particular routing protocols, some frame-
works have been proposed to model wireless communication and/or routing
protocols in a more generic way. Buttydn and Vajda [11] provide a model for
routing protocols, in a cryptographic setting. Their model enables them to find
attacks on SRP and Ariadne [18]. They provide a security proof (by hand) for
a fixed protocol they propose, endairA. Acs, Buttyan and Vajda then develop
their framework for distance vector routing protocols [3], analysing SAODV [37]
and ARAN. They also apply their framework to sensor networks [4], analyzing
TinyOS [30]. The work closest to ours is the one of Nanz and Hankin [26].
They propose a process calculus to model the network topology and broadcast
communications. They analyze scenarios with special topologies and attacker
configuration by computing an over-approximation of reachable states. Their
analysis is safe in the sense that it does not find flaws if the protocol is secure.
The model proposed in this paper is inspired from their work, adding in partic-
ular a logic for specifying the tests performed at each step by the nodes on the
current route and to specify the security properties.

To our knowledge, our paper presents the first decidability and complex-
ity result for routing protocols, for arbitrary intruders and network topologies.
Moreover, since we reuse existing techniques on solving constraint systems, our
decision procedure seems amenable to implementation, re-using existing tools
(such as Avispa [6]).

Outline. Section 2 presents our formal model for routing protocols. It is illus-
trated with the modeling of the SRP protocol. We then give an alternative sym-
bolic semantics, in Section 3, based on constraint systems and more amenable
to automation. We show its correctness and completeness w.r.t. the concrete
semantics. This result is of independent interest. In order to provide decision
procedures for routing protocols, we first show in Section 4 how to transform
the constraint systems corresponding to routing protocols into solved constraint
systems. We then need to decide security properties such as route validity on
solved constraint systems. We show in Section 5 that whenever there is an
attack, there is a small one. Wrapping all the results together we provide our
two decision procedures in Section 6. We provide applications of our results in
Section 7. Some concluding remarks can be found in Section 8. The technical
details of the proofs can be found in Appendix.

2. Model for protocols

2.1. Messages

Cryptographic primitives are represented by function symbols. More specif-
ically, we consider a signature (S,F) made of a set of sorts S and a set of
function symbols F together with arities of the form ar(f) =s; X ... X s — s.



We consider an infinite set of variables X and an infinite set of names N that
typically represent nonces or agent names. In particular, we consider a special
sort loc for the nodes of the network. We assume that names and variables are
given with sorts. We also assume an infinite subset N of names of sort loc.
The set of terms of sort s is defined inductively by:

t = term of sort s
| =« variable z of sort s
| a name a of sort s

f(t1,...,tx) application of symbol f € F

where ar(f) =s1 X ... X sp — s and t; is a term of some sort s;.

We assume a special sort terms that subsumes all the other sorts and such
that any term is of sort terms. We write var(t) (resp. names(t)) for the set of
variables (resp. names) occurring in a term ¢ and St(t) for the set of syntactic
subterms of t. Sometimes, for sake of readability, we will write var(t1,t2) (resp.
names(t1,t2) and St(t1,t2)) instead of var({t1,t2}) (resp. names({ti,t2}) and
St({t1,t2})) or var(T) (resp. names(T) and St(T)) when T is a set of terms.
The term ¢ is said to be a ground term if var(t) = 0.

Example 1. For example, we will consider the specific signature (S1,F1) de-
ﬁned by S = {|OC> Iists,terms} and F1 = {hmaca <>7 5 []7 {*}77 priv, {|*|}4 [[*ﬂ—}a
with the following arities:

e hmac, (1, ), {-}_, {|-[}_, []. : terms X terms — terms,
e :: :loc x lists — lists,
o [ :— lists,

e priv : terms — terms.

The sort lists represents lists of terms of sort loc. We assume that there
is no name of sort lists. The symbol :: is the list constructor. [| is a constant
representing an empty list. The term hmac(m, k) represents the keyed hash
message authentication code computed over message m with key k while () is a
pairing operator. The terms {m}y and {|{ml}; represent respectively the message
m encrypted with the symmetric (resp. asymmetric) key k. The term [m]y
represents the message m signed by the key k. The term priv(a) represents the
private key of the agent a. For simplicity, we identify the agent names with
their public keys. (Or conversely, we claim that agent identities are defined by
their public keys). We write (t1,ts,t3) for the term (t1, (ta,t3)), and [t1;te;t3]
forty = (tg :: (t3 2 []))-

Substitutions are written o = {%/, ..., "/, } with dom(c) = {z1,..., 2, }.
We only consider well-sorted substitutions, that is substitutions for which z;
and t; have the same sort. The substitution ¢ is ground if all of the ¢; are



ground. We denote by img(o) the image of o, i.e., img(o) = {zo | x € dom(o)}.
The application of a substitution o to a term t is written o(¢) or to. A most
general unifier of two terms ¢ and u is a substitution denoted by mgu(t, u). We
write mgu(t,u) = L when ¢ and u are not unifiable.

The ability of the intruder is modeled by a deduction relation - C 2t™s x
terms. The relation T F t represents the fact that the term ¢ is computable from
the set of terms T'. The deduction relation can be arbitrary in our model and
is thus left unspecified. It is typically defined through a deduction system like
the one provided in Example 2.

Example 2. Consider the term algebra (S1,F1) defined in Example 1, the de-
duction system presented in Figure 1 reflects the ability for the intruder to com-
pose messages by pairing, encrypting, and signing messages provided he has the
corresponding keys. He can also compute a hmac when he knows the key and
build lists. Conversely, he can retrieve components of a pair or a list. He can
also decompose messages by decrypting provided he holds the decryption keys.
For signatures, the intruder is also able to verify whether a signature [m]y and
a message m match (provided he has the verification key), but this does not
produce any mew message: this capability needs not to be represented in the
deduction system. We also consider an optional rule

T+ [u]s
THu

that expresses the ability to retrieve the whole message from its signature. This
property may or may not hold depending on the signature scheme, and that s
why this rule is optional. Some of our results will be based on this deduction
system and will hold in both cases, whether or not this rule is considered in the
deduction relation.

2.2. Process calculus

Several calculi already exist for modelling security protocols (e.g. [2, 1]).
However, modeling ad-hoc routing protocols requires several additional features.
For instance, a node of the network may store some information, e.g. the content
of its routing table. We also need to take into account the network topology and
to model broadcast communication. Such features can not be easily modeled
in these calculi. Our calculus is inspired from CBS# [26], which allows mobile
wireless networks and their security properties to be formally described and
analyzed. However, we extend this calculus to allow nodes to perform some
sanity checks on the routes they receive, such as neighborhood properties, as it
is the case in the context of secured routing protocols.

The intended behavior of each node of the network can be modeled by a
process defined by the grammar given in Figure 2. Our calculus is parameterized
by a set £ of formulas. The process out(u).P emits u and then behaves like P.
The process in u[®].P expects a message m of the form u such that ® is true



Trta T+H! Tru TrFv Tru Tro TH{u}, Thrv

Tra:l T+ (u,v) T+ {u}y, TrFu
Tha:l T+ (u,v) Ttu Thkv T {uf}, Tk priv(v)
Tka TkFu T {ulty ThHu
Tha:l TF (u,v) T'tu Thkw TF [u]y
— _— e —— — (optional)
THI THo T+ [ulo THu

THu Thro ueTU{[]}

T + hmac(u,v) Tru

Figure 1: Deduction system associated to the signature (S1,F1).

PQ:= processes
null null process
out(u).P emission
in u[®].P reception, ® € £
store(u).P storage

read u then P else () reading
if ® then P else @ conditional, ® € L

PlQ parallel composition
P replication
new m.P fresh name generation

Figure 2: Processes

and then behaves like Po where o is such that m = uo. If ® is the true formula,
we simply write in u.P. The process store(u).P stores u in its storage list and
then behaves like P. The process read u then P else @) looks for a message of
the form u in its storage list and then, if such an element m is found, it behaves
like Po where o is such that m = uo. If no element of the form u is found, then
it behaves like @. The process P | @ runs P and @ in parallel. The process
P executes P some arbitrary finite number of times. The restriction new m is
used to model the creation in a process of new random numbers (e.g., nonces or
key material). The process new m.P is the process that invents a new name m
and continues as P. Sometimes, for the sake of clarity, we will omit the null
process. We also omit the else part when @ = null. We write fv(P) for the set
of free variables of P. A process P is ground when fu(P) = (.

The store and read primitives are particularly important when modeling
routing protocols, in order to avoid multiple answers to a single request or to
allow nodes to store and retrieve already known routes. These primitives can
also be used to represent other classes of protocols, where a global state is



assumed for each agent, in order to store some information (black list, already
used keys. etc.) throughout the sessions.

Secured routing protocols typically require that nodes perform some checks
on the messages they receive before accepting them. We will typically consider
the logic Loute defined by the grammar given in Figure 3. check(a, b) represents
the fact that the two nodes a and b are neighbors. checkl(c,!) holds when [ is
a plausible route from the view of ¢, i.e., ¢ occurs in the list (exactly once) and
the previous and successive nodes in the list are neighbors of ¢. These checks
typically allow a node to control that the route they are forwarding looks valid,
from their point of view. It might help to detect when a malicious node has
altered a route in a previous phase (e.g. request phase). The predicate route
represents the validity of a route and will be used to express security properties.
Lastly, loop(l) checks the existence of a loop in .

o= formula
z:iztl({zc:% } adjacency tests
route(l) validity of a route
loop(?) existence of a loop in a list
(OS2 conjunction
PV Dy disjunction
s negation

Figure 3: Logic Lroute

Given an undirected graph G = (N, E), the formal semantics [®]g of a
formula ® € L,oute is recursively defined as follows:

e [check(a,b)]g = true iff (a,b) € E.

[checkl(c, )] = true iff I is of sort lists, ¢ appears exactly once in I, and
for any I’ sub-list of I,

— ifl' =a:c::ly, then (a,c) € E.
- ifl':c::b::ll,then (c,b) € E.

[route(l)]e = true iff I is of sort lists, | = [aq;...;a,], for every 1 < i < n,
(aj,a;41) € E, and for every 1 < i,j <mn,i#j unphes that a; # a;.
[
t

loop(1)] ¢ iff I is of sort lists and there exists an element appearing at least
wice in [.

[@1 A @o]e = [P1]c A [P2]
[@1V @] = [®1]c V [®2]c
o [-P]c =~[P]c.



Our model is defined for any kind of logic £, provided that the semantics
[®]¢ of a closed formula ® is defined, as soon as the underlying graph G is
provided.

2.8. Exzample: modelling the SRP protocol

We consider the secured routing protocol SRP introduced in [27], assuming
that each node already knows his neighbors (running e.g. some neighbor discov-
ery protocol [31]). SRP is not a routing protocol by itself, it describes a generic
way for securing source-routing protocols. We model here its application to the
DSR protocol [21]. DSR is a protocol which is used when an agent S (the source)
wants to communicate with another agent D (the destination), who is not his
immediate neighbor. In an ad hoc network, messages can not always be sent
directly to the destination, but sometimes have to travel along a path of nodes.

To discover a route to the destination, the source constructs a request packet
and broadcasts this packet to its neighbors. The request packet contains its
name S, the name of the destination D, an identifier of the request id, a list
containing the beginning of a route to D, and a hmac computed over the content
of the request with a key Kgp shared by S and D. The source then waits for
an answer containing a route to D with a hmac matching this route, and checks
that it is a plausible route by checking that the route does not contain a loop
and that its neighbor in the route is indeed a real neighbor in the network.

In what follows, we consider the signature given in Example 1, and we use
the following notations: zg,xp, and z, are variables of sort loc; req, rep, and
id are names; x;q, and x,, are variables of sort terms; and =, x;, and z, are
variables of sort lists. We also use some variables as parameters: zg, zp, and
zy variables of sort loc, and zk, is a parameter used to store the key shared
between zg and zp.

The process executed by a source node zg initiating the search of a route to-
wards a destination node zp is Pyit(2s, 2D, 2Ksp ) = new id.out(uq ).in ug[Pg].null
where:

uy = (req, zs, z2p, id, zs :: [], hmac({req, zs, zp,id), 2K, ))
ug = (rep, zp, zs, id, xr,, hmac({rep, zp, zg, id, L), 2K s ))
&g = checkl(zs, 21,) A —loop(zyr).

The names of the intermediate nodes are accumulated in the route request
packet. Intermediate nodes relay the request over the network, except if they
have already seen it, which is modeled by checking that the session id has
not been already stored. An intermediate node also checks that the received
request is locally correct by verifying whether the head of the list in the request
is one of its neighbors. The process executed by an intermediate node zy when
forwarding a request is as follows:

P.eq(zv) = in w1 [Py ].read ¢ then null else (store(t).out(ws))

10



w1 = (req, Ts, Tp,Tid, LTq i: Ty Tyn)

&y = check(zy, x,)

t= <$S7xD7mid>

wy = (req, T3, Tp, Tid, 2v : (Ta 2 Typ), Ty

where

When the request reaches the destination zp, it checks that the request has
a correct hmac and that the first node in the route is one of its neighbors.
Then, the destination zp constructs a route reply, in particular it computes
a new hmac over the route accumulated in the request packet with zx.,, and
sends the answer back over the network.The process executed by the destination
node zp is Pyest(2D, 28, ZKsp) = in v1[®p].out(ve).null where:

v1 = (req, 2s, 2D, Tid, To 2 T1, hmac({req, zs, 2p, Tid), ZKsp )
& p = check(zp, z,)
vg = (rep, 2p, 25, Tid, To :: 1, hmac({rep, zp, 25, Tid, Ta 1), ZKsp )

Then, the reply travels along the route back to zg. The intermediate nodes
check that the route in the reply packet is locally correct (i.e., they check that
their name appears once in the list and that the nodes before and after them are
their neighbors) before forwarding it. The process executed by an intermediate
node zy when forwarding a reply is the following:

Prep(zv) = in w'[®,].out(w’).null

/
w = (rep,x LSy Lidy Ly, T
here , < P, D, Xs,Tid, Tr, m>
1, = checkl(zy, z;)

2.4. Execution model

Each process is located at a specified node of the network. Unlike classical
Dolev-Yao model, the intruder does not control the entire network but can only
interact with his neighbors. More specifically, we assume that the topology of
the network is represented by an undirected graph G = (Noc, E), where an
edge in the graph models the fact that two nodes are neighbors. We will only
consider finite graphs, i.e., such that F is finite. We also assume that we have
a set of nodes M C N that are controlled by the attacker. These nodes are
then called malicious. Our model is not restricted to a single malicious node.
Our results allow us to consider the case of several compromised nodes that
collaborate by sharing their knowledge, using out-of-band resources or hidden
channels (e.g. running other instances of the routing protocols). However, it is
well-known that the presence of several colluding malicious nodes often yields
straightforward attacks [19, 24].

A (ground) concrete configuration of the network is a triplet (P;S;Z) where:

e P is a multiset of expressions of the form | P],, where null processes, i.e.,
expressions of the form |null|,, are removed. | P |, represents the (ground)
process P located at node n € M. We will write | P],, U P instead of
{|P]n}UP.

11



e S is a set of expressions of the form [¢], with n € Ao and ¢ a ground
term. |t], represents the fact that the node n has stored the term ¢.

e 7 is a set of ground terms representing the messages seen by the intruder.

A configuration with a hole is a triplet of the form (| P[]], UP;S;Z) where
P, S and 7 are defined as above, and P[] is a process with a hole, i.e., a process
with a hole _ instead of a process. This is useful for describing part (e.g. the
beginning) of a process, while leaving the hole to represent the other part that
will be filled in later.

Example 3. Let S and D be names of sort loc, and Kgp be another name that
intuitively represents the key shared between the nodes S and D. sort Continuing
our modeling of SRP, a possible initial configuration for the SRP protocol is

Ko = (|Pnit(S,D,Ksp)]s | | Paest(D, S, Ksp)| p; 0; o)

where both the source node S and the destination node D wish to communicate.
A more realistic configuration would include intermediate nodes but as shown in
the following examples, this initial configuration is already sufficient to present
an attack. We assume that each node has an empty storage list and that the
initial knowledge of the intruder is given by Ly. A possible network configuration
is modeled by the graph Go = (Moc, Eo) below. We assume that there is a single
malicious node, i.e., Mo = {nr}. The nodes W and X are two extra (honest)
nodes. We do not need to assume that the intermediate nodes W and X execute
the routing protocol.

In routing protocols, each honest node broadcasts its messages to all its
neighbors. To capture more malicious behaviors, we allow the nodes controlled
by the intruder to send messages only to some specific neighbor. The commu-
nication system is formally defined by the rules of Figure 4. They are parame-
terized by the underlying graph G and the set of malicious nodes M. A node
expecting a message of the form u will accept any ground term ¢, provided that ¢
is an instance of u, that is ¢t = uo with dom(c) = var(u). We assume that each
node that is sent a message that matches what it expects does indeed proceed
the message. This is reflected in the three bullets of the ComM rule. We could
model unreliable communications by removing these three conditions, yielding
an actually simpler model.

12



CoMM ({I_In uj[q)j]-PjJnj | j 7& J., [[(I)jUjHG = true, (’I’L,?’lj) S E}
U |out(t).P |, UP;S;T)
—am_ ({LBoj]n} UP, UP; S T')
where o, is such that ¢t = u;o;, ' = ZU {t} if (n,n;) € E for some
ny € M and Z' = T otherwise. Moreover, | P'|,,» € P implies that:

e (n,n') € E, or
e P’ is not of the form in v/[®'].Q’', or
e P/ =inu/[®'].Q and
— either there does not exist o such that t = u/o,

— or [®'0] ¢ = false where o is such that ¢t = v'o with dom(o) =
var(u’).

In (lin u[®].P],,UP;S;T) —am (|[Pol,UP;S;I)
if (ny,n) € E for some n; € M, T+ t,t=wuo and [Po]g = true
for some substitution o with dom(o) = var(u)

STORE ([store(t).P], UP;S;I) —am ([PlnUP;|tlnUS;T)

READ-THEN (|read u then P else Q|, UP; |t|, US;T)
—em ([Pol,UP;|t],US;T)
where o is a substitution with dom(c) = var(u) and such that uo =t
READ-ELSE  (|read u then P else @], UP;S;Z)

—em (@ UP;ST)
if for all ¢ such that |¢], € S, there does not exist any substitution such that uo = t.

Ir-THEN ([if ® then P else Q, UP;S;7)
—em ([PlnUP;ST) if [®]¢ = true

Ir-ELSE (Lif ® then P else Q|, UP;S;7)
—aom ([QInUP;ST)  if [®]g = false

Par ([P | Poln UPST) —am ([PilnU|Peln UP;S;T)

REPL ('P]l,UP;S;T) —agm (|Pa),U[IP],UP;S;T)
where « is a renaming of the bound variables of P

NEW (lnew m.P|, UP;S;Z) —am  (|P{"/m}|n UP;S;T)

where m/ is a fresh name

Figure 4: Concrete transition system.
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The relation —¢ 1 is the reflexive and transitive closure of =g, r. We may
write =, =g, — instead of =g a when the underlying network topology G
or the underlying set M is clear from the context.

Note that in the case where we assume that there is a single malicious node
and each honest node is connected to it (and not to any other node), we retrieve
the model where the attacker is assumed to control all the communications.

Example 4. Continuing Example 3, the following sequence of transitions is
enabled from the initial configuration Ky:

Ko—=Go o (LN u2[®5].0]s U | Paest (D, S, Ksp) | p; 0;Zo U {u1})
where uy,us, Pg are defined as follows:

up = (req, S, D, id, S :: [],hmac({req, S, D, id), Ksp))
ug = (rep, D, S, id, xy,,hmac({rep, D, S,id, x1), Ksp))
&g = checkl(S,z) A —loop(xy)

During this transition, S broadcasts to its neighbors a request in order to
find a route to D. The intruder ny is a neighbor of S in Ggy, so he learns the
request message. Assuming that the intruder knows the names of his neighbors,
r.e., W, X € Iy, he can then build the following fake message request:

m = (req, S, D, id, [X; W;S], hmac((req, S, D, id), Ksp))

and send it to D. Since (X,D) € Ey, the node D accepts this message and
the resulting configuration is ([in uz[®g].null]s U |out(veo).null] p; @; Zo U {u1})
where

{ vy = (rep, D, S, x;q, x4 = 1, hmac((D, S, x4, x4 1), Ksp))
0= {Zd/riw X/:raa [W;S]/zz}

As usual, an attack is defined as a reachability property.

Definition 1 (M-attack). Let G = (Nioe, E) be a graph and M be a set of
nodes. There is an M-attack on a configuration with a hole (P[];S;Z) for the
network topology G and the formula ® if there exist n, P',S8’,I' such that:

(Plif @ thenout(error)]; S;Z) —¢ o ([out(error) ], UP',S",T')

where error is a special symbol not occurring in the configuration (P[]; S;Z).

The usual secrecy property can be typically encoded by adding a witness
process in parallel. For example, the process Q = in s._ can only evolve if
it receives the secret s. Thus the secrecy preservation of s on a configuration
(P;S;I) for a graph G = (Noe, E) can be defined by the (non) existence of an
{nr}-attack on the configuration (P U |Q],;S;Z) and the formula true for the
graph G’ = (Noc, E U {(n,ns)}) where n is a name of sort loc that does not
occur in P.

14



Example 5. For the SRP protocol, the property we want to check is that the
list of nodes obtained by the source through the protocol represents a path in
the graph. We can easily encode this property by replacing the null process
in Pit(zs, 2D, 2Ks5) by a hole, and checking whether the formula —route(zr)
holds. Let Pl..(zs,zp,2Kksp) be the resulting process.

init

Piri(zs, 2D, 2Ksp) = new id.out(uy).in uz[®g].P

where P = if —route(zy,) then out(error). Then, we recover the attack mentioned
in [11] with the topology Gy given in Example 3, and from the initial configura-
tion:

Ky = (|Phie(S,D,Ksp)|s | [ Paest(D, S, Ksp)|p; 0; Zo)-

The attack scenario is the following. The source S sends a route request
towards D. The request reaches the node ny. Thus, the attacker receives the
following message (req, S, D,id, S :: [],hmac({req, S, D,id), Ksp)). The attacker
then sends the following message to D in the name of X :

<rEq7 S7D7id7 [Xa W7 SL hmac((req, Sa Da Zd>7](SD)>

Since D is a neighbor of ny, it will hear the transmission. In addition, since
the list of nodes [X;W; S| ends with X, which is also a neighbor of D, the
destination D will process the request and will send the following route reply
back to S: (rep, D, S,id,[X; W;S], hmac({rep, D, S,id, [X;W; S]), Ksp)). This
reply will reach S through the malicious node ny. More precisely, the attacker
will send the reply to S in the name of W. Since W is a neighbor of S, the
source will accept this reply which contains a false route.

In our framework, we have that:

K{ —* ([in ug[®g].P]s U |out(m’).null| p; 0; )

s ([in us[®s].PJs U [null] p; 0; )

— (|if—route([X; W; S]) then out(error) | 5; 0; Z')
— (out(error).null| 55 0;Z")

m’ = (rep, D, S,id, [X; W; S],hmac((D, S, id, [X;W;S]), Ksp))
where T =7ZoU{u1}, and
=Ty U{u fu{m'}.

2.5. Contributions

We are now ready to state our two main decidability results.

Simple properties like secrecy are undecidable when considering an unbounded
number of role executions, even for classical protocols [15]. Since our class of
processes encompasses classical protocols, the existence of an attack is also un-
decidable. In what follows, we thus consider a finite number of sessions, that
is processes without replication. In most existing frameworks, the intruder is
given as initial knowledge a finite number of messages (e.g. some of the secret
keys or messages learned in previous executions). However, in the context of
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routing protocols, it is important to give an a priori unbounded number of node
names to the attacker that he can use at will, in particular for possibly passing
some disequality constraints and for creating false routes.

We say that a process is finite if it does not contain the replication operator.
A concrete configuration K = (P[];S;Z) is said initial if K is ground, P is
finite, S is a finite set of terms and Z = Noc UZ’ where 7’ is a finite set of
terms (the intruder is given all the node names in addition to its usual initial
knowledge).

Note that unlike many approaches for standard protocols, fixing in advance
the number of names an adversary may use would limit its power. There are
two main reasons. First, the nodes may be checking that the route they are
carrying does not contain a loop, which means that all nodes of the route are
distinct. Due to routing protocol, an attack may require a route of a certain
length. Thus the adversary may need some fresh node names just to ensure that
all names are different. Second, our framework allows both disequality tests and
typed variables. Distinct nodes names may be needed to pass some disequality
tests. Since variables are typed, it is not always possible to simulate distinct
names by simply pairing (concatenating) a single one.

We show that accessibility properties are decidable for finite processes of our
process algebra, which models secured routing protocols, for a bounded number
of sessions but an unbounded number of node names. Of course, any attack
will use just finitely many names but the exact number of names is not fixed
in advance. We actually provide two decision procedures, according to whether
the network is a priori given or not. In the case where the network topology is
not fixed in advance, our procedure enables us to automatically decide whether
there exists a (worst-case) topology that would yield an attack.

Theorem 1. Let K = (P[];S;Z) be an initial concrete configuration with a
hole, M C Nioc be a finite set of nodes, and ® € L oute be a formula. Deciding
whether there exists a graph G = (Noc, E) such that there is an M-attack
on K and ® for the topology G is NP-complete.

Theorem 2. Let K = (P[];S;Z) be an initial concrete configuration with a
hole, G = (Noe, E) be a finite graph, M C N be a finite set of nodes, and
D € Lioute be a formula. Deciding whether there exists an M-attack on K and ®
for the topology G is NP-complete.

NP-hardness is an immediate consequence of NP-hardness of secrecy [32]
for standard security protocols, which can be easily encoded in our framework,
considering a graph where a malicious node is connected to all the other nodes.
Our contribution therefore consists in providing two NP algorithms. We provide
here a very general sketch of the proof, describing the remaining sections of the

paper.
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e We first provide an alternative symbolic semantics (Section 3) based on
constraint systems and more amenable to automation. We show its cor-
rectness and completeness w.r.t. the concrete semantics.

e We show how to transform the constraint systems corresponding to routing
protocols into solved constraint systems (Section 4) .

e We show how to bound the size of a minimal attack on a solved constraint
system (Section 5).

e We can then conclude to decidability, providing an NPTIME complexity
bound (Section 6).

We provide applications of our results in Section 7.

3. Symbolic semantics

It is difficult to directly reason with the transition system defined in Figure 4
since it is infinitely branching: a potentially infinite number of distinct messages
can be sent at each step by the intruder node. Indeed, the intruder has at his
disposal an infinite number of names, and he can also build large terms using
e.g., lists and encryptions. That is why it is often interesting to introduce a
symbolic transition system where each intruder step is captured by a single rule

(e.g., [5])-

3.1. Constraint systems

As in [25, 14, 32], groups of executions can be represented using constraint
systems. However, compared to previous work, we have to enrich constraint
systems in order to cope with the formulas that are checked upon the reception
of a message and also in order to cope with generalized disequality tests for
reflecting cases where agents reject messages of the wrong form. Indeed, since
messages can be broadcast to all neighbors, we need to determine for each
message which agents will accept the message and which agents will not accept
it.

Definition 2 (constraint system). A constraint system C is a finite conjunc-
tion of constraints of the form v = u (unification constraint), T |+ u (deduction
constraint), VX.v # u (disequality constraint), and © (formula of Loute ), where
v,u are terms, L is a set of terms that contains at least a term of each sort, and
X is a set of variables. Moreover, we assume that the constraints in C can be
ordered C,...,C, in such a way that the following properties hold:

o (monotonicity) If C; = (Z; I+ w;) and C; = (Z; IF u;) with i < j then

o (origination) If C; = (Z; & w;) (resp. C; = (vi = u;)) then for all
x € var(Z;) (resp. x € var(v;)), there exists j < i such that
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— either C; = (Z; IF u;) with x € var(u;);

— or Cj = (v; = u;) with x € var(u;).

Lastly, we assume that var(C) C rvar(C) where rvar(C) represents the set of

variables introduced in C in the right-hand-side of a unification constraint or a
deduction constraint.

The origination property ensures that variables are always introduced by a
unification constraint or a deduction constraint, which is always the case when
modeling protocols.

Note that our disequality constraints are rather general since they do not
simply allow one to check that two terms are different (u # v), but they also al-
low to ensure that no unification was possible at a certain point of the execution,
which is a necessary check due to our broadcast primitive.

A solution to a constraint system C for a graph G is a ground substitution 6
such that dom(0) = rvar(C) and:

e vl =ud for all v =u € C;
e 70+ uf for all I IFu €C;

e for all (VX.v # u) € C, the terms vf and uf are not unifiable (even
renaming the variables of X with fresh variables); and

o [®0]¢ = true for every formula ® € C.

Example 6. Consider the following set of constraints:

C — I()U{ul}”_’l)l/\q)[)/\
| ZoU{uy, v} lFus A &g A —route(zr)

with:

u; = (req, S, D, id, S :: L, hmac({req, S, D,id), Ksp))

ug = (rep, D, S, id, zp,,hmac({rep, D, S,id, z1), Ksp))

®p = check(D, z,)

O g = checkl(S, x1) A —loop(xy,)

vy = (req, S, D, x;q, x4 = 21, hmac({req, S, D, x;q4), Ksp))

vy = (rep, D, S, x;q,xq = 21, hmac({rep, D, S, x4, x4 :: 1), Ksp))

We have that C is a constraint system, and assuming that X, W € Iy, we
have that the substitution

6= {id/$id7 X/wav [W;S]/a:z ’ [X;W;S]/wfd}

s a solution of the constraint system C for graph G defined in Example 2.3.
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3.2. Transition system

Concrete executions can be finitely represented by executing the transitions
symbolically. A symbolic configuration is a quadruplet (P;S;Z;C) where

e P is a multiset of expressions of the form |P|, where null processes are
removed. | P], represents the process P located at node n € N;

e S is a set of expressions of the form [t], with n € M and t a term (not
necessarily ground).

e 7 is a set of terms (not necessarily ground) representing the messages seen
by the intruder.

e C is a constraint system such that 7" C Z for every constraint 7' IF u € C.
Such a configuration is ground when: fo(P) U var(S) U var(Z) C rvar(C).

Compared to concrete configurations, terms exchanged by processes in sym-
bolic configurations are not necessarily ground anymore but have to satisfy some
(unification, deduction or disequality) constraints. We defined the associated
symbolic transitions in Figure 5. They mimic concrete ones. In particular, for
the communication rule, the set I of processes ready to input a message is split
into three sets: the set J of processes that accept the message ¢, the set K of
processes that reject the message t because ¢ does not unify with the expected
pattern uy, and the set L that reject the message ¢t because the condition ®;
is not fulfilled. Considering a calculus with unreliable communication would
have some consequences on the symbolic transition system. In particular, it
would simplify the CoMM; rule. Indeed, only the constraints corresponding to
the set J of processes (processes that accept the message) would need to be
added in C. Processes that do not accept a message do not have to satisfy any
additional condition. We believe that our NP decision procedures would also
work in this simplified setting.

Whenever (P;S;Z;C) =g p (P'3857';C") where (P;S;Z;C) is a (ground)
symbolic configuration then (P’;S’;Z’;C’) is still a (ground) symbolic config-
uration. This invariant will often be useful in proofs. This is formally stated
below and proved in Appendix A.

Lemma 1. Let G = (N, E) be a graph, M C Nioc, and K, = (P;8;Z;C) be
a ground symbolic configuration. If K is such that K5 —¢ g Ky, then K is a
ground symbolic configuration.

Example 7. Executing the same transitions as in Example 5 symbolically, we
reach the following configuration:

K = (lout(error).0]s;0; Zo U {uy,v2};C)

where C,uy,ve are defined as in FExample 6.
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Comm,  ([out(t)-Pn U {[in w;[®:].P|n, | i € I} UP;S;T;C)
_%‘,M ([P]n U{lin ux[®k].P/|n, | k€ KUL}
U{|P]n, | € JIUP;STC)

where:

e |P'|, € P implies that (n,n') ¢ E or P’ is not of the form
in u'[®].Q,

e [=JWKWL and (n;,n) € E for every i € I,
I indexes the set of processes that are ready to input a messages.
is split into three distinct subsets: J for processes that will accept
the message, K for processes that will reject it because it does
match the expected form wu;, and L for processes that will reject
it because the test fails.

o' =CA{t =u; AND®; | j € J} ANV(var(ux) ~ rvar(C)).t #
up | k€ K} A{t =woy A =Py | I € L} where o is a renaming
of var(u;) ~ rvar(C) by fresh variables,

e 7/ = T U {t} when (n,n;) € E for some ny € M, and 7' = T
otherwise.

INg (linu[®].P|,UP;SZ;:C) —om ([PlnUPS;TCATIFu A @)
if (ny,n) € E for some n; € M

STORE;  ([store(t).P|, UP;S;Z;C)  —g am ([Pln UP;[En US;T;C)

READ-THEN, (|read u then P else Q|, UP;S;Z;C)
“om (PlnUPSITC Nt =)
where [t|, € S

READ-ELSE; (|read u then P else Q|, UP;S;Z;C)
—am ([QIUP;S;TC ANVX .t #u | [t], € S})
where X = var(u) \ rvar(C)

Ir-THEN, ([if ® then P else Q|, UP;S;Z;C) =G ([P0 UP;S;Z;C A @)
Ir-ELse; ([if @ then P else Q, UP;S;Z;C) =g pm (|Q)n UP;S;Z;C A D)

PAR, (P | Pa]n UP;S;Z;C) &M (|P1|n U | P2]n UP;S;Z;C)

REPLg ('PlnUP;STC) =g m ([PalnU P, UP;STEC)
where « is a renaming of the bound variables of P that are not in rvar(C).

NEW, (lnew m.P|, UP;S;Z;C) =G pm (LP{m’/m}Jn UP;S;Z;C)

where m/ is a fresh name

Figure 5: Symbolic transition system.
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Figure 6: Diagrams illustrating Proposition 1 (left) and Proposition 2 (right).

3.8. Soundness and completeness

We show that our symbolic transition system reflects exactly the concrete
transition system, i.e., each concrete execution of a process is captured by one of
the symbolic executions (see Figure 6). More precisely, a concrete configuration
is represented by a symbolic configuration if it is one of its instances, called
concretization.

Definition 3 (6-concretization). A concretization of a symbolic configura-
tion Ky = (Ps; Ss;Zs;C) is a concrete configuration K, = (P;S;Z) such that
there exists a solution 0 of C and, furthermore, P60 = P, S0 = S, Z,0 = T.
We say that K. is a 0-concretization of K.

Note that the #-concretization of a ground symbolic configuration is a ground
concrete configuration. Now, we show that each concrete transition can be
matched by a symbolic one.

Proposition 1 (completeness). Let G = (N, E) be a graph and M C Noc.
Let Ky = (Ps; Ss;Zs;C) be a ground symbolic configuration and 0 be a solution
of C. Let K. be the 0-concretization of Ks. Let K. be a concrete configuration
such that K. =g m K. Then there exists a ground symbolic configuration K.,
and a substitution 8" such that:

o K is the 0'-concretization of K., and

o Ky =g KL

The proof is performed by studying each rule of the concrete transition sys-
tem, showing that the corresponding symbolic rule covers all possible cases. In
particular, disequality constraints allow to faithfully model cases where nodes
reject a message because the message does not match the expected pattern.
Conversely, we have that each symbolic transition can be instantiated in a con-
crete one.
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Proposition 2 (soundness). Let G = (N, E) be a graph and M C Nigc.
Let Ky = (Ps; Ss;Zs;C) and K. = (PL;SL;ZL;C') be two ground symbolic con-
figurations such that Ky —¢ v Ki. Let ' be a solution of C' and 0 be the
restriction of 0" to rvar(C). Let K. be the 0-concretization of Ks. There exists
a ground concrete configuration K. such that:

) Kc %G,M Ké, and
o K| is the 0'-concretization of K.
The proof is again obtained by inspection of the rules. We deduce from these

two propositions that checking for a concrete attack can be reduced to checking
for a symbolic one.

Theorem 3. Let G = (Noc, E) be a graph and M C Nioe. Let K = (P[]; S;7)
be a ground concrete configuration with a hole, and ® be a formula. There is an

M-attack on K and ® for graph G if, and only if,
(Pif ® thenout(error)]; S; Z;0) —& oy (lout(w)]n UPs; Ss; Zs; C)
and the constraint system C N u = error has a solution.

Proof. We show the two directions separately.
(=) First, let us suppose that there is an attack on K and ® for graph G. By
definition of an attack, there exists a concrete configuration K’ such that:

e K’ is of the form (|out(error)]|,, UP’;S’;Z'), and
o K% K.

By applying Proposition 1 recursively, we deduce that there exists a ground
symbolic configuration K and a substitution 6’ such that:

e (PJif @ then out(error) else 0];S;Z;0) —& K., and
o K’ is the #’-concretization of K.

Consequently, K is of the form (|out(u)], UP.; SL;Z2;C'), 6 is a solution of ',
and uf’ = error. Hence we have that 0’ is a solution of C' A u = error.

(<) Conversely, assume that
K, = (P[if ® then out(error) else 0]; S; Z; 0) —& (lout(u) |, UPs; Ss; Zs; C) = K.

and the constraint system C A u = error has a solution. Let 6’ be a solution of
C A u = error. Note that, since K is a ground symbolic configuration (thanks to
Lemma 1), we have that var(u) C rvar(C). Hence, we have that 6’ is a solution
of C and uf’ = error.

First note that K is a ground symbolic configuration whose concretization
is K = (P[if ® then out(error) else 0]; S;Z). Thanks to Lemma 1, we know that
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the symbolic configurations involved in this derivation are ground. Hence, by
applying recursively Proposition 2, we know that there exists a ground concrete
configuration K’ such that:

o K —»% K', and
e K’ is the #'-concretization of K.

Moreover, since uf)’ = error, we easily deduce that K’ = (|out(error)], U
Ps0'; S:0'; Z,0"). Hence, there is an attack on K and ® for graph G. O

Note that our result holds for any signature, for any choice of predicates,
and for processes possibly with replication. Of course, it then remains to decide
the existence of a constraint system that has a solution.

Example 8. Consider our former example of an attack on SRP, with initial
configuration Ko. We can reach the configuration K, and the constraint sys-
tem C has a solution o for graph Gy (cf. Example 6), so there is an {ny}-attack
on Ky for Gy.

In the remaining of the paper, our goal is to show how to solve
the resulting constraint systems. We restrict our attention to the
fixed signature (Sy,F1) (defined in Example 1) and the logic Lyoute
(defined in Section 2.2). We also assume the associated deduction
system F defined in Figure 1.

4. Turning constraint systems into solved forms

It has been shown in [14] that the existence of a solution of a constraint
system (with only deduction constraints) can be reduced to the existence of a
solution of a solved constraint system, where right-hand-sides of the constraints
are just variables. However, the result of [14] assumes that the deduction con-
straints have finite left-hand sides and does not allow one to deal with equality
and disequality tests and formulas of L,oyte-

In this section, we show how the existence of a solution for a constraint sys-
tem (without unification constraint) can be reduced to the existence of a solution
for a solved deduction constraint system together with disequality constraints
and formulas, for our extended signature. We do not consider unification con-
straints since we will see that we can easily get rid of them by first computing
a mgu.
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4.1. Simplification rules

We say that a constraint system C is a deduction constraint system if all
of its constraints are deduction constraints. Such a system is in solved form if
C=Ti Iz N...NT, I+ x, where z1,...,x, are distinct variables. It has
been shown in [14] that the existence of a solution for a deduction constraint
system with finite left-hand sides can be reduced to the existence of a solution
for a solved deduction constraint system by applying the transformation rules
presented in Figure 7.

Ry CATIFu ~ C fTU{z|(T'F2)eC,T CT}+u

Ro CANTIFu ~, CoNTolFuo
if 0 = mgu(t,v),t € St(T),v € St(u),t # v,t, v not variables

Rs CANTIFu ~, CoNTolFuo
if 0 = mgu(ty,ta),t1,t2 € St(T),t1 # ta,t1,t2 not variables

RS CANTIFu ~, CoATolFuo if o = mgu(ta,t3),
{t1[}t,, priv(ts) € St(T),t2 # t3,t2 or t3 (or both) is a variable

R4 CATIFu ~ L if var(TU{u})=0and Tt/ u

R¢ CATIFf(u,v) ~ CATIFuATIFv
for f € {(), =, hmac, {3, {-}t, [}

Figure 7: Simplification rules

The only difference between the rules presented in Figure 7 and those pro-
posed in [14] is in the rule Rf. We adapt this rule in order to deal with hmac
and lists. All the rules are indexed by a substitution. When there is no in-
dex then the identity substitution is implicitly assumed. We write C ~7 C’
if there are Cy,...,C, with n > 1, C' = Cp, C ~4, C1 ~g, +++ ~4, Cpn, and
o=0p,00,_10---001. We write C ~* C' if C ~»7 C' for some n > 1, or if
C' = C and o is the identity substitution.

However, the result of [14] assumes that the deduction constraints are of the
form T I+ w where T is a finite set of terms. We have extended this result to
the case where T contains an infinite set of names. For this, we introduce the
notion of a special constraint system (C,Zg) where Zy is an infinite set of names.
Moreover, we assume that those names do not occur in C, i.e., St(C) NZy = @
where St(C) represents the set of subterms that occur in C.

Definition 4 (special constraint system). Let C =Ty lFug A... AT, IFuy,
be a deduction constraint system where all left-hand sides of constraints are
finite, and Iy be an infinite set of names such that Nioc € To UZy. We say that
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(C,Ty) is a special constraint system if St(C) N Zo = 0. The deduction constraint
system C™ associated to (C,Ty) is inductively defined by

CATIFu " =C° A(ZyUT) IF w).

A substitution 6 is a solution of a special constraint system (C,Zy) if for
every T'lFu e C, (TUZy)0 Ik ub, i.ce., 6 is a solution ofEIU.

Example 9. We retrieve the following set of deduction constraints from Exam-
ple 6:
C” = Io U {ul} I v A I() @] {ul,UQ} I+ (%)

The set of terms Ly represents the initial knowledge of the attacker and we
assume that Lo = Nioc UL, where I}, is a finite set of terms. This assumption
is reasonable if we consider that the names in Ny represent IP addresses, and
that the intruder can easily create any IP address.

Let T = Moc ~ names(Z}, S, D), and Ty = Iy U (Noc Nnames(Zy, S, D)). We
have that Iy = Nioc ULy = Ty UZ. Moreover, Ty is a finite set of terms. We
consider the following set of deduction constraints:

Cl = TO U {Ul} I+ (%1 A To U {ul,’Ug} I+ U9

We have that Cy is a deduction constraint system where all left-hand sides of
constraints are finite. Furthermore, Nioc CZ UTy. As St(C1)NZ = 0, we have

that (C1,T) is a special constraint system. Note also that CTI =C".

We show that solving a special constraint system (C,Zy) can be done by
applying our simplification rules to C.

Proposition 3. Let (C,Z) be a special constraint system.

1. If C ~, C' then c’ o I by applying the same simplification rule, and
(C',T) is a special constraint system.

2. If ¢’ ~o CL, then there exists C' such that C. = T and C ~y C' by
applying the same simplification rule. Furthermore, we have that (C',T)
18 a special constraint system.

The proof of this proposition relies on the following lemma, which intuitively
states that adding an infinite set of disjoint names does not provide additional
deduction power to the intruder.

Lemma 2. Let T be a set of terms that contains at least one term of each sort,
ug be a term, and I be a set of names St(TU{up})NZ =0. If TUZF ug, then
we have that T F ug.

As shown in [14], the transformation rules terminate but the length of a
derivation might be exponential. Getting a polynomial bound on the length of
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simplification sequences can be achieved by considering a (complete) strategy
in order to avoid getting twice the same constraint. We consider the following
strategy S:

e apply Ry eagerly;

e apply the substitution rules, namely Rg, R, and R}, up to a point, then
stop applying them at all.

Assuming that all the constraints are uncolored at the beginning.

e Consider the uncolored constraint with the largest right-hand side. Either
color it or apply Rf to it.

e When the system is entirely colored, apply R;.

For deduction constraint systems with finite left-hand sides, the strategy S
is complete and yields derivations of polynomial length (see Section 4.7 in [14]).
It remains to show that the procedure also works for special constraint systems.

4.2. Soundness, completeness, and termination

The proof of Theorem 4 is mainly an adaptation of the result in [14] and relies
on Proposition 3. This theorem shows that when solving a special constraint
system (C,Zy), it is sufficient to apply the transformation rules to C.

Theorem 4. Let (Co,Zp) be a special constraint system, and ® be a set of for-
mulas and disequality constraints,

1. (Soundness) If Cy ~~% C' by a deriwation in S for some C' and some
substitution o, and if 0 is a solution for ®o and (C',Zy), then oo is a
solution for ® and (Co,Zy).

2. (Completeness) If 0 is a solution for (Co,Zy) and ®, then there exists a
deduction constraint system C' in solved form and substitutions o,0’ such
that 0 = 0’ o o, Cy ~% C' by a derivation in S, and 0" is a solution for
(C',Ty) and Po.

3. (Termination/Complexity) If Co ~" C' by a derivation in S for some de-
duction constraint system C' and some substitution o, then n is polynomi-
ally bounded in the size of Cy. Moreover, we have that St(C") C St(Coo) C
St(CO)U.

Proof. We show the three items separately.
Soundness. If Cy ~»% C’, then by applying Proposition 3 inductively, we get that
CTJIO sk o, By hypothesis, we have that 6 is a solution of ®¢ and (C’,Zy). In

—T
particular, we have that @ is a solution of " °. Thanks to Theorem 4.3 in [14]
(straightforwardly extended to constraint systems with infinite number of names

in the left-hand sides), we deduce that 6 o ¢ is a solution of CT)IO. Hence, we
have that 6 o o is a solution for ® and (Cy, Zy).
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Completeness. Let 6 be a solution for (Cy,Zy) and ®. In particular, we have
that 6 is a solution of Ciozo and ®. By applying Theorem 4.3 in [14], there exists
a constraint system C, in solved form and substitutions o, 6’ such that 6 = 6’ oo,
CT)IO ~~* Cl by a derivation in S, and @’ is a solution for C, and ®o. By applying
Proposition 3 recursively, we get that there exists C’ such that C, = @IO, and
Co ~% C'. Hence, we have that 6’ is a solution of (C’,Zj). Furthermore, C’ is
in solved form, since WIO is in solved form. We know that the series of rules
applied in the derivation Cy ~~* C’ is the same as in derivation CTJIO ~E CL
Moreover, the right-hand sides of the constraints in €™ and C are the same for
any C. Hence, we have that the derivation Cy ~~% C’ is in S.

Termination/Complexity. First, the strategy yields derivations of polynomial
length (see Section 4.7 in [14]). Now, it remains to show that St(C") C St(Coo) C
St(Co)o. First, we can show that var(Coo) = var(C’) when C' # L (by induction
on the length of the derivation). We will use this result to prove the second
inclusion.

We show the two inclusions by induction on the length of the derivation Cy ~7 C’.
Base case: n = 0. The result trivially holds.

Induction step: n > 1. In such a case, we have that Cy ngl Ci1, C ~,, C
and 0 = 09 0 7. By induction hypothesis, we have that St(C1) C St(Cpo1) C
St(Co)o1. We distinguish two cases depending on the simplification rules in-
volved in Cy ~, C'. For the rules Ry, Ry, and Rj, we have that St(C’) C St(Cy)
and o9 is the identity. Hence, we easily conclude:

St(C") C St(Cy) C St(Coo1) = St(Coo) C St(Co)o1 = St(Co)o.

For the rules Rq, Rs, and R}, we have that St(C’) = St(C102). Moreover, we
can show that St(C102) C St(C1)o2 (see Lemma 4 in Appendix B). By relying
on our induction hypothesis, we have that St(Ci)o2 C St(Cp)o. Hence, we can
conclude for the first inclusion. We have that:

St(C') = St(C1o2) C St(C1)oy C St(Co)o C St(Coo).

We have that dom(o3) C wvar(Cy) since oo = mgu(ty,ta) with t1,te € St(Cy).
Hence, | ) St(zoz) C St(Cioz) € St(Ci)oz (thanks to Lemma 4). We

z€var(Cy
have that:
St(COO') g St(CQCTlO'Q) g St(COO'l)O'Q U UZEE’UO/{‘(CQO'l) St({EO'Q)

= St(CQUl)O'Q @] UxEvar(Cl) SL‘(!L‘O’Q)

g St(COO'l)O'Q U St(Cl)ag

C  St(Coo1)o2 by induction hypothesis
C  St(Cy)o by induction hypothesis

O

Example 10. Consider our former example of a special constraint system, i.e.,
(C1,Z) (see Example 9), we can simplify the constraint system Cy following strat-
eqy S:
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e Ry, R3, Ry Cp ~7% Co with Cy = Cio where o = {*4/,.,, %= %1/},

o Rf.' (6271) ¥ (Cg,I) with
Too U{uio} IF req
Too U{uro} IF S
Too U{uio} - D
Too U{uyo} I+ id

Too U{uyo,ve0} Ik rep

Too U {ula, UQO'} I+ D

Too U{ujo,ve0} IF S

Too U{uyo,va0} Ik id

Too U{uio} Ik z, Too U{ujo,ve0} IF x4

Too U {ula} Ik Too U {ula, ”UQO’} Iz

Too U{uro} IF hmac((req, S, D,id), Ksp)

Too U{uyo,ve0} |- hmac({rep, D, S, id, x :: 1), Ksp)

Cs =

>> > > > >
> > > > > > >

e Ry: (C5,Z) ~* (C',Z) with C' in solved form defined as follows:

CI = To U {’U,l} I- Tq /\TO @] {ul} I x

Let & = &p A Pg A —route(xr) (with ®p and Og defined in Example 6). In
order to find a solution for C, it is equivalent to find a solution for (C1,Z) and

Oo = check(D, z,) A checkl(S, x4 i z;) A —loop(z, :: 1) A —route(z, 2 7).

The constraint system (C',T) is in solved form, and we have that the substitu-
tion 0 defined in Example 6 is such that 0 = 0’ o o where 0’ = {X/,. W5/} is
a solution of (C',Z) and ®o.

5. Bounding the size of minimal solutions for solved forms

Applying the technique described in the previous section, we are left to decide
the existence of a solution for a constraint system C in solved form together with
disequality constraints and formulas of L,oute- In this section, we show how to
bound the size of a minimal solution for solved constraint systems.

5.1. Bounding variables which are not of sort loc or lists

We first prove that given any solution of C, the variables which are not
of sort loc or lists can be instantiated by any fresh name, still preserving the
solution.

Lemma 3. Let (C,Z) be a special constraint system in solved form, ®; be a
formula of Lioue, P2 be a set of disequality constraints, and G = (Nioe, E) be
a graph. Consider o a solution of (C,Z) N ®1 A @9 for graph G. There is a
solution o' of (C,Z) A ®1 A @y for graph G such that:

e xo’ = xo for every variable x of sort loc or lists;

o 20’ € T otherwise.
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Proof. Since (C,7) is a special constraint system in solved form, we have that
C=Tilrxi AN... \NT,IFx,
where:
e 1y,...,x, are distinct variables, and
o var((C,Z) AN @y A Ps) = {x1,...,2,} = rvar(C).
We show the result by induction on:
w(o) = #{x € rvar(C) | x is neither of sort loc nor of sort lists A xzo ¢ T}.

Base case: p(o) = 0. In such a case, since rvar(C) contains all the variables
that occur in the constraint system, we easily conclude. The substitution o is
already of the right form.

Induction step: p(o) > 0. Let ig be the maximal index 1 <ig < n such that
zi,0 ¢ T and x;, is not of sort loc or lists. Let a be a name in Z that does
not occur elsewhere. Let o/ = 7 U {z;, — a} where 7 = o|x with X =
dom(c) \ {x;,}. Clearly, we have that u(c¢’) < p(o). In order to conclude, it
remains to show that ¢’ is a solution of (C,Z) A &1 A Ds.

1. We show that o’ is a solution of (C,Z). For every i < ig, since o is a

solution of (C,Z), we have that T;0 UZ F z;0. Since z;, does not occur in
this constraint, we also have that T;6' UZ  z;0’. Since a € Z, we have
that TiOU/ UZH (EiOO'/.
For every i > ig, according to the definition of g, either z; is of sort loc
or lists, or x;0 € Z. In the first case, as for every term t of sort loc or lists,
Nioc F t, we have that Mo F x;0. In the second case, T - z;0. Hence, in
both cases, we have that Tjo' UZ - x;0”.

2. We show that o’ is a solution of ®1. All the variables appearing in ®; are
of type loc or lists. Hence, we have that ®10 = ®;0’. This allows us to
conclude.

3. Lastly, we show that o’ is a solution of ®5. Let VY.u # v be a disequality

constraint in ®;. Assume w.lo.g. that dom(c) NY = 0. Since o is a
solution of VY.u # v, we know that uo and vo are not unifiable.
Assume by contradiction that there exists a substitution 6’ such that
uc'0 =wvo'd (ie., o’ does not satisfy VY.u # v). We can assume w.l.o.g.
that uo’0" and vo'¢’ are ground terms, and z;, ¢ dom(¢’). In such a case,
we have that:

(uo")0" = ((ur){zi, = a})0" = ((ur)0'){zs, = a}
(va")0" = ((vr){ziy = a})0" = ((v7)0"){zi; = a}

Since a is fresh, we deduce that (u7)¢’ = (v7)60'. Hence, we have also that:
((UT)HI){xio = xioa} = ((UT)H/){xio = mioa}

ie., ucl’ = vof’. This contradicts the fact that uoc and vo are not unifi-
able.
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Hence, o’ is a solution of (C,Z) A &1 A 5. O

5.2. Bounding variables of sort loc or lists

We then show that it is possible to find a solution in which lists are poly-
nomially bounded. We need to prove two separate propositions, according to
whether the network topology is fixed or not. The proofs of these propositions
use the fact that disequality constraints can be satisfied using fresh node names
and that the predicates of the logic Lyoute check only a finite number of nodes.

5.2.1. Case of a fized topology

In case the network topology is fixed, we show that we can bound the size
of an attack, where the bound depends on the size of the graph and the size of
the constraints.

Proposition 4. Let (C,Z) be a special constraint system in solved form, ®1 be
a conjunction of atomic formulas of Lioute, P2 be a set of disequality constraints,
and G = (Nioe, E) be a graph. If there is a solution of (C,Z) A ®1 A §y for G,
then there exists a solution o of (C,Z) N ®1 A @y for G that is polynomially
bounded in the size of ®1, Py and E.

In particular, we show that, if there is a solution of (C,Z) A &1 A Py for
graph G, then there exists a substitution o such that o is a solution of (C,Z) A
®, A @, for G, and variables of sort lists are instantiated by lists of length at
most M where M is a bound that depends on &5, ®1, and F.

To prove this result, we consider a smallest solution o of (C,Z) A &1 A ®q
for G (i.e., a solution that minimizes the length of the lists that occur in img(o)),
and we assume that there exists a variable x, of sort lists such that x,0 is a list
of length greater than M. We built a solution ¢’ (smaller that o) by changing
only the value of xy0 in order to reduce its length, preserving the satisfiability
of our constraints. We build x40’ by first marking the names we want to keep
in xyo obtaining a marked list, i.e., a list in which some elements are marked.

For instance, in order to ensure that a loop predicate will still be satisfied,
two names are actually sufficient, whereas for a checkl predicate, three names
are needed. Note that, to satisfy a positive occurrence of a route predicate, we
know that the list contains at most #F names (since names in the list have
to be distinct), thus we know that the variable z; is not involved in a positive
occurrence of a route predicate. We also have to keep some names to take the
disequality constraints into account.

Then, we consider the list extracted from x,0 by keeping the marked names
plus an additional one, and we consider variations of this extracted list. Note
that the length of this extracted list is bounded by the size of the graph and
the size of the constraints.

Definition 5 (variation). Let I’ be marked list in which at least one of its
element is not marked. A variation of I’ = [a};...;al] is a list 1 = [a1;...;ap]
such that:
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e there exists 1 < jo < n such that ag-o is not marked and aj, is a fresh
name,

e for all1 <i<mn such that i # jo, we have that a; = a}.

Actually, instantiating x, by any variation of this extracted list allows us to
ensure that our constraints are still satisfied.

5.83. Case of an a priori unknown topology

In case the network topology is not fixed, we show that we can bound the size
of an attack. More precisely, we show that if there is an attack on an arbitrary
graph, then it is possible to find a polynomially bounded attack, on a possibly
slightly different graph.

Proposition 5. Let (C,Z) be a special constraint system in solved form, ®1 be a
congunction of atomic formulas of Lioute, P2 be a set of disequality constraints. If
there is a solution of (C,Z)AN®1 A2 for the graph G = (Nioe, E), then there exists
a graph G' = (Moc, E') and a substitution o such that o is a solution of (C,Z) A
Dy A Dy for G, and o is polynomially bounded in the size of ®1 and ®5. More-
over, we have that G’ coincides with G on' V = {n | In’ such that (n,n’') € E},
i.e., E={(ni,n2) € E' | n1,ny € V}.

The proof follows the same lines as the proof of Proposition 4. However, we
can not consider the size of the graph to bound the size of the lists. This is used
in the proof of Proposition 4 to deal with the case of route that occur positively
in the formula. Here, we rely on the fact that we can change the graph to solve
this problem, and we consider ubiquitous graphs.

Definition 6 (ubiquitous graph). Let G = (N, F) be a finite graph (i.e.,
such that E is finite). Consider the sets of nodes V. = {n | In’ such that (n,n’) €
E}, and Vyp; € Nioe N V. The graph (Moc, E U Eypi) where Eyp; = {(a,b) | a €
V U Vipi, b € Vi } is called the ubiquitous graph associated to G and V.

Moreover, we consider ubiquitous variations instead of variations. This is
needed to satisfy a formula route that occurs positively.

Definition 7 (ubiquitous variation). Let I’ be a marked list and n be the
number of unmarked elements inl'. Let Vyp; be a set of nodes such that #Vyp; >
n and names in Vyp,; do not occur inl’. A ubiquitous variation according to Vi,
of ' =[ay;...;al] is a list | = [ay;. .. ;an] such that:

o for all1 <i<mn such that a} is not marked, a; € Vipi,

e for all 1 <i <n such that o} is marked, a; = a.

Moreover we require that the ubiquitous nodes of I are all distinct.
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6. Decidability results

We are now ready to prove our two main decidability results.

Theorem 1. Let K = (P[];S;Z) be an initial concrete configuration with a
hole, M C Nioc be a finite set of nodes, and ® € Lyoue be a formula. Deciding
whether there exists a graph G = (Noc, E) such that there is an M-attack
on K and ® for the topology G is NP-complete.

Theorem 2. Let K = (P[];S;Z) be an initial concrete configuration with a
hole, G = (Nioc, E) be a finite graph, M C Nioc be a finite set of nodes, and
D € Lioute be a formula. Deciding whether there exists an M-attack on K and ®
for the topology G is NP-complete.

Note that Theorem 1 does not imply Theorem 2 and reciprocally. Theo-
rems 1 and 2 ensure in particular that we can decide whether a routing protocol
like SRP can guarantee that any route accepted by the source is indeed a route
(a path) in the network (which can be fixed by the user or discovered by the
procedure). The NP-hardness of the existence of an attack comes from the NP-
hardness of the existence of a solution for deduction constraint systems [32].
The (NP) decision procedures proposed for proving Theorems 1 and 2 involve
several steps, with many common ingredients.

Step 1. Applying Theorem 3, it is sufficient to decide whether there exists
a sequence of symbolic transitions (and if G is not fixed then we guess which
nodes occuring in P are connected by an edge in G).

(Plif @ thenout(error)]; S; Z;0) —¢ g (lout(u) ], UPs; Ss; Zs; C)

such that C A u = error admits a solution for the graph G. Since processes
contain no replication and involve communication between a finite number of
nodes, it is possible to guess the sequence of symbolic transitions yielding an
attack (by guessing also the edges between the nodes that are either in M or
involved in a communication step) and the resulting configuration stays of size
polynomially bounded by the size of the initial configuration. Moreover, any
left-hand-side of a deduction constraint in C is of the form T'UN o where T is a
finite set of terms. It then remains to decide the existence of a solution for our
class of constraint systems.

Step 2. We first get rid of unification constraints by computing a mgu of the set
of equality constraints. Then applying Theorem 4, we deduce that it is sufficient
to decide the existence of a solution for constraint systems in solved form, by
(non-deterministically) guessing a polynomial sequence of transformation rules
that yields a solved constrain system.

Step 3. We then show how to decide the existence of a solution for a constraint
system, where each deduction constraint is solved, that is of the form T IF z. Tt
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is not straightforward like in [14] since we are left with (non solved) disequal-
ity constraints and formulas. Since the system is in solved form and applying
Lemma 3, we can replace any variable that are not of sort loc or lists by any
fresh name. Then the key step consists in guessing a small solution. Proposi-
tions 4 and 5 (depending on whether the graph is fixed or not) ensure that the
size of a minimal attack is polynomially bounded in the size of the constraint
system (and in the size of the graph when it is fixed), which also bounds the
total number of names that are used. We can therefore guess the instantiation
of the variables of sort loc and lists.

These three steps describe a (non-deterministic) procedure for deciding the
existence of an attack on any concrete configuration.

Complezity. Assume given a constraint system C = C; A Ca A C3 A C4 where
C1,Cs,C3,Cy are respectively the sets of unification constraints, deduction con-
straints, disequality constraints and formulas. We first apply an mgu of the
unification constraints in Cy, the size of the constraint system obtained is poly-
nomial in the size of C, so we can assume that C; is empty. Then, by Theorem 4,
we can apply (non-deterministically) a polynomial number of simplification rules
and get a constraint system Coo A C30 A Cq0 where Coo is in solved form. Then,
as shown in the proofs of Propositions 5 and 4, we can actually bound the size
of a minimal solution polynomially in Co A C3 A Cy.

7. Applications

7.1. Routing protocol SRP applied to DSR

Our decision procedure allows us to retrieve the attack on the protocol SRP
applied to DSR, mentioned in Example 5. Indeed, consider the formal model of
SRP applied to DSR (defined in Section 2.3) and of its desired property (defined
in Example 5). We would first guess the graph Gy defined in Example 3. Exe-
cuting symbolically (non deterministically) the process modeling SRP applied to
DSR, we would obtain the symbolic configuration of Example 7. Applying our
transformation rules, we would then (non deterministically) obtain a solved con-
straint system (see Example 10). We can finally guess the (bounded) solution

0 = {X/xav [W;S]/mz}-

7.2. Routing protocol SDMSR

The secured routing protocol SDMSR introduced in [8] is a multipath routing
protocol that can be modeled in our framework. Its aim is to find several paths
leading from the source S to the destination D. To achieve this, the intermediate
nodes may process the same request several times. This protocol is based on
two authentication mechanisms: RSA signatures and signatures based on hash
chains. The purpose of the latter scheme is to decrease computation time. For
the sake of simplicity, we describe the protocol without this mechanism. The
description in [8] does not really state whether neighbor verification is performed
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in the protocol. To avoid straightforward attacks, we assume that this is the
case: each node checks whether the received information is consistent with its
knowledge of the network.

To discover a route to the destination, the source constructs a request packet
and broadcasts it to its neighbors. The request packet contains its name .S, the
name of the destination D, an identifier of the request id, a list containing the
beginning of a route to D, and a signature over the content of the request,
computed with the private key priv(S). The source then waits for a reply con-
taining a route to D signed by one of his neighbors, and checks that this route
is plausible.

The process executed by a source node S initiating the search of a route
towards a destination node D is

Ppit(S, D) = new id.out(uq).in uz[®g].null

uy = (req, S, D, id, S :: [], [(req, S, D, id) ] oriv(s))
where uy = (rep, D, S,id,x 4,2, [(rep, D, S, id, v 1) ] priv(z.))
®g = check(S,z4) A checkl(S, zy,)

The names of the intermediate nodes are accumulated in the route request
packet. Intermediate nodes relay the request over the network, except if they
have already seen a shorter one. In order to simplify the presentation, we con-
sider that they relay all requests as long as they contain different routes. An
intermediate node also checks that the received request is correctly authenti-
cated by checking the attached signature. Below, V € N, =g, T, and zp are
variables of sort loc whereas x,. is a variable of sort lists and x;4 is a variable of
sort terms. The process executed by an intermediate node V' when forwarding
a request is as follows:

Preq(V) = in w1 [®y].read t then null else (store(t).out(ws))

wy = <req7$5,$D,$id,$a ) [[(reqaxvaDaxidH]priv(zs))

Oy = check(V, z,)

t =(xs,Tp,Tid, Tq :: Tp)

wa = <req,xs,xD,xid,V L Zqg Ty H<req7xSaxDamid>Hpriv(xs)>

where

When the request reaches the destination D, he checks that the request
comes from one of his neighbors, has a correct signature, and that the list of
accumulated nodes does not contain a loop. Then, the destination D constructs
a route reply, in particular it computes a signature over the route accumulated
in the request packet with its private key priv(D). He then sends the reply
back over the network. The process executed by the destination node D is
Pyest(D) = in v1[®p].out(vs).null where:

v = <feq,$S7D7$id7$b L xy, [[<req7x5'7D7xid>]]priv(xs)>

®p = check(D, xp) A —loop(xy, = ay)
vy = (rep, D, x5, wia, D, D 2 xp 2wy, [(rep, D, x5, Tia, D = p 2 1) [oriv(D))
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Then, the reply travels along the route back to S. The intermediate nodes
check that the signature in the reply packet is correct, and that the route is
plausible, before forwarding it. Each node replaces the signature in the reply
packet by its own signature. The process executed by an intermediate node V'
when forwarding a reply is the following one:

Prep(V) = in w'[®7,].out(w”).null

w' = (rep, TDy, TS, TidyLay Ly, [[(rep, TD, TS, Tid, xr)]]priv(za)>
where @1, = checkl(V, z,) A check(V, z,)
w” = <rep7 TD,TS,Tid, V; Ty, [[(rep, TD,TS,Lid, xr>]]priv(\/)>
We have found that SDMSR is subject to the same kind of attack as SRP
applied to DSR. Consider the same graph Gy as for the attack we described on
SRP. Let

Ko = ([ Pit(S; D) s | | Paest(D) ] 3 05 Zo)

The attack scenario is the following one. The source S sends a route request
towards D. The request reaches the node n;. Thus, the attacker receives
the following message: (req, S, D, id, S :: [}, [(req, S, D, id)]priv(s)). The attacker
then broadcasts the following message in the name of X:

(req, S, D,id, [X; W; I; S, [(req, S, D, id)] priv(s)) -

Since D is a neighbor of ny, it will hear the transmission. In addition, the list
of nodes [X; W;T;S] ends with X, which is also a neighbor of D, and does not
contain any loop, and signature [(req, S, D, id)]riv(s) is valid. Consequently, the
destination D will process this request and will send the following route reply
back to .S:

<rep7D757 idaDa [D7X7Walv S]a [[<rep7D7S7 Zdv [D,X, Wvlv S]>Hpriv(D)>'

The attacker will put its own signature [(rep, D, S, id,[D; X; W; I; S])]priv(ns)
instead of the signature of D, and it will send the resulting message to .S.
To model security in our model, we replace in P,,;; the process null by a hole

and we check whether the formula —route(x ) holds. Applying our procedure
to the initial configuration Ky, we can reach the configuration

K = (lout(error).0]s;0; Zo U {u1,v2};C)

where

C = I()U{ul}”_’vl/\q)p/\
| ZoU{u, v}t lFus A &g A —route(zr)

with:
uy = (req, S, D,id, S :: [], [(req, S, D, id) ] oriv(s))
Uz = <rep7 D7 Sv Zdv TA, XL, [[(rep, Da Sa Zd? xL>]]priv(mA)>
®p = check(D, zp) A —loop(zp :: 27)
®g = check(S,z4) A checkl(S, xy,)

vy = (req, x5, D, xiq, 2y = 21, [(req, 25, D, Tid) [priv(as))
vy = (rep, D, x5, 0, D, D xy 2 2y, [(rep, D, xs, Tia, D 1 @p 2 21)[priv(p))
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and the constraint system C has a solution
0= {id/mida S/ws ) nI/fﬁAa X/Ibv [W;nl;s]/mzv [D;X;Wml;s]/wL}

for graph Gy, so there is an {n;}-attack on Ky for Gy. We therefore retrieve the
attack mentioned above, that we have discovered while analysing the protocol.

7.3. Other routing protocols

The model of processes we propose includes the possibility for nodes to store
information in some memory. We can therefore model routing protocols based
on routing tables, such as SAODV [37], SEAD [17] and ARAN [33]. However,
in such protocols, the actual found route is not sent to the source node but
depends on the internal states of the nodes. Security properties such as route
validity can thus not be expressed using our route predicate.

We have modeled route validity in Example 5 for the protocol SRP applied to
DSR. The same modeling can be applied to most source routing protocols such
as Ariadne [18], endairA [11], SRDP [23], BISS [12]. However, source routing
protocols may also perform recursive tests. Such tests are typically performed
either by the source or the destination and aim at securing respectively the
request or reply phase. These tests can not yet be included in our decision
procedures.

8. Conclusion

Using our symbolic semantics, we have shown that, for general processes
that can broadcast and perform some correctness checks in addition to the usual
pattern matching, existence of an attack can be reduced to existence of a solution
for (generalized) constraint systems. Our result holds for a bounded number
of sessions and an unbounded number of node names. As an illustration, for a
large class of processes without replication (that captures e.g., routing protocols
SRP applied on DSR, SDMSR,...), we have proved that the existence of an
attack is NP-complete. In particular, we generalize existing works on solving
constraint systems to properties like the validity of a route and to protocols with
broadcasting. Our result enables us to both decide the existence of a network
topology that would lead to an attack, and also to automatically discover
whether a particular network topology may allow malicious nodes to mount an
attack.

As future work and in order to model protocols, we plan to extend our re-
sults to protocols that perform recursive tests or make use of recursive functions.
Since our results reuse existing techniques such as constraint solving, we believe
that our procedure could be implemented in existing tools after a few adapta-
tions. Another extension would be to model mobility during the execution of
the protocol. This would allows us to consider changes in the network topology
and to analyze the security of route updates. This requires modelling of an
appropriate security property.

36



References

1]

M. Abadi and C. Fournet. Mobile values, new names, and secure communi-
cation. In Proc. 28th Symposium on Principles of Programming Languages
(POPL’01), pages 104-115. ACM Press, 2001.

M. Abadi and A. Gordon. A calculus for cryptographic protocols: The
spi calculus. In Proc. 4th Conference on Computer and Communications
Security (CCS’97), pages 36-47. ACM Press, 1997.

G. Acs, L. Buttyan, and 1. Vajda. Provable security of on-demand distance
vector routing in wireless ad hoc networks. In Second Furopean Workshop
on Security and Privacy in Ad Hoc and Sensor Networks (ESAS 2005),
2005.

G. A,cs7 L. Buttyan, and I. Vajda. Modelling adversaries and security
objectives for routing protocols in wireless sensor networks. In The Fourth
ACM Workshop on Security of Ad Hoc and Sensor Networks (SASN 2006),
2006.

R. Amadio, D. Lugiez, and V. Vanackére. On the symbolic reduction
of processes with cryptographic functions. Theoretical Computer Science,
290(1):695-740, 2002.

A. Armando et al. The AVISPA Tool for the automated validation of
internet security protocols and applications. In Proc. 17th International
Conference on Computer Aided Verification, CAV’2005, volume 3576 of
LNCS, pages 281-285. Springer, 2005.

D. Benetti, M. Merro, and L. Vigano. Model checking ad hoc network
routing protocols: ARAN vs. endairA. In Proceedings of the 8th IEEE

International Conference on Software Engineering and Formal Methods
(SEFM’10). IEEE Computer Society Press, 2010.

S. Berton, H. Yin, C. Lin, and G. Min. Secure, disjoint, multipath source
routing protocol(sdmsr) for mobile ad-hoc networks. In Proceedings of the
Fifth International Conference on Grid and Cooperative Computing, GCC
06, pages 387-394, Washington, DC, USA, 2006. IEEE Computer Society.

B. Blanchet. An efficient cryptographic protocol verifier based on pro-
log rules. 1In Proc. 14th Computer Security Foundations Workshop
(CSFW’01). IEEE Comp. Soc. Press, 2001.

B. Blanchet. An automatic security protocol verifier based on resolution
theorem proving (invited tutorial). In Proc. 20th International Conference
on Automated Deduction (CADE’05), 2005.

L. Buttyan and I. Vajda. Towards Provable Security for Ad Hoc Routing
Protocols. In Proc. 2nd ACM workshop on Security of ad hoc and sensor
networks (SASN’0/4), pages 94-105, New York, NY, USA, 2004. ACM.

37



[12]

[13]

[14]

S. Capkun and J.-P. Hubaux. Biss: Building secure routing out of an
incomplete set of security associations, 2003.

J. Clark and J. Jacob. A survey of authentication protocol literature.
http://www.cs.york.ac.uk/~jac/papers/drareviewps.ps, 1997.

H. Comon-Lundh, V. Cortier, and E. Zalinescu. Deciding security proper-
ties for cryptographic protocols. Application to key cycles. ACM Transac-
tions on Computational Logic (TOCL), 11(4):496-520, 2010.

N. Durgin, P. Lincoln, J. Mitchell, and A. Scedrov. Undecidability of
bounded security protocols. In Proc. Workshop on Formal Methods and
Security Protocols, 1999.

J. C. Godskesen. Formal verification of the aran protocol using the ap-
plied pi-calculus. In Proceedings of the Sixth International IFIP WG 1.7
Workshop on Issues in the Theory of Security, pages 99-113, 2006.

Y.-C. Hu, D. B. Johnson, and A. Perrig. Sead: secure efficient distance
vector routing for mobile wireless ad hoc networks. Ad Hoc Networks,
1(1):175-192, July 2003.

Y.-C. Hu, A. Perrig, and D. Johnson. Ariadne: A Secure On-Demand
Routing Protocol for Ad Hoc Networks. Wireless Networks, 11, January
2005.

Y.-C. Hu, A. Perrig, and D. B. Johnson. Wormhole attacks in wireless
networks. Selected Areas in Communications, IEEE Journal on, 24(2):370—
380, 2006.

I. John D. Marshall. An analysis of the secure routing protocol for mo-
bile ad hoc network route discovery: Using intuitive reasoning and formal
verification to identify flaws. Technical report, Florida State University,
2003.

D. Johnson, D. Maltz, and J. Broch. DSR: The Dynamic Source Routing
Protocol for multi-hop wireless ad hoc networks. In Ad Hoc Networking,
pages 139-172, 2001.

J.-P. Jouannaud and C. Kirchner. Solving equations in abstract algebras:
a rule-based survey of unification. In J.-L. Lassez and G. Plotkin, editors,
Computational Logic. Fssays in honor of Alan Robinson, chapter 8, pages
257-321. The MIT press, Cambridge (MA, USA), 1991.

J. Kim and G. Tsudik. Srdp: Secure route discovery for dynamic source
routing in manets. Ad Hoc Netw., 7(6):1097-1109, 2009.

L. Lazos, R. Poovendran, C. Meadows, P. Syverson, and L. W. Chang.
Preventing wormhole attacks on wireless ad hoc networks: a graph theo-
retic approach. In Wireless Communications and Networking Conference,
volume 2, pages 1193-1199 Vol. 2, 2005.

38



[25]

J. Millen and V. Shmatikov. Constraint solving for bounded-process cryp-
tographic protocol analysis. In Proc. 8th ACM Conference on Computer
and Communications Security (CCS’01), 2001.

S. Nanz and C. Hankin. A Framework for Security Analysis of Mobile
Wireless Networks. Theoretical Computer Science, 367(1):203-227, 2006.

P. Papadimitratos and Z. Haas. Secure routing for mobile ad hoc networks.
In Proc. SCS Communication Networks and Distributed Systems Modelling
Simulation Conference (CNDS), 2002.

L. C. Paulson. The inductive approach to verifying cryptographic protocols.
Journal of Computer Security, 6(1-2):85-128, 1998.

C. E. Perkins and E. M. Belding-Royer. Ad-hoc on-demand distance vec-
tor routing. In Proc. 2nd Workshop on Mobile Computing Systems and
Applications (WMCSA ’99), pages 90-100, 1999.

A. Perrig, R. Szewczyk, V. Wen, D. Culler, and J. D. Tygar. SPINS:
Security protocols for sensor networks. Wireless Networks, 8(5):521-534,
Sept. 2002.

M. Poturalski, P. Papadimitratos, and J.-P. Hubaux. Towards Provable
Secure Neighbor Discovery in Wireless Networks. In Proceedings of the 6th

ACM workshop on Formal methods in security engineering, pages 31-42.
ACM, 2008.

M. Rusinowitch and M. Turuani. Protocol insecurity with finite number
of sessions is NP-complete. In Proc. 14th Computer Security Foundations
Workshop (CSFW’01), pages 174-190. IEEE Comp. Soc. Press, 2001.

K. Sanzgiri, B. Dahill, B. N. Levine, C. Shields, and E. M. Belding-Royer.
A secure routing protocol for ad hoc networks. In 10th IEEE International
Conference of Network Protocols (ICNP), 2002.

P. Schaller, B. Schmidt, D. Basin, and S. Capkun. Modeling and verifying
physical properties of security protocols for wireless networks. In Proc.
22nd Computer Security Foundations Symposium (CSF’09). IEEE Comp.
Soc. Press, 2009.

F. J. Thayer, J. C. Herzog, and J. D. Guttman. Strand spaces: Proving
security protocols correct. Journal of Computer Security, 7(1), 1999.

S. Yang and J. S. Baras. Modeling vulnerabilities of ad hoc routing pro-
tocols. In Proc. 1st ACM Workshop on Security of ad hoc and Sensor
Networks (SASN’03), 2003.

M. G. Zapata and N. Asokan. Securing ad hoc routing protocols. In Proc.
1st ACM workshop on Wireless SEcurity (WiSE’02), pages 1-10. ACM,
2002.

39



Appendix A. Symbolic semantics

We show in Lemma 1 that the result of a transition from a ground symbolic
configuration is also a ground symbolic configuration, in particular the set of
constraints obtained is a constraint system. This lemma will be useful to show
that our transition system is complete (Proposition 1) and sound (Proposition 2)
when considering ground configurations.

Lemma 1. Let G = (Nioe, E) be a graph, M C Nioc, and Ky = (P;8;Z;C) be
a ground symbolic configuration. If K is such that Ks —¢ r Ky, then K is a
ground symbolic configuration.

Proof. Since K is a symbolic configuration, we have that C is a constraint
system and T" C Z for every T |- uw € C. Moreover, since K is ground, we
have that var(Z) U fo(P) U var(S) C rvar(C). Let K = (P;S";7';C’) and
G = (V,E). To prove the result, we do a case analysis on the transition rule
involved in Ky —¢ K. Note that the result is straightforward for the rules
STORE,, PARg, REPLg, and NEW,. Indeed, in these cases, we have that C' = C,
7' =17, and fo(P)Uwar(S) = fu(P’')Uwvar(S’). Now, we consider the remaining
rules in turn.

e Rule READ-THEN,. We have that:
(lread u then P else Q|, U Q;S;Z;C) =g a ([P0 U Q;S;TiCAE=u)

where |t|, € S.

First we have that C’ is a constraint system. Indeed, monotonicity is still
satisfied by C’. Moreover, we have that var(t) C var(S) C rvar(C) (since
K, is ground). Hence, C’ satisfies the origination property. Since Z' =T
and the deduction constraints are the same in C and C’, we have that
T C T for every T IFu € C'. Lastly, since K is ground, we have that:

(fo(P) \ var(u)) U fo(Q) C rvar(C).

Consequently, we have that fo(P)U fv(Q) C rvar(C) U var(u), and since
rvar(C) U var(u) = rvar(C U {t = u}), we deduce that the resulting sym-
bolic configuration K is also ground.

e Rule READ-ELSE,. We have that:
([read u then P else Q|, U Q;S;Z;C) =g (1Qn U Q;S;Z5C A Eq)

where Eq = {Vvar(u) \ rvar(C) .t #u | [t], € S}.
Since no deduction or unification constraint is introduced, C’ is a constraint
system. Since Z' = Z, we also have that T' C Z’ for every T IF u € C’. Since
K, is ground, we have that fv(Q) U fv(Q) U var(S) U var(Z) C rvar(C).
Since rvar(C’) = rvar(C), we have that fo(Q)U fo(Q)Uwar(S)Uwvar(Z) C
rvar(C"). The resulting configuration K is ground.
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e Rule IF-THEN,;. We have that:
([if @ then Pelse Q|, U Q;S;Z;C) =& p ([Pl UQ;S;T;C A D)

It is easy to see that C’ is still a constraint system. Moreover, since
7' = T and C’ \ C does not contain any deduction contraint, we have
that T C 7' for every T IF w € C'. Since K, is ground, we have that
fo(P) U fu(Q) U wvar(S) Uwar(Z) C rvar(C). Since rvar(C') = rvar(C),
we have that fo(P) U fu(Q) U var(S) U var(Z) C rvar(C'). Thus, the
configuration K, is ground.

e Rule [F-ELSE,. Similar to the previous case.
e Rule IN,. We have that:
(lin u[®].P|, U Q;S;Z;C) w4 pm ([PInUQS;TC AT IFu A @)

where (ny,n) € E for some n; € M.

Since C is a constraint system and T C Z for any T |- u € C, we de-
duce that C’ satisfies the monotonicity property. Since var(Z) C rvar(C)
(because K is ground), C’ satisfies the origination property. Clearly, we
have that T' C Z’ for any T IF u € C’. Lastly, since K, is ground, we
have that: fv(P) U fo(Q) U var(S) U var(Z) C rvar(C) U var(u). Since
rvar(C") = rvar(C) U var(u), we easily deduce that the symbolic configu-
ration K is ground.

e Rule ComMm,. We have that:

(lout(t).P|n UPrUQ;S;T;C) —& m
(I_PJn UPs U'PK7L U Q;S;I/;C ANCjANCk /\CL)

where:

— Pr={lin w;[®;].P;]n, | i € I},

= Pr=AlPjln; | € J}

- PK,L = {Lm Uk[(bk]PkJnk | ke KUL}

O = f{t=uy A0y |jE ),

— Cx = {Vvar(ux) ~ rvar(C) .t Zuy | k € K},

- Cr = {t:ulal A Do | l e L}.
| P'] € Qimplies that (n,n') ¢ E or P’ is not of the form in «/[®'].Q’, I =
JWHWKWL, (n;,n) € E for any i € I, o is a renaming of var(u;) ~ rvar(C)

by fresh variables, and if (n,ny) € E for some ny € M then 7' = Z U {t}
else 7' = T.

Clearly, C' satisfies the monotocity property. Moreover, we have that
T C T for any T I+ u € C'. To show that C’ satisfies the origination
property, we have to prove that var(t) C rvar(C). This is indeed the case
since K is ground and var(t) C fu(P). Lastly, we have to show that K
is ground. Since K is ground, we have that:
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1. fu(Pr) C rvar(C)
2. fu(P)U fu(Q) U wvar(S) U var(Z) C rvar(C)
3. wvar(t) C rvar(C).

From 1, we deduce that fo(P;) U fo(Pk 1) C rvar(C) U |J var(u;).

jeJ
Moreover, we have that rvar(C) U | var(u;) C rvar(C’).
jeJ

Hence, we have that:

— fu(P)U fu(Q) U fu(Py) U fu(Pk.) C rvar(C’),

— var(S") = var(S) C rvar(C) C rvar(C’),

— wvar(Z') C var(Z) U var(t) C rvar(C) C rvar(C’).
We easily conclude that K, is a ground symbolic configuration. O

We now show that a concrete transition corresponds to a symbolic transition.

Proposition 1 (completeness). Let G = (N, F) be a graph and M C Nqc.
Let Ky = (Ps; Ss;Zs;C) be a ground symbolic configuration and 0 be a solution
of C. Let K. be the 0-concretization of Ks. Let K. be a concrete configuration
such that K. =g, m K. Then there exists a ground symbolic configuration K.,
and a substitution 6" such that:

o K| is the 0'-concretization of K., and

o K,y KL
Proof. Let K. = (P;S;Z). We distinguish cases depending on which transition
is applied to K.. We show that there exists a symbolic configuration K’ such

that K7 is the 6’-concretization of K and K; —¢ o K;. Thanks to Lemma 1,
we easily deduce that K’ is ground.

e Rule PAR. We have that:
K= ([Pi|P2]nUQ;8T) wam ([Pi]nU [ P2]nUQsST) = K,

Since K is a symbolic configuration whose #-concretization is K., we have
that Ky, = (|[P7|Ps]n U Qs;Ss;Zs;C) with Q0 = Q, S0 = S, Z,0 = T,
Pf0 = Py, and P50 = P,. Let K. = (| P, U | P5]n U Qs; Ss;Zs; C). We
have that Ky —¢ 14 K, (with the PAR; rule), 6 is a solution of C and K,
is the f-concretization of K.

e Rule REPL. We have that:
K. = (['P]nUQS;T) =g m ([Pal, U [P, UQ;S;T) = K,

where « is a fresh renaming of the bound variables in P. Since K is a
symbolic configuration whose #-concretization is K., we have that K, =
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([!Ps]n U Qs; S5 Zs; C) with Q.0 = Q, S;0 = S, Z,0 = T and P60 = P.
Note that « is also a renaming of the variables in bv(Ps) \ rvar(C). Let
K = (| Psa)n U[!Ps], U Qs; Ss; Zs; €). We have that Ky —¢ \ K| (with
the REPL, rule) and § is a solution of C. It remains to show that K is
the O-concretization of K. Since the variables introduced by « are fresh,
we have that img(a) N dom(#) = 0, and since P;# = P, we have that
dom(a) N dom(#) = 0. Hence we have that (Psa)f = (Psf)a = Pa. This
allows us to conclude.

Rule NEw. We have that:
K. = (lnew m.P|, U Q;S8;T) —am ([P{™ fm}|n U Q;8;T) = K.

where m/ is a fresh name.

Since K is a symbolic configuration whose 6-concretization is K., we have
that K = (|[new m.P; |, UQs; Ss;Zs;C) with Q.0 = Q, 8,0 =S, Z,0 =T,
and P = P. Let K. = ([Ps{m//m}Jn U Qs;Ss;Zs;C). We have that
K5 =& pm K (with the NEW; rule), 6 is a solution of C and K[ is the
f-concretization of K.

Rule STORE. We have that:
K. = ([store(t).P], U Q;S;T) wagm ([ PlnUQ; [t US;T) = K,

Since K, is a symbolic configuration whose #-concretization is K., we
have that K, = (|store(ts).Ps|n U Qs; Ss; Zs; C) with Q0 = Q, S§;0 = S,
Z,06 =I, P8 = P and t,0 =t. Let K. = (| Ps]n U Qs; |ts|n USs;Zs; C).
We have that Ky —¢ x4 K| (with the STORE; rule), 0 is a solution of C
and K is the #-concretization of K.

Rule READ-THEN. We have that:
(|read w then P else Q|,Q; [t]n, US;T) mg.m (|[PolnUQ; [t US;T)

where o = mgu(t,u).

Note that ¢ is ground since K. is a ground concrete configuration, and
thus we have that uoc = t. Since K, is a symbolic configuration whose
f-concretization is K., we have that Ky = (|read us then P else Q] U
Qs [ts]n USs; Is; C) with Q0 = Q, usf = u, t,0 =t, P60 = P, Q.0 = Q,
S0 =8 and Z,0 = 7. Let K. = (| Ps]n U Qs; [ts|n USs;Zs;C Ats = ug).
We have that K —¢ \( K (with the READ-THEN; rule). Let 6/ =6 Uo.
To show that 8’ is a solution of C, it remains to prove that (¢s0)0 = (us6)o.
Actually, we have that (t;0)0c = toc =t = uoc = (us6)o. Lastly, we have
that Ps6/ = (Psf)c = Po. Since K is a ground symbolic configuration,
we have that fv(Qs) U var(Ss) U var(Zs) C rvar(C) = dom(#). Thus
0.0 =0,0=0,8,0 =80=38, and 7,0/ = 7,0 = T. Hence, we have
that K is the §’-concretization of K.
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e Rule READ-ELSE. We have that:
(|read w then P else Q|, U Q;8;Z) —wam (|1Q]n U Q;S;T)

and for all |¢],, € S we have that mgu(t,u) = L.

Since K, is a symbolic configuration whose #-concretization is K., we
have that K, = (|read us then Py else Qs]n U Qq; Ss; Zs; C) with ugd = u,
POH=P, Q;0=0Q, Q.0 =0, S0=38, and Z,0 = T.

Let K. = (|Qs]n U Qs;Ss;Zs; C') where C' = C A {Vvar(us) \ rvar(C).ts #
us | [ts]n € S} We have that Ky —¢ 4 K| (with the READ-ELSE; rule).
Now, let us show that 6 is a solution of C'. Let Yvar(us) ~\ rvar(C).ts # us
be a disequation in C’ ~. C. We have that u,0 = u, t,60 = t for some term
t such that |t],, € S, and mgu(t,u) = L. Thus, 6 is also a solution of this
constraint, and more generally 6 is a solution of C’. Now, it is easy to see
that K is the #-concretization of K.

e Rule IF-THEN. We have that:
K, = ([if ® then Pelse Q|, U Q;S;Z) »g.m (|PlnUQ;S;T) = K,

and [[(I)]]G =1.

Since K, is a symbolic configuration whose #-concretization is K., we
have that Ky = ([if ®, then Ps else Q] U Q4;Ss; Zs; C) with ®,0 = &,
PO=P, Q:0=0, Q0 =0,85,0=3S8,and Z,0 =T.

Let K| = (| Ps|n U Qs; Ss; Zs;C A @5). We have that K, —¢ y K{ (with
the IF-THEN; rule). By hypothesis, we have that € is a solution of C,
and as [®s0]¢ = [P]¢ is true, we easily deduce that 6 is a solution of
C' = CAN®,. Lastly, it is easy to see that K, is the #-concretization of K.

e Rule IF-ELSE. Similar to the previous case.

e Rule IN. We have that:
K. = ([in u[®].P],UQ;S;T) wg.m (|Po|nUQ;S;T) =K,

with (ny,n) € E for some ny € M, o = mgu(t,u), Z+ ¢t and [Po]g = 1.

Since K, is a symbolic configuration whose #-concretization is K., we
have that Ky = ([in us[®s].Ps|n U Qq; Ss; Zs; C) with ugsf = u, ;0 = P,
PH=P, Q0 = Q, §;0 = S, and Z,0 = Z. Let K. = (|Ps]n U
Qs;8s;Zs;C") where C' = C AN Zg I+ us A 5. We have that K &M K!
(with the INg rule). Let 8’ = 6 U o. By hypothesis, we have that 6 is a
solution of C. To show that 6’ is a solution of C’, it remains to establish
that:

— (Zs0)o + (ugh)o: We have that (Z;0)o = Zo = T since var(Z) = 0,
and (us6)o = uoc =t. Since by hypothesis, we have that Z - ¢, we
easily conclude.
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— [(®s0)c]¢ = 1. Actually, we have that (®;0)c = ®o. Since, by
hypothesis, we have that [Po]e = 1, we easily conclude.

Hence, we have that 6’ is a solution of C'. It is easy to see that K is the
¢’-concretization of K.

Rule ComMm. We have that

K. = (lout(t).P, U{lin u;[®,].P;|,, | j € J}UQ;S;T)
—>GM(L Jn [Pjojln; } U QS T') = K¢

where:

— 0 =mgu(t,u;), (n,n;) € E, and [®;0,]¢ =1 for any j € J,
— if (n,ny) € E for some n; € M then 7/ = Z U {t} else T’ = T.

Moreover, we know that | P'|,, € Q implies that:

— (n,n') € E, or

— P’ is not of the form in «/'[®'].Q’, or

— P =in/[®'].Q" and (mgu(t,u’) = L or [®'mgu(t,v')]e = 0).
Since K is a symbolic configuration whose 6-concretization is K., we have
SO X LR i
that w30 = u;, ®70 = ®;, and P70 = P;. Let

= Picp = {lin wj[®}].Pi]n, € Qs | (na,n) € E},

— Q be such that Qs = P ; W Q,

— K ={k| inu}[®}].P:]n, € Pi.r, and mgu(ts0, uf) = 1},

= L=A{l] [in uj[®]].F}]n, € Pk 1 and o} = mgu(ts0,u;0) exists, and

—[(®70)or]e =1}

We have that Pj ; = {[in u}[®}].P}|n, € Pip | k€ K UL},
Let Ky = (| Ps]n UP5UPg 1 U Q5; Ss; Ig; C') where:

= Py =AlF}In; 7€},

- C/—C/\CJ/\CK/\CL,
—Cy={ts=uAD | je T},

— Cr = {Yvar(ug) \ rvar(C) .ts # uj, | k € K},

— Cp ={ts =ujoy AN =®jay |l € L} where ¢y is a renaming of var(uj)~\
rvar(C) by fresh variables,

- Il =Z, U {t} if (n,ns) € E and T, = Z; otherwise.
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Clearly, we have that K —am K !. To conclude, it remains to show that
there exists a substitution ¢’ that is a solution of C’ and such that K is
the #’-concretization of K.

Let o5 = UjeJ o;. Let o, = J;c, o1 where o7 = mgu(t, (uf0)oy) for any
l € L (Note that o] = oy 0 ¢y). Let 8/ = § Uo where 0 = o5 Uoy. By
hypothesis, we have that 6 is a solution of C. To show that 6’ is a solution
of C' =CACj;ANCg ACy, it remains to establish that:

— 0’ is a solution of Cy, i.e., t;0" = u30’ for any j € J. We have that
ts0' = (ts0)0 = to =t (since t is ground). Moreover, for any j € J,
we have that (u;0') = (u3f)o = (uj0)o; = ujo; =t.

— ¢ is a solution of Ck, i.e., 8’ satisfies Vvar(uy) \ rvar(C) . ts # u; for
any k € K. This is true since 8 = 6 U o and mgu(t.0,u;6) = L for
any k € K.

— ¢ is a solution of Cyr, ie., t:6' = (ujaq)0’ and [(P7ay)0']¢ = 0 for
any | € L. We have that t,8' = (t;0)0 = to = t and (vjoy)d =
((wfay)8)or = (ujf)aq)o; = t (by definition of ¢;). Moreover we
have that (®joy)0" = ((Pjay)0)o; = ((P70)ay)o; = (Pj0)o;. Hence,
we have that [(®7ay)0']¢ =0 for any [ € L.

Lastly, it remains to verify that K, is the 6’-concretization of K. Indeed,
we have that:

— P = (P,0)o = P = P,
_ Pjsel — (Pj@)a = (Pjse)gj — PjUj for any j € J,
— Py, UQ0 = Q.0 = (Q.0)0 = Q.0 = O,
S0 = (S.0)7 = S0 =5,

T = (T =T0=T.

This allows us to conclude. O

Proposition 2 (soundness). Let G = (Mo, E) be a graph and M C Nig.
Let Ky = (Py; Ss;Zs;C) and K., = (PL; 8412 C') be two ground symbolic con-
figurations such that Ky —& \ Ki. Let ' be a solution of C' and 0 be the
restriction of 8" to rvar(C). Let K. be the 0-concretization of K. There exists
a ground concrete configuration K such that:

o K. —»agm K., and

o K is the 0'-concretization of K.

Proof. As taking a transition can only add constraints to the constraint system C
and since 0’ is a solution of C’, it also satisfies the constraints in C. Furthermore,
6 is the restriction of 8’ to rvar(C), so 0 is a solution of C. Let K. be the 6-
concretization of K and K/ be the 6'-concretization of K. It remains to show
that K. =g m K.. We distinguish several cases, depending on the rule involved
in the transition K; —¢ o K.
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Rule PAR,;. We have that:
(LPPIPS |0 U Q55853 Zs; C) =G aq ([P0 U LP5 |0 U Qs; S5 T3 C)

Since K/ (resp. K.) is the ¢’'-concretization (resp. #-concretization) of K,
(resp. Kj), we have that:

= K= ([P0 U [ P50]n U Qs0'; 556" 1,0),

— K. = (|P{0|Ps0],, U Qs0;S:0;Z.0).
Since ¢’ = C, we have that §' = 0, and thus K. =g m K. (by the PAR

rule).

Rule REPL,. We have that:
(I_!Pan U Qs;Ss;Is§C) —>SG)M (I_Psasjn U I_!Pan U Qs;Ss;Is§C)

where « is a renaming of the bound variables of Py that are not in rvar(C).
Since K (resp. K.) is the #’-concretization (resp. -concretization) of K
(resp. Kj), we have that:

— K. = ([(Psas)0' |, U [\P0 |, U Q0"; 80" Z,0'),

— K. = ([!P,0], U Q,0;S:6;Z.0).

Since C' = C, we have that ' = 0. To show that K. —g m K. (by the
REPL rule), it remains to prove that:

— (Psf)as = (Psas)f. This equality comes from the fact dom(6) N
dom(cs) = 0.

— ay is a renaming of bv(Psf). This is due to the fact that ay is
renaming of the bound variables of Py that are not in rvar(C) and
dom(0) = rvar(C).

Rule NEw,. We have that:
(new m.Psn U Qu; Sei Ze;C) =& aq (LPe{™ finHn U Qs3 Se3 L3 C)

where m/ is a fresh name.

Asin the previous cases, we have that K, (resp. K_) is the §’-concretization
(resp. @-concretization) of K/ (resp. K,). Moreover, since C' = C, we have
that 6/ = 6. Hence, we have that:

= KL= ([(P{™ /m })0) | U Qs0; Ss6;, T,0),
— K. = (|new m.Ps0|,, U Q:0; S:0;Z,0).

As in the previous case, since m’ is a fresh name and (P0){"/n} =
(Ps{™ /m})0, we have that K, =g m K. (by the NEW rule).
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e Rule STORE,. We have that:

(Istore(ts).Ps|n U Qs Ssi Zs; C) =& amq ([ Ps)n U Qs [ts]n U Ss; Zs; C)

Since K/, (resp. K.) is the #’-concretization (resp. 8-concretization) of K
(resp. Kj), we have that:

— K. = ([store(ts0).(Ps0)|n U Qs0; Ss0; L.0),
- Ké = (LPSG/JH U Qsﬂ/; LtsolJn U Ssal§159/)~

Since C' = C, we have that 8’ = 6, and thus K. —g am K (by the STORE
rule).

e Rule READ-THEN,. We have that:

(|read us then Py else Qs ]n U Qs; [ts]n USs;Zs; C)
_>E’M (I_PSJ’I’L U Qs; I_tan USS;IS;C A ts = us)

Since K/ (resp. K.) is the ¢’'-concretization (resp. #-concretization) of K,
(resp. Kj), we have that:

— K = (|Ps0' |, U Q0 |t:0' ], USH;Z:6"),
— K. = (|read usf then P else Qs0],, U Qs0; |ts0], U Ss0;Z:0).

Since 0’ is a solution of C’, we have t,0’ = us0’. Moreover, since 6 is the
restriction of 8’ to rvar(C), we have that 8’ = §Uo for some substitution o.
We have that (¢t;6)0 = (us6)o. Since t,60 is a ground term, actually we
have that o = mgu(ts6,us0). Hence, we have that:

K. —am ([(PsO)o ], U Qsb; [ts0], U Ss6;Z,0)

by the READ-THEN rule. Since K is a ground symbolic configuration,
we know that var(Zs) U fu(Qs) U var(|ts]n USs) € dom(d), and thus,
K. —c m K. (by the READ-THEN rule).

e Rule READ-ELSE;. We have that:

K, = (|read ug then P; else Q ], U Qy;Ss; Zs; C)
_>2?,M (LQan U QS;SS;IS;C A Eq) = K;
where Eq = {Vvar(us) ~ rvar(C) . ts # us | |ts]n € Ss}-

Since K/ (resp. K.) is the ¢'-concretization (resp. #-concretization) of K,
(resp. Kj), we have that:

— K. = (|read usf then P else Q0],, U Qs0;S;6;Z6),
- Ké = (I_QSHIJn U QSGI;SSQ/;ISHI)'
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Since rvar(C’) = rvar(C), we have that ' = 0. Moreover, since 6 is a
solution of C’, we have that u,6 is not unifiable with ¢ for any |t ], € S.
In other words, mgu(us60,t) = L for any ¢ such that |¢], € Ss0. Hence,
we have that K. —g am K. by the READ-ELSE rule.

Rule Ir-THEN,;. We have that:

K = ([if 5 then P else Qs]n U Qs; Ss; 7 C)
_>SG’M (I_Pan U Qs;Ss;Is§C A\ (bs) = K;

Since K/ (resp. K.) is the ¢’-concretization (resp. #-concretization) of K,
(resp. Kj), we have that:

— Ko = ([if @6 then Py else Qs0], U Q,0; 5,6 1,0),
— K(/; = (I_Psejn U Q5978897139)

Since rvar(C') = rvar(C), we have that 8/ = 6. Moreover, since 0 is a
solution of C’, we have that [®,0] = 1. Hence, we have that K, =g am K.
by the IF-THEN rule.

Rule Ir-ELSE;. This case is similar to the previous one.

Rule IN,. We have that:
(lin us[®s].Ps |n U Q53 Ss; Zs; C) =G aq ([Ps)n U Q55 Ss5 L3 C')

where ¢’ =C A Z; Ik us A @5 and (ny,n) € E for some ny € M.
Since K/ (resp. K.) is the ¢’-concretization (resp. #-concretization) of K,
(resp. Kj), we have that:

- K.= (L'n USH[QSQ}PSHJH U QSH;SSQ;ISG)a

— K. =(|Ps0 |, U Qs0'; 8,0, Z,0").
Since 6’ is a solution of C’, we have that Z,0' F us0" and [®,0']¢ = 1.
Moreover, we know that there exists a substitution o such that / = 0Uo
with dom (o) = var(us0). We have that ugs0’ is a ground term, and thus
mgu(usd’, usf) = o. Lastly, since K is a ground symbolic configuration,
we have that fu(Qy) Uwvar(Ss) Uvar(Zs) C dom(6), and thus Q.0 = Q,0,
Ss0' = S:0, and Z,0' = Z,0. Hence, we have that K, —¢ am K. by the IN

rule.

Rule CoMmM,. We have that:

(PiUlout(ts).Ps]nUQs; Ss; Is: C) =& (PFUPK LU Ps|nUQs: S Ii; C')

where:

— P = {|in uf[®5].P? .| (ns,n) € Ei €I},

3
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= JWKWI,

= Py =AlF i e T}

— Py = {lin ug[®3].P¢ln, | k € K L},

—C'=CANCy AN Cx N Cp,

—Cy={ts=ui A D3| je T},

— Cx ={Yy € var(u}) ~ rvar(C) .ts # uj | k € K},

— Cp ={ts =ujoy AN =®jay |l € L} where ¢y is a renaming of var(uj)\

rvar(C) by fresh variables.

— Il =Z,U{ts} if (n,ns) € E for some n; € M and 7! = T, otherwise.
Moreover, |Qs|n € Qs implies that (n,n') ¢ E or Qs is not of the form
in u,[®].Q,. We have also that (n;,n) € E for every i € I.

Since K/, (resp. K.) is the #’-concretization (resp. 6-concretization) of K
(resp. Kj), we have that:

— K. = (P;0U |out(ts0).Ps0|, U Qs6;S:0;Zs0),
- K| = (P50’ U P%,Lﬁ' U | Ps¢ |, U Qs0; 8,0, T.0").

To conclude, it remains to show that K, —¢ am K.. First, by using the
fact that K is a ground symbolic configuration, we have that:

- S0 =S,0,

— if (n,ny) € E forsomen; € M then Z.0" = Z,0'U{t,0'} = Z,0U{t:0}.
Otherwise, we have that Z.6' = Z0.

— P9 = P,0, 9,0/ = Q,0, and Pf{’lﬂ’ =Pi.r0 (thanks to the renam-
ing ay).

Note also that the processes in Q0 are not of the right form to evolve by
receiving a message from the node n. Thus, to show that K. —¢ K., it
remains to prove that J = J’ where
lin wi[®F].P} |n, € P,
J =< i 7; = mgu(t0, uff) exists ,
(n,ni) S E, [[(@fﬂ)ﬁz]]g =1

We prove the two inclusions separately. Let o be the substitution such
that ¢/ = 6 Uo. For any ¢ € J, we denote by o; the restriction of o to the
variables var(uj), whereas for any ¢ € L, o; is the restriction of o to the
variables var(uia;). Lastly, dom(o;) = () when i € K. Hence, we have
that o = (J,¢; 0.

First, we show that J C J'. Let i € J. We know that |in uf[®5].P?],, €
P%, (n,n;) € E, and since ¢ is a solution of C’, we have that 0’ = u$6’
and [®{0']¢ = 1. Since t0' = ui¢’ and 0 is the restriction of 6 on the

variables rvar(C), we deduce that &; = mgu(tf, uif) exists. Since tf is a
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ground term, we have that @; = o;. Lastly, we have that ®50" = (®{0)o =
(®:0)o; = (P50)7;. This allows us to conclude that i € J'.

Now, we show that J* C J. Let 4 € J'. By definition of J’, we know
that |in uf[®5].Pf|,, € Pi, (n,n;) € E, 5; = mgu(th, ush) exists, and
[(®2:0)7;]¢ = 1. Hence, we have that ¢ € I. In order to conclude that
i € J, it is sufficient to show that i ¢ K and 7 ¢ L.

1. i ¢ K. By contradiction, assume that ¢ € K. Since 6’ is a solu-
tion of C’, we have that 6’ satisfies the constraint Vy € wvar(uf) ~
rvar(C) .ty # uj. This implies that ¢,6 and uf@ are not unifiable
This is impossible since we know that &; = mgu(td, u$f) exists. Con-
tradiction. Hence, we deduce that i ¢ K.

2. 1 € L. By contradiction, assume that ¢ € L. Since 6 is a solution
of €', we have that ¢t = (ufa;)0" and [(Pie;)0]¢ = 0. Actually, we
have that:

(uj ;)0 = ((uj;)0)o; = ((u;0)ey)o;.

Hence, we have that 7; = a;0;. We have also that:
()0 = ((®;;)0)a; = ((®70)vi)o;.

We deduce that [(®:6)7;]¢ = 0. Contradiction. Hence, we have that
i L.

This allows us to conclude. O
Appendix B. Turning constraint systems into solved forms

Lemma 2. Let T be a set of terms that contains at least one term of each sort,
ug be a term, and T be a set of names SH(T U{ug})NZ =0. If TUZ | ug, then
we have that T F ug.

Proof. Let 7 be a proof of T UZ I ug. Let § be the operation replacing each
name in Z by a term in 7" of the same sort. The operation § is extended to terms
and substitutions in the obvious way. We show by induction on 7 that there
exists a proof 7’ of (T'UZ)d F upd. Since St(T U{up}) NZ =0, and Z6 C T,
this allows us to conclude that T F ug.

Base case: w is reduced to the application of an axiom rule. In such a case, we
have that ug € T'UZ and thus there exists a proof 7’ of (T'UZ)d F upd that is
also reduced to an axiom rule.

Induction step: w ends with an instance of another inference rule. Suppose that
the last inference rule R applied in 7 is of the form

TUIFv ... TUTF v,
TUIF’UO
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Let 7y, ..., m, be the direct subproofs of . For each i € {1,...,n}, we have that
the root of 7; is labeled with T'U Z F wu; for some term u;. Moreover, we know
that there exists a substitution 6 such that u; = v;0 for each i € {0,1,...,n}.
Thanks to our induction hypothesis, we have that there exist «f,...,n, such

that «} is a proof of (T'UZ)d F w;8. Actually, by inspection of our inference
system, it is easy to see that u;0 = (v;0)0 = v;(09) for each i € {0,1,...,n}.

Hence, we can apply the rule R on 7}, ..., n,. Let 7’ be the resulting proof tree.
Since vp" = vy(00) = (vp0)d = upd. We have that 7’ is a proof of (TUZ)d F ugd.
O

Proposition 3. Let (C,Z) be a special constraint system.

1. If C ~, C' then @I o @I by applying the same simplification rule, and
(C',I) is a special constraint system.

2. If ¢’ ~o CL, then there exists C' such that C. = " and C ~q C' by
applying the same simplification rule. Furthermore, we have that (C',T)
18 a special constraint system.

Proof. We show the two items separately.

1). We reason by case study over the simplification rule used in C ~~, C'.
Rule Ry. In such a case, we have that C=C'ATIFuwand TU{z | (T’ IF x) €

C,T" C T} F u. Consequently, CF=C"ATUTIF u Furthermore, we have
that
(2| (T'F2)eC T CTUT} ={z | (T' F2)€C,T' CT}.

Hence we have that TUZ U {z | (T" IF z) € KI,T’ C TUZ} F u, and thus
C" ~, O with R. Lastly, since St(C') C St(C), we easily deduce that (C’,T)
is a special constraint system.

Rule Ry. In such a case, we have that C = Co AT IF u, C' = Coo AN To I+ uo
for some Cy, T, u, and o where 0 = mgu(t,v) with ¢t € St(T), v € St(u),
t # v, and t,v not variables. Hence, we have that éI = CT)I AT UZIF u and
c’ g CT)IU/\ (TUZL)o Ik uo = o using Ry. Lastly, as St(C)NZ = 0, for every
z € dom(o), we have that St(zo)NZ = ). Hence, we deduce that St(Co)NZ = 0,
and so (C',Z) is a special constraint system.

Rule R3 and RY. These two cases are similar to the previous one.
Rule R¢. In such a case, we have that C = CoAT IF f(u,v), and C' = CoAT IF uA
T IF v for some Cy, T, f, u, and v. Hence, we have that ¢t =G ATUT IF f(u,v),

and thus C~ ~, Co- ATUZ IF uATUT IF v using Rr. Lastly, as St(C') C St(C),
we easily deduce that (C’,Z) is a special constraint system.

Rule Ry4. In such a case, we have that ¢’ = 1, and C = Cy AT IF u, for some
Co, T and w such that var(T U {u}) = 0 and T I/ u. Hence, we have that

¢t = CT)I ATUZ IF u and var(TUZ U {u}) = (. Thanks to Lemma 2 and
relying on the fact that (C,Z) is a special constraint system, we also have that
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T UZ t u. Thus, we have that w1 =1" using Ry and (L,Z) is a special
constraint system.

. . . . =L
2) We reason by case study over the simplification rule used in C~ ~», C..

Rule Ry. In such a case, we have that ¢ = C.ANTIFwand TU{z | (TVIF
x) € éI,T’ C T} F u for some C., T, and u. By definition of 51, we deduce
that there exists ¢’ such that C = ¢’ AT' I u, with & = €/, and T = T’ UZ.
Furthermore, we have that

(2] (T'Fz)eC, T'CTUT} ={a | (T'IFz) €C,T CT}.

Consequently, we have that 7" UZ U {x | (T"IF2z) € C,T' C T} F u. As (C,T)
is a special constraint system, we have that S¢(C) NZ = (), so we can apply
Lemma 2, we obtain that 77U {z | (T" I+ z) € C,T" C T} F u. We obtain

=

that C ~ C’ using R;. Lastly, we have that St(C") C St(C), and thus we easily
deduce that (C’,Z) is a special constraint system.

Rule Ry. In such a case, we have that ¢’ = CONTs IFu, C.=Cl ATso I uo
for some C?, Ty, u, and o where o = mgu(t,v), t € St(Ty), v € St(u), t # v,
t,v not variables. In such a case, we know that there exist C° and T such that
C=C'ANTIFu T, =TUZ, and C? = @I. In order to apply Ry to C, it
remains to show that ¢t € St(T'). Since, we already know that ¢ € St(Ts), we
have to show that ¢ ¢ St(Z) = Z. By contradiction, suppose that ¢t € Z. In
such a case, in order to have to = vo, v has to be a variable. This yields to a

contradiction. Hence, we have that C ~, C%0 A To I uo & ¢’ and o’ = !
Lastly, as St(C) N Z = O, for every x € dom(c), we have that St(zo) NZ = (.
This allows us to conclude that (C’,7) is a special constraint system.

Rule R3, Rf. These two cases are similar to the previous one.

Rule R¢. In such a case, we have that ¢’ = CONT, I f(u,v), and C., = CONT; IF
u ATy IF v for some CU, Ty, f, u, and v. By definition of éz, there exists C°, and
T such that C = CO AT I+ f(u,v), C? = @I, and T, = T UZ. Consequently,

using R, we have that

CrCONTIFuATIFo & ¢,

Furthermore, we have that o= C.. Lastly, we have that St(C") C St(C). This
allows us to deduce that (C’,Z) is a special constraint system.

Rule Ry. In such a case, we have that C, = 1, and EI = CY ATy IF u, for some
C% Ty, and u such that var(Ts U {u}) = 0 and Ts I/ u. By definition of c,

—T
there exists C°, and T such that C = COAT I+ u, C0 =CY, and Ty, = TUZ.
Consequently, we have that var(T U {u}) = ) and T I/ u. Hence, we can

apply Ry, and we obtain that C ~ L e, Lastly, it is easy to see that (C',Z)
. . . T
is a special constraint system, and ¢’ = C.. O
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DELETE PU{s=s} = P

DEec. PU{f(s1,---58n) = f(t1,...,tn)} = PU{s1=t1,..., 80, =tn}
CoNF.  PU{f(s1,..-y8n) =g(t1,...,tx)} = L if f#g

CoaL. PU{r=y}= Plz—y}lU{z=y} ifz,ycvar(P)andz #y

CHECK PU{x; =s1[za], ..., 2 = sp[21]} = L
if s; ¢ X for some i € [1...n]

MERGE PU{zx=s,z=t} = PU{z=s,s=1}f0<|s]| <[]
Figure B.8: Rules for DAG syntactic unification

Lemma 4. Let T be a set of terms and P be a set of equations between terms
in St(T) with o = mgu(P). We have that St(To) C St(T)o.

Proof. We use the rules for DAG syntactic unification given in Figure B.8.
Applying these rules on P results in a set of equations P’ = {z1 =t1,...,2, =
t,,} in DAG solved form (see [22]). By definition of a DAG solved form, we have
that:

o x; #x; foralll <i<j<mn,
o z; ¢ wvar(t;) forall 1 <i<j<n.

Let 0 = {x1 — t1,...,2, — t,}. By inspection of the rules in Figure B.8,
we can show by induction on the length of the derivation from P to P’ that
St(P")o C St(P)o. Since St(P) C St(T), we easily deduce that St(t;)o C
St(T)o for every 1 <i < n.

Let u € St(T'o), we show that there exists t € St(T') such that v = to.
Either there exists v a subterm of T such that ©v = vo, and we conclude, or
there exists z; € dom(o) such that u is a subterm of x;0. In that case, let
io = max{i | u € St(x;0)}.

e Either u € St(t;,)o C St(T)o, and we conclude.

e Or u € St(xo) for some x € var(t;,) N dom(c). By definition of a DAG
solved form, we have that var(t;,) Ndom(c) C {x;y+1,-..,2n}. Hence, we
have that u € St(z;0) for some j > iy. This yields to a contradiction. O

Appendix C. Bounding the size of minimal solutions for solved forms

In this appendix, we give a full proof of Proposition 4 (see Appendix C.2).
We also explain how to adapt the proof of Proposition 4 to prove Proposition 5
(see Appendix C.3).
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Appendiz C.1. A preliminary result

Let S be a set, we denote by #5 the cardinal of S. Let u be a term. We
denote by |u|gs the maximal depth of a variable in u. The lemma below is useful
to bound the depth of variables after application of a substitution.

Lemma 5. Let T be a set of terms, P be a set of equations between terms in
T and o = mgu(P). For every variable x € St(T), we have that:

|zo|q < #dom (o) -max{|t|q | t € T}.

Proof. We use the rules for DAG syntactic unification given in Figure B.8.
Applying these rules on P results in a set of equations representing a most
general unifier of P in DAG solved form (see [22]): 0 = {z1 =t1,...,2n = tn}.
By definition of a DAG solved form, we have that:

.in#xijI'aHlSi<an,
o z; ¢ var(tj) forall1 <i<j<n.

Hence, we have that |zo|q < [t1|qa+. ..+ |tn]|a- Furthermore, by inspection of the
rules, we can see that each ¢; is a subterm (modulo a non-bijective renaming of
the variables) of T'. For every 1 < i < n, we have that |t;|q < max{|t|q | t € T'}.
Since n = #dom(c), we deduce that |zo|q < #dom(c) - max{|tlq |t € T}. O

Appendiz C.2. Case of a fixed topology
We first consider the case where the topology is fixed.

Definition 8 (extracted list). An extracted list from a list | = [ay;...;ap]
is a list [aiy;...5a4,] such that 1 <i; <is <...<ir <n with0 <k <n.

We prove that we can find a solution in which lists are polynomially bounded.
In the case where the network topology is fixed, the bound depends on the size
of the graph, i.e., its number of edges. Let [ be a list, we denote by |I|, the
length of .

Proposition 4. Let (C,Z) be a special constraint system in solved form, ®1 be
a conjunction of atomic formulas of Lioute, 2 be a set of disequality constraints,
and G = (Nioe, E) be a graph. If there is a solution of (C,Z) AN ®1 A §y for G,
then there exists a solution o of (C,Z) N ®1 A Oy for G that is polynomially
bounded in the size of 1, Py and E.

Proof. We write &3 = AVY,,.u,, # v, and

P
o, = /\iicheck(ai, bi)/\/\/\:‘:jk Checkl(Cjk,lj)/\/\:l:l route(rl)/\/\ihloop(ph)
i ik 1 h

99



with + € {4+, =}, a;, b;, ¢j, are of sort loc, I;,r;, pp, are terms of sort lists, uy, vy
are terms and Y,, are sets of variables.

In the following, we denote:

e N the maximal depth of a variable in the disequality constraints,
e k the maximal number of variables in a disequality constraint,

e (' the number of constraints tcheckl in @4,

e [ the number of constraints loop in ®,

e R the number of constraints —route in &1, and

o M =max(kN +3C + L+ R+ 3,#E).

We show that, if there is a solution of (C,Z) A ®; A @5 for graph G, then there
exists a substitution o such that o is a solution of (C,Z) A ®; A @5 for G, and

e for all variables x of sort lists, |zo|, < M, and

e 20 € T U N otherwise.

First, we have that 2o € N when z is a variable of sort loc. Moreover,
thanks to Lemma 3, we can assume that xo € Z when z is a variable that is
neither of sort loc nor of type lists. Now, among these solutions, consider a
smallest solution o of (C,Z) A &1 A @y for G, where the size of a solution o is
given by |o| = |z10]¢ + ... + |zpo|e where z1, ..., 2, are the variables of sort
lists that occur in (C,Z) A @1 A Ds.

If |xzo|e < M for all variables x of sort lists, then we easily conclude. Oth-
erwise, there exists a variable x; of sort lists such that the length of x40 is
greater than M. We are going to show that we can build ¢’ from o, solution of
(C,Z) APy A Dy for G, smaller than 0. More specifically, we build ¢’ such that
for all x # xp, 20’ = zo, and |z’ |p < M < |x40],.

We build z,0’ by marking the names we want to keep in the list in the
following manner:

zveo={ar [aa | . [aww [ o [ap ]

We mark the first kN names in the list:

(a]a@] . [ax] ... |

We then mark the other names we want to keep in the list in the following
way:

Case of a checkl that occurs positively.

If there exists ¢;, such that checkl(c;,,l;) is a constraint that occurs pos-
itively in ®q, ie., £;, = +, and 2, € var(l;). Assume that I; = d; = ... =
dp :: ¢. As o is a solution for @4, in particular we know that ¢ = ¢;, o appears
exactly once in [0, and for any !’ sublist of /;0,
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e if ' =a:c::ly, then (a,c) € E.
o if ' =c:b:ly, then (bc) € E.

Since c appears exactly once in [0, either there exists n such that ¢ = d,0, or
there exists m such that ¢ = a,,. In the first case and if n = p, we mark a;.
In the second case, we mark a,,, am—1(if m > 1) and a1 (if m < P). Any
variation of a list extracted from z¢o containing at least the marked names plus
another one satisfies the checkl condition for graph G.

Lo [ o [@na [ @ [@nia [ . [ap ]

Case of a checkl that occurs negatively.

If there exists ¢j, such that checkl(cj,,l;) is a constraint that occurs nega-
tively in @4, i.e., +;, = —, and 2y € var(l;). Assume that [; = by ... by = 24
As o is a solution for ®, we can have three different cases depending on ¢ = ¢;, 0:

e ¢ does not appear in ljo: for every n,m, byo # ¢ and a,, # c. In that
case, we mark nothing.

e c appears at least twice in [;0. In that case, we choose two occurrences
of ¢ and we mark them when they appear in z40.

[2] .. [ar]

ol

(e [ ]

e c appears once in [0, but one of his neighbors in the list is not a neighbor
of it in the graph. For example, ¢ = a; and (a;,a,11) ¢ E. We mark ¢
and this false neighbor when they appear in z,0.

([ o (@ (@ [ o [an ]

Any variation of a list extracted from xyo containing at least the marked
names plus another one satisfies the —checkl condition for graph G.

Case of a loop that occurs positively.

If there exists h such that loop(py) is a constraint that occurs positively in
Oy, ie., £ =+, and x; € var(py). Assume p, = by ... 2 by it . Then there
exists a name c repeated in ppo. We mark two occurrences of such a ¢, when
they appear in z40.

(] 1] . [e] . [ar]

Any variation of a list extracted from xy0 containing at least the marked
names plus another one satisfies the loop condition for graph G. Indeed, the
condition does not depend on the graph.
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Case of a loop that occurs negatively.

If there exists h such that loop(py) occurs negatively in @4, i.e., £ = —,
and x¢ € var(py). Assume that pp = by 1 ... 1 by 2 2. Removing nodes from
the list preserves this condition, so any extracted list of x,0 satisfies the —loop
condition. Moreover, as a variation of a list is built with a fresh constant, any
variation of a list extracted from x,0 satisfies the condition.

Case of a route that occurs negatively.

If there exists r; such that route(r;) occurs negatively in ®@q, ie., &) = —,
and z; € var(r;). Assume that r; = by 1 ... 1 byt &p. As o is a solution for @1,
we can have two different cases:

e There exists a name c repeated in ;0. Then we mark two occurrences of
such a ¢, when they appear in z0.

e There exists a sublist [ of ;0 such that [ = ¢ :: d :: l; and (¢,d) ¢ E. We
mark ¢ and d if they appear in zy0.

(e . [e]d] - [ar]

Any variation of a list extracted from zyo containing at least the marked names
plus another one satisfies the —route condition for G.

Case of a route that occurs positively.

If there exists r; such that route(r;) occurs positively in @4, i.e., ) = +, and
x¢ € var(r;). Assume that r; = by =t ... by . Write mpo = ¢1 1 ... i ¢y
As o is a solution for ®; in G, for every 0 < i < n, (¢;,¢;+1) € E and for every
i # j, ¢; # ¢j. Consequently, |ro|, < #FE, and as |z,0|¢ < |ro|e, we have that
|zeole < #E. But our hypothesis tells us that |z¢o|, > M > #E. So there is
no positive route condition on x,.

We count the number of marked names. We have marked the first kN
names in the list. For each constraint +checkl, we mark at most 3 names in
the list. Suppose there are several constraints —route(l) with x, sublist of I.
Either —route(z¢0) holds, and we can mark two names in z,0 which will make
all the —route constraints true; or the constraint is satisfied by marking one
name for each constraint. Thus, we need only mark max(R,2) names when
R > 1 and 0 otherwise. Thus, in any case, it is sufficient to mark R + 1 names
in xyo. Similarly, it is sufficient to mark L + 1 names in zy0 to satisfy the loop
constraints. The number of names marked in the list is at most

EN+3C+ (R+1)+ (L+1) <M.

Consider [y extracted from xyo by keeping only the marked names in 2,0 and
the first unmarked name. Such an unmarked name exists, because |x¢ol; > M.
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Let l5 be the variation of [; replacing the first unmarked name with a fresh con-
stant ay. For each condition considered above, [ satisfies it, as it is a variation
of a list extracted from x40 containing the marked names.

Let oo be the substitution such that xog = xo for every = € dom(o) \ {x,},
and zo = z otherwise. Let ¢/ = o9 U {xy — lo}. By hypothesis, ¢ is a solution
of ®; for G, so by construction, ¢’ is a solution of ®; for G. Now, it remains
for us to show that ¢’ is a solution of (C,Z) and .

Deduction constraints. Consider a deduction constraint 7; + z; in C. Ei-
ther z; is of sort loc or lists, which means that M. + x;0’, thus T;o' UZ C
ToUZF z;0’. Or a; is not of sort loc or lists, so in particular z; € dom(o) \ zy,
and z;0' = 2,0 € T U Mg, so again Tjo' UZ C Ty UZ + x;0’. Hence, in both
cases, we have that T;o’ UZ b z;0’. Consequently, o’ is a solution of (C,Z).

Disequality constraints. Consider a disequality constraint VY.u # v € ®,.
We assume w.l.o.g. that dom(c)NY = (). We have to show that uo’ and vo’ are
not unifiable. We distinguish two cases. Either uog and voy are not unifiable,
but in such a case, we easily deduce that uo’ and vo’ are not unifiable too. This
allows us to conclude. Otherwise, let © = mgu(uog, voy).

If dom(p) CY,let 7= {xy — x40} o u. We have that:

(uo)
(va)

Hence, we deduce that uo and vo are unifiable, and we obtain a contradiction
since o satisfies the constraint VY.u # v. Hence, this case is impossible.

Otherwise, there exists a term ¢ such that u(z¢) = ¢, and var(t) CY. We
apply Lemma 5 to the set T' = {uog, vog}, and the set of equations P = {uoy =
vog}. We have that u = mgu(P). Since ¢ is ground, we get that:

= ((uoo){ze = zeo})T = (uoop){xe — x40}

T = ((vog){xe > xpo})T = (voou){xe — xeo}.

[tla #dom(p).max(|uoola, [voola)
# dom(p).max(fula, [v]a)

kN

VAVANIVAN

We reason by case over t:
e If ¢ is not of sort lists, as ¢’ is well-sorted, uo’ and vo’ are not unifiable.

e Suppose t = [a1;...;ay,], with a1,...,a, terms of sort loc. We write
t = t1Qty with £ ground term of maximal size, where @ denotes the
concatenation of lists. We have shown that [t1|q = |t|q < kN.

We know that a0’ = [b1;...;by] and there exists & > kN such that
brr = ay and ay is a name of Z which does not appear anywhere else
in the constraints. Consequently, ax # ag, and so xyo’ # t0 for any
substitution 6.

Now, assume by contradiction that uc’ and vo’ are unifiable. This means
that there exists 7 such that (uc’)T = (vo’)r. Hence, we have that 7 o
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{z¢ — x40’} is an unifier of uoy and voy. By hypothesis, we have that
u = mgu(uog,vog). Hence, we deduce that there exists 6’ such that
7o {xp > x90’'} = 0 o u. We have that:

— To{xy— xp0'}(xy) = xp0’, and
— 0 ou(xp) =10

This leads to a contradiction.

Suppose t = aj :: ... ay : ye, with yp € Y variable of sort lists. We know
that |t|q < kN, thus we must have n < kN. We reason by contradiction.
Assume that there exists 8’ such that (uo’)f’ = (vo’)@’. In the remaining
of the proof, we show that uo and vo are unifiable.

By hypothesis, we have that 6’ o {ay — 240’} is an unifier of ucg and voy.
Since p = mgu(uog, voy), we deduce that there exists p’ such that:

plop =0 o{x,— x40’}

We have that xg0’ = (xeu)p’ = tp’. By hypothesis, we know that the
size of wyo is greater than M > kN > n. Let I; be the list obtaining
from x40 by removing its n first elements. Let py be a substitution such
that xpg = xp’ for every z € dom(p) \ {y¢}, and ypo = y otherwise. Let
p = poo{ys— l;}. In order to conclude, it remains to show that p o u is
an unifier of uo and vo.

We have that z¢0’ = (zeu)p’ =tp' = a;p’ ... anp’ :: yep'. Moreover, we
know that z,0 and z,0’ have the same first kN elements by construction,
and n < kN. Relying on this fact to establish the last equality, we have
that:

(xep)p = tp
= (a1 ... an 2 Ye)p
= P App il
= a1p n..onanp
= XyO.

Hence, we have that ((uo)u)p = ((uoo)p)p, and ((vo)u)p = ((voo)u)p.
We easily conclude that uo and vo are unifiable since we know that

(uoo)p = (vog)p.-

In all possible cases, o’ satisfies the disequality constraint.

As a conclusion, ¢’ is a solution of (C,Z) A @1 A ®o, smaller than o, which leads
to a contradiction. O

Appendiz C.3. Case of an a priori unknown topology

In case the topology is not fixed, we show that we can bound the size of an
attack, possibly by changing the graph. The proof follows the same lines as the
proof of Proposition 4. However, we can not consider the size of the graph to
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bound the size of the lists. This is used in the proof of Proposition 4 to deal
with the case of route that occur positively in the formula. In Proposition 5, we
rely on the fact that we can change the graph to solve this problem.

Lemma 6. Let G = (N, E) be a graph, (C,I) be a special constraint system,
Dy be a formula of Lioute, and P2 be a set of disequality constraints. Let o
be a solution of (C,Z) N ®1 A @y for G and N, = Nioc N names(C, @1, P2, 0).
Let G' = (Nioe, E') be a graph that coincides with G on N, i.e., such that
E = {(n1,n2) | (n1,n2) € E' and ni,ny € N.}. Then o is a solution of
(C,I) AN®y A Dy for G'.

Proof. We show that o satisfies each constraint in (C,Z) A ®; A 3 when the
underlying graph is G’. First, not that o trivially satisfies the deduction con-
straints, the disequality constraints and the loop constraints.

In order to conclude, we have to check that this result also holds for the
remaining constraints in ®;.

e [check(ao,bo)]e = 1if, and only if, (ac,bo) € E. We have that [check(ac,bo)]e =
1 if, and only if, [check(ao, bo)]e = 1.

e [checkl(co,lo)]e = 1 if, and only if, lo is of sort lists, co appears exactly
once in lo, and for any I’ sub-list of lo,

— ifl' =a::co::ly, then (a,co) € E.
— ifl' =co::b::ly, then (b,co) € E.

As in the previous case, we easily conclude that [checkl(co,lo)]e = 1 if,
and only if, [checkl(co,lo)]e = 1.

e [route(lo)]e = 1 if, and only if, lo is of sort lists, lo = [ay;...;ay], for
every 1 < i <mn, (a;,a;+1) € E, and for every 1 < 4,5 < n,i # j implies
that a; # a;. As in the previous case, (a;,a;+1) € E if, and only if,
(ai,a;+1) € E'. Hence, [route(lo)]e = 1 if, and only if, Jroute(lo)]e = 1.

Hence, o is a solution of (C,Z) A @1 A @g for G'. O

Proposition 5. Let (C,T) be a special constraint system in solved form, ®1 be a
conjunction of atomic formulas of Lioute, P2 be a set of disequality constraints. If
there is a solution of (C,Z)A®1 APy for the graph G = (Nioc, E), then there exists
a graph G' = (Moc, E') and a substitution o such that o is a solution of (C,Z) A
& A\ Dy for G', and o is polynomially bounded in the size of ®1 and ®3. More-
over, we have that G’ coincides with G on V= {n | In’ such that (n,n’') € E},
re., B = {(’I’Ll,ng) cr | ni,ng € V}

Proof. We adapt the proof of Proposition 4 by showing that there exists a

solution o such that for every variable = of sort lists, we have that |zo|, < M =
2% (kN+3C+ L+ R+2) where k, N,C, L, and R are defined as in Proposition 4.
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Let o be a solution of (C,Z)A®; AP, for graph G and assume that there exists
a variable x, of sort lists such that |zeo|; > M. Let Vi, be a set of M/2 fresh
nodes, i.e., names in N that do not occur in C, ®;, ®5, and E. Consider G’
the ubiquitous graph associated to G and V. Note that by definition of G’,
we have that G’ coincides with G on V = {n | In’ such that (n,n') € E}. We
show that we can build ¢/, a solution of (C,Z) A ®; A @5 for graph G’, such that
for x # xy, xo’ = xo, and |ze0’|e < M.

We build ¢’ in a similar way as in the previous proof. We mark xy0 as in
the previous proof. The number of names marked in the list is at most:

EN +3C+ (R+1)+ (L+1) < M/2.

Consider [; extracted from zyo by leaving exactly one unmarked name be-
tween sequences of marked names. Note that, we have no more than M/2 un-
marked names in [;. Let l3 be the ubiquitous variation of I; according to V.
The fact that we consider a ubiquitous variation allows one to satisfy the con-
straint route that occurs positively. Note that, we have no more than M /2
ubiquitous names in Iy, so |la]e < M.

Let o be the substitution such that zog = xo for every x € dom (o) ~\ {x},
and xo = x otherwise. Let 0/ = o¢ U {z; — l2}. By construction, we have that
the substitution ¢’ satisfies ®;. We show that ¢’ is a solution of (C,Z) and ®o
for G’ as in Proposition 4. O

Appendix D. Decidability

Theorem 1. Let K = (P[];S;Z) be an initial concrete configuration with a
hole, M C Njoc be a finite set of nodes, and ® € L,oue be a formula. Deciding
whether there exists a graph G = (MNoc, E) such that there is an M-attack
on K and ® for the topology G is NP-complete.

Let K; = (P[if ® then out(error) else 0];S;Z;0). K, is a ground symbolic
configuration whose concretization is (P[if ® then out(error) else 0]; S; Z). Let Vi
be the set of names of sort loc that occur in P and M. Our decision procedure
works as follows:

Step 1. We partially guess the graph G = (Mo, E). Actually, we guess whether
(n1,n2) € E for every ni,ng € Vi.
Let Gk = (Moc, Fx) where Ex = {(n1,n2) | (n1,n2) € E and ny,ns € Vi }.

Step 2. We guess a path of execution of the symbolic transition rules w.r.t. the

graph Gg.
Ky =& m (lout(u) ] UP S TC).
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Step 3. Let C' = C A {u = error} = C), A ®} A Eq’ where C} is a finite set
of deduction constraints, Eq’ is a finite set of unification constraints, and ®}
contains disequality constraints and formulas of L,oute- Let o be an mgu of the
equality constraints in Eq’. Let ®; = ®/o.

Step 4. Since K is an initial configuration, we have that Z = Nj,c WZy for some
finite set of terms Zy. Let Zy = Noc \ names(P,S,®, M,Zy). We have that

L . .
Clo =D’ for some special constraint system (D, Zp).

Step 5. We guess a sequence of transformation rules from D to D’ where D’ is
a constraint system in solved form. We have that:

D ~%, D' with D’ in solved form.

Step 6. We compute the conjunctive normal form of the formula ®,0’. Hence,
®,0’ is equivalent to

AR
k
We choose non-deterministically ¢& for every k. Let @5 = /k\qﬁ(’f%

Step 7. Let S be the DAG size of P, S, ®, M, and Z;. Let Z| be a finite
subset of Ty of size 252 x (S* 4 552 4+ 2). Guess the values of variables which
are not of sort lists in Zj U names(P, S, ®, M, Z;). Guess the values of variables
of sort lists among lists of nodes in Z) U names(P,S,®, M,Zy) of length at
most 2 x (S* 4+ 5S% + 2). This gives us a substitution o and we guess a graph
G = (Noc, E) such that E C {(n1,n2) | ni,ne € Z) U names(P,S, P, M, L)}
and that coincides with G on Vi, i.e:

Ex ={(n1,n2) € E | n1,n9 € Vg }.
Lastly, we check whether o is a solution of (D’,Zy) A ®5 for the graph G.

Proof. We now explain each step of our algorithm.

Step 1. We have that #Vx < #names(P, M). Hence, we can guess G i whose
size is polynomially bounded.

Step 2. For every graph G’ = (Mo, E') with Ex = {(n1,n2) € ' | n1,ns € Vg },
we have that:

(P;S;Z:C) =G m(P 815 C) ift (P S Z5C) =60 (P S5 25C).

So we can guess the transitions knowing only Fx. Now, thanks to Theorem 3
we deduce that there is an M-attack on K and ® for graph G if, and only if,
there is a derivation

(Plif @ then out(error) else 0; S; Z;0) —°G, m (lout(u)], UPs; S Zs; C)
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and the constraint system C’ = C A {u = error} has a solution for graph G.

Actually, we can guess such a path. Indeed, the number of derivations
starting from configuration K, is bounded. Actually, the length of possible
paths is bounded by the size of the protocol: as there is no replication in the
initial configuration, each transition leads to a smaller process. Moreover, the
number of configurations reachable with one symbolic transition is bounded
as well: we can first guess which process is going to evolve and which is the
corresponding transition. There is only one possible resulting configuration once
this is chosen, except for the communication transition, where we also have to
guess which neighbors will receive the message, and for the read transition,
where we have to choose which term to read.

Step 3. Let o be an mgu of the equality constraints in C’. If o does not exist,
then C’ has no solution. Else, C’ has a solution if, and only if, C’c has a solution.

Step 4. First, Cjo is a constraint system. In particular, it satisfies the origi-
nation property since application of a substitution preserves this property. We

=T . . .
have that Cjo = D" where (D, Zo) is a special constraint system.

Step 5. We apply Theorem 4. Thus, there exists a solution 6 of (D,Zy) and &4
for graph G if, and only if, there exists a special constraint system (D’,Zy) in
solved form and some substitutions ¢’, and 8’ such that § = ¢’ o o/, D ~*, D’
and #’ is a solution for D’ and ®,0’ for graph G.

Step 6. This step is straightforward. The formula ®;0’ contains disequality
constraints and formulas of Loue- Consequently, @5 = /\(b’;k, obtained from
k
®,0’, can be written:
<I)2 = /\VY;'LLZ 7& v; N /\ :l:j check(aj,bj) AN

i J
AN i, checkl(ci,, i) A A £ loop(pr) A A £ route(r;)
ki h !

Finally, we are left to decide whether there exists a solution to a solved special
constraint system (D', Zj) and a formula @5 as described above.

Step 7. First, we show that for any term ¢t € St(D’,®s), there exists t’
in St(C’, ®}) such that t = (t'0)o’. Thanks to Theorem 4, we have that

St(D') C St(Do’) C St(D)o’.
Moreover, we have that

St(®y) C St(®10') € St(P1)o' U | St(wo’) C St(P1)0’ U SHD)o'.

z€var(D)

The last inclusion is a direct consequence of the inclusion St(Do’) C St(D)o’.
Hence, we have that: St(D’, ®3) C St(®1)o’ U St(D)o’ C St(C'o)c’. By relying
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on Lemma 4, we obtain that St(C’'c) C St(C’)o. Since names(D’, ®2) NIy = 0,
we deduce that

SH(D', ®) (€)oo’ T
t

c St
C  (St(C")oo" \ Nioc) U names(P, S, @, M, Zy)

Let S be the DAG size of P, S, ®, M, and Z;. By inspection of the sym-
bolic transition rules, we see that at each step, the constraint system can grow
at most of size S (because of the communication rule). Hence, we have that
#S5t(D', ®y) < S2.

Let N be the maximal depth of variables in the terms of all disequality
constraints in ®5, and k the maximal total number of variables in a disequality
constraint. We have that kN < D? where D is the DAG size of the largest
disequality constraint that occurs in D’. Since D < #S5t(D’, ®5), we deduce
that kN < D? < S%.

Let L be the number of occurrences of a loop predicate in ®3, R be the
number of occurrences of a route predicate in ®5, and C be the number of
occurrences of a checkl predicate in ®5. We have that:

L <S? R<S?and C <S2

Now, we have to show that if there exists a graph G = (M, E) such that
Ex = {(n1,n2) € E | n1,na € Vk} and on which there is an attack, then
there exists a graph as described in Step 7 for which there is an attack and the
substitution witnessing the fact that there exists an attack is also as described
in Step 7 of our algorithm.

e Thanks to Lemma 3, we know that there is a solution where the vari-
ables which are not of sort loc or lists are substituted by names in Zg
(independently of the underlying graph).

e Thanks to Proposition 5, we know that if there is a graph G = (Mo, F)

leading to a solution, there exists a substitution ¢ where the size of the
instantiated variables of sort lists is bounded by M =2 x (kN +3C+ R+
L + 2) and there exists a graph G’ = (Mo, E’) that coincides with G on
V ={n | 3In’ such that (n,n’) € E}.
We have that: M < 2x(S*+552+2). Hence, the number of distinct names
of sort loc in ¢ is bounded by #wvar(D’, ®3) x M < 252 x (S* + 552 + 2).
We consider a set Z{, having this size. So, there is a solution ¢ for G’ such
that names(o) C Z) U names(P, S, ®, M, Zy).

e Thanks to Lemma 6, we know that if o is a solution for graph G’ =
(Moc, E'), then o is also a solution for any graph G” = (N, E”) that
coincides with G’ on N, where N, _ represents the names in Mo that
occur in D', @, and 0. Note that N C Z) U names(P,S,®, M, Zy)
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Let G” = (Moc, E”) be the graph such that
E" ={(n1,n2) € E' | n1,ne € Ij U names(P, S, &, M, Z;)}.

We have that o is a solution for the graph G” and the graph G” is as
described in Step 7. O

We will now explain how to decide the existence of an attack given a fixed
graph G.

Theorem 2. Let K = (P[];S;Z) be an initial concrete configuration with a
hole, G = (Mo, E) be a finite graph, M C N be a finite set of nodes, and
D € Lioute be a formula. Deciding whether there exists an M-attack on K and ®
for the topology G is NP-complete.

Let Ky = (P[if ® then out(error) else 0]; S;Z; D). First, K, is a ground symbolic
configuration whose concretization is (P[if ® then out(error) else 0]; S;Z). We
write G = (Noc, F). Let V = {n | 3n’ such that (n,n’) € E}. Our decision
procedure works as follows:

Step 1. We guess a path of execution of the symbolic transition rules w.r.t.
graph G.
Ko =& pm (lout(u) ], UP S T50).

Step 2. Let C' A {u = error} = C) A ®; A Eq’ where C} is a finite set of deduc-
tion constraints, Eq’ is a finite set of unification constraints, and ®) contains
disequality constraints and formula of L,oue. Let o be an mgu of the equality
constraints in Eq'. Let ®; = ®)o.

Step 3. Since K is an initial configuation, we have that Z = Mo UZ; for some
finite set of terms Zy. Let Zy = MNoc \ names(P,S,®, M,Zy). We have that

L . .
Chio =D’ for some special constraint system (D, Zp).

Step 4. We guess a sequence of transformation rules from D to D’ where D’ is
a constraint system in solved form. We have that:

D ~%, D' with D’ in solved form.

Step 5. We compute the conjunctive normal form of formula ®,0’. Hence, ®,0’
is equivalent to

NGRS
k

We choose non-deterministically gf)’;k for every k. Let &5 = /k\qﬁﬁk
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Step 6. Let S be the DAG size of P, S, ®, M, and Z;. Let Z be a finite
subset of Zy of size 5% x max(S* + 552 + 3, #FE). Guess the values of variables
of sort lists among lists of nodes in Z) U names(P, S, ®, M,Z;) UV of length
at most max(S* + 552 + 3,#FE). Guess the values of the other variables, i.e.
those that are not of sort lists, in Zy U names(P,S, ®, M, Z;) UV. This gives us
a substitution o. Lastly, we check whether & is a solution of (D’,Zjy) A @5 for
graph G.

Proof. The first five steps are the same as Steps 2 to 6 in Theorem 1. Thus,
it remains to justify Step 6 of the procedure described above. As shown in the
proof of Step 7 in Theorem 1, we have that:

e N < S? where N is the maximal depth of variables in the terms of all
disequality constraints in ®o;

k < S? where k is the maximal total number of variables in a disequality
constraint in ®o;

e L < S? where L is the number of occurrences of a loop predicate in ®y;
e C < S? where C is the number of occurrences of a checkl predicate in ®o;

e R < S2 where R is the number of occurrences of a route predicate in ®s.
Now, we want to show that if there exists an attack for graph G, then there
is an attack captured by a substitution as described in Step 6 of our algorithm.

e Thanks to Lemma 3, we know that there is a solution where the variables
which are not of sort lists are substituted by names in Z;.

e Thanks to Proposition 4, we know that if there is a solution, there exists
one, say o, such that |zo| < M for any x of type lists where:

M =max(kN +3C + L+ R+ 3, #F).

Actually, we have that M < max(S* + 552 + 3, #E|).
Hence, the number of distinct names of sort loc in ¢ is bounded by

H#var(D', D) x M < S? x max(S* 4 552 + 3, #E).

We consider a set Z, having this size. This allows us to conclude. O
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