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Abstract

In this paper, we introduce a symbolic model to analyse protocols that
use a bilinear pairing between two cyclic groups. This model consists in
an extension of the Abadi-Rogaway logic and we prove that the logic is
still computationally sound: symbolic indistinguishability implies compu-
tational indistinguishability provided that the Bilinear Decisional Diffie-
Hellman assumption holds and that the encryption scheme is IND-CPA
secure. We illustrate our results on classical protocols using bilinear pair-
ing like Joux tripartite Diffie-Hellman protocol or the TAK-2 and TAK-3
protocols. We also investigate the security of a newly designed variant of
the Burmester-Desmedt protocol using bilinear pairings. More precisely,
we show for each of these protocols that the generated key is indistin-
guishable from a random element.

Keywords:  Security, Formal Methods, Dolev-Yao Model, Computa-
tional Soundness, Bilinear Pairing

1 Introduction

Recently bilinear pairings such as Weil pairing or Tate pairing on elliptic and
hyperelliptic curves have been used to build several cryptographic protocols.
One of the first practical pairing-based protocols has been designed by Joux
in [29] where a key exchange protocol based on pairing is proposed. This pro-
tocol allows three participants to build a shared secret key in a single round.
However this protocol was only designed to be secure in the passive setting and
is subject to man-in-the-middle attacks. Several key exchange protocols that
extend this original protocol were developed, either to ensure some form of au-
thentication [6] or to extend it to a group setting [10]. Pairings were also used
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as a robust building block for other cryptographic primitives such as identity
based encryption schemes or signature schemes [21].

Our contributions. In this paper, we propose an extension of the symbolic
model from Dolev and Yao [20] for protocols using bilinear pairing and sym-
metric encryption. To the best of our knowledge, this is the first time pairings
are considered in a Dolev-Yao like model. Moreover we prove that our sym-
bolic model is sound in the computational setting: if there are no attacks in the
symbolic setting, then attacks in the computational setting have only a negligi-
ble probability of success. This is done by extending the Abadi-Rogaway logic
from [3] to symbolic terms using pairings. In particular, we need to adapt for-
mal indistinguishability and keep track of linear relations between polynomials
which an adversary might use to distinguish terms. The notion of key cycles
needs also to be extended in a non-trivial way, again keeping track of linear
relations. We use classical cryptographic assumptions from the standard model
to prove soundness: the symmetric encryption scheme has to satisfy indistin-
guishability against chosen-plaintext attacks (IND-CPA) and the bilinear map-
ping has to satisfy the bilinear decisional Diffie-Hellman assumption (BDDH).
The proof also relies on a technical result of independent interest, which states
that BDDH implies an extended version of BDDH similar to recent results on
DDH [13]. Under these assumptions, our soundness result can be used to prove
computational security of protocols such as Joux tripartite Diffie-Hellman pro-
tocol [29] or the TAK-2 and TAK-3 protocols from Al-Riyami and Paterson [6].
By computational security we mean that the generated key is indistinguishable
from a random element. To illustrate the scope of our result we also design a
new pairing based variant of the Burmester-Desmedt [14] protocol and prove its
security in the passive setting.

We stick to the passive setting of [3]. This setting is restrictive compared to
results for active adversaries. However this restriction can be partially removed.
As shown by Katz and Yung [30], it is possible to automatically transform a (key
agreement) protocol that is secure in the passive setting into a protocol that is
secure in the active setting. Hence a protocol that is provably secure against
active adversaries can be designed using the following methodology: (i) design
a protocol and prove that it is secure against a passive, symbolic adversary;
(#1) use the soundness result of this paper to conclude that this protocol is
secure against passive adversaries in the computational setting; (4i) apply the
Katz and Yung compiler to generate a protocol that is secure against active
adversaries in the computational setting.

Related work. This result follows the line of a recent trend in bridging the
gap which separates the symbolic and computational views of cryptography.
This work started with [3, 2] where only passive adversaries are considered.
Further work focused on extending this result by considering the active set-
ting and by adding cryptographic primitives. The active setting has been ex-
plored through a rich and generic framework by Backes et al. in [7] and sub-



sequent papers. Micciancio and Warinschi later proposed another soundness
result for the active case in [34]. They consider a less general framework but in
their model automatic verification of protocols in the symbolic model is possible
through existing tools. This model was later extended in [18, 28] in order to
remove some of the original limitations and to consider digital signatures. The
work of Canetti and Herzog [15] shows that symbolic proofs obtained by the
tool ProVerif imply universal composable security for a restricted class of key
exchange protocols.

In the passive setting, numerous cryptographic primitives have been stud-
ied. Baudet et al. [11] consider exclusive or and ciphers. Low entropy pass-
words which are subject to guessing attacks are studied in [1]. Garcia and van
Rossum [22] prove soundness of symbolic hashes by using probabilistic hash
functions. In [4] a stronger variant of semantic security is used to allow sym-
metric encryption schemes in the presence of key cycles. Adao et al. [5] allow
symmetric encryption which leaks partial information about the length and the
key. Laud and Corin [31] did consider composed keys. There have also been
results on completeness of symbolic models [33, 26, 5, 11]. However we are not
aware of any computational soundness result involving pairing-based protocols.

Variants of the classical Diffie-Hellman assumption are used to character-
ize the security of bilinear pairings [29]. Hence the concept and difficulties of
considering pairings are close to those introduced by considering Diffie-Hellman
exponentiation. But computational soundness for this primitive has only been
considered in a few works. In [24, 19, 35, 36], results for protocols based on
Diffie-Hellman exponentiation are given for the computational protocol com-
position logic. Herzog presents in [25] an abstract model for Diffie-Hellman
key exchange protocols; however in this work the abstract model is very dif-
ferent from classical Dolev-Yao models for modular exponentiation [16] as the
adversary is extended with the capability of applying arbitrary polynomial time
functions. Bana et al. discuss some of the difficulties to obtain computational
soundness for Diffie-Hellman exponentiation in [8]. More recently, Bresson et
al. [13] extended the computational soundness result of Abadi and Rogaway [3]
to Diffie-Hellman exponentiation. This result relies on a powerful generalization
of the Decisional Diffie-Hellman (DDH) assumption and its equivalence with the
original DDH assumption. However pairings are not considered in their work,
neither in the computational soundness result, nor in the generalization of DDH.

Outline of this paper. The next section recalls the necessary definition for
bilinear pairings and introduces BDDH security. Section 3 details our symbolic
model: terms, deducibility and equivalence are defined in this setting. In sec-
tion 4 we present our computational setting by giving concrete semantics to
symbolic terms. Our main soundness result is given in section 5: symbolic
indistinguishability implies computational indistinguishability for secure cryp-
tographic primitives. Section 6 illustrates this soundness result on some simple
protocols using bilinear pairings. Finally a short conclusion is drawn in section 7.



2 Preliminaries on Bilinear Pairings

In this section, we briefly recall the basics of bilinear pairings. The formal
definition is given in section 4. Let G; and Gs be two cyclic groups of same
prime order ¢q. Let g1 be a generator of G;. We use multiplicative notations for
both groups. A mapping e from G; x Gy to Go is called a cryptographic bilinear
map if it satisfies the three following properties.

e Bilinearity: e(g7,g7) = e(g1,9,)™ for any z,y in Z,.

e Non-degeneracy: e(gy, g;) is a generator of Gy which is also denoted by
g2, i'ew 92 7& 1@2'

e Computable: there exists an efficient algorithm to compute e(u,v) for
any u and v in Gj.

Examples of cryptographic bilinear maps include modified Weil pairing [12]
and Tate pairing [9]: G; is a group of points on an elliptic curve and G is a
multiplicative subgroup of a finite field. The traditional notation for group G;
originates from elliptic curve groups and thus is additive. However we prefer a
multiplicative notation in order to simplify our symbolic model of section 3.

The classical decisional security assumption for groups with pairing is the
Bilinear Decisional Diffie-Hellman (BDDH) assumption. This assumption states
that it is difficult for an adversary that has access to three elements of G, g7,
g} and g7 to distinguish ¢g3¥* from a randomly sampled element g5 of G.

A simple key exchange protocol has been proposed by Joux in [29]. This
protocol is an extension of the classical Diffie-Hellman key exchange for three
participants. Let A, B and C be the three participants. Each of them randomly
samples a value in Z, (denoted by z for A, by y for B and by z for C'). Then
the three following messages are exchanged:

(1) A — B,C : ¢¢ (2) B — A C : gY 3)C — A/B : ¢f

The shared secret key is g5?~. It is easy to check that A, B and C can compute
this key by using the bilinear map e on the two messages that they have received.
Security of this protocol with respect to key indistinguishability in the passive
setting is identical to the BDDH assumption [29]. No form of authentication is
provided in this protocol, so it is trivially subject to man-in-the-middle attacks.

In the following sections, our objective is to provide a symbolic model for
protocols using bilinear maps and to give a computational justification of this
model. We stick to the passive setting but as noted earlier this is not a real
restriction thanks to the Katz and Yung compiler [30]. As usual the computa-
tional setting is parameterized by a security parameter 1 which can be thought
of as the key length. Adversaries are probabilistic polynomial-time (in 7) Tur-
ing machines. In this paper, we suppose that the adversaries are given implicit
access to as many fresh random coins as needed, as well as to the complexity
parameter 7).



3 The Symbolic Setting

In this section, we introduce the symbolic view of cryptography: messages are
represented as algebraic terms, the adversary’s capabilities are defined by an
entailment relation - and an observational equivalence =. This equivalence is
an extension of the well-known Abadi-Rogaway logic to terms using symmetric
encryption and pairing. The main difference with the original logic is that we
introduce generator g; for the first group (G1), and generator g, for the second
group (Gz) as well as an infinite set of names representing exponents.

3.1 Terms and Deducibility

Let Keys and Exponents be two countable disjoint sets of symbols for keys
and exponents. A power-free 3-monomial is a product of three distinct expo-
nents and a power-free 3-polynomial is a linear combination of monomials using
coefficients in Z (with no constant coeflicient). Hence let z1, x2, x3, 4 and
x5 be five distinct elements of Exponents, 2xxox3 + 32475 is a power-free
3-polynomial but x%xg and z1zox3+1 are not. We let Poly be the set of power-
free 3-polynomials with variables in Exponents and coefficients in Z. With a
slight abuse of notation, we often refer to power-free 3-monomials as monomials
and to power-free 3-polynomials as polynomials. Our symbolic setting is re-
stricted to 3-monomials because this is the classical way to use bilinear pairing;
using pairings with monomials of order different than 3 might be unsafe.

Let k£, x and p be meta-variables over Keys, Exponents and Poly respec-
tively. Polynomials can be used as exponents and the set T of terms is built
using symbolic encryption and concatenation of keys, exponents and exponen-
tiations:

msg = (msg,msg) | {msgtrey | x| key | g7
key == k|gb

Term (t1,t2) represents the pair composed of terms ¢; and ta, {t}; represents
(symmetric) encryption of term ¢ using key k. In the remainder of the paper
we will sometimes use tuples instead of nested pairs in order to simplify the
notation. {t} g¢ represents encryption of term ¢ using a key derived from g% (in
the computational semantics we assume the implicit application of a determin-
istic key extraction algorithm Kex which is detailed below). ¢ and g represent
modular exponentiation of g; (generator of the first group) and g2 (generator
of the second group) to the power of an exponent z in the first case and a
polynomial p in the second case.

We use classical notations for manipulating terms. A position is a finite
word over the natural numbers, € denotes the empty word and w; - wo is the
concatenation of wy and ws. The set of positions pos(t) of a term ¢ is inductively
defined as pos(z) = pos(k) = pos(g;) = {€} and pos(f(t1,t2)) = {e}UU;c(1 2y O
pos(t;) where f represents either pairing, encryption or exponentiation. If p is
a position of ¢ then the expression t|, denotes the subterm of ¢ at the position
p, z'.e., t|€ =t and f(tl,t2)|i.p = ti‘p.



Example 3.1 Let t = (k,{k'}r). The set of positions pos(t) of t is {€,1,2,2 -
1,2 2}. Moreover, t|; = t|a.o = k and tlaq = k'.

We say that gy occurs at a key position in term t if {t'}r is a subterm of
t for some t'. Otherwise we say that gh occurs as data. Note that in a same
term g5 may occur both at a key position and as data. An exponent x can be
used as an exponent of either g1 (e.g., in term g¢7) or g2 (e.g., in term g572™*).
Otherwise, if = is not used used as an exponent of either g; or go, we say that
x is used as data.

For any term ¢, pol (¢) designates the set of polynomials p such that g5 is a
subterm of ¢ and mon (t) designates the set of monomials used by polynomials

in pol (t).
Example 3.2 Lett = ({k}gzﬁzgz3+m4z5zﬁ,gfl,g§1m2x3). Then pol (t) = {2z1 2223+
2

T4X5%6, 12223} and mon (t) = {x1x2x3, T4T526}.

Equality between polynomials is considered modulo the classical equational
theory: associativity and commutativity for addition and multiplication, dis-
tributivity of multiplication over addition. Equality can easily be decided, for
instance by rewriting polynomials in some normal form Y i A\zi"' .. . 2}""
and comparing these normal forms.

First we define a deduction relation E  t where F is a finite set of terms
and t is a term. The intuitive meaning of F F ¢ is that ¢t can be deduced from
E. The deducibility relation is an extension of the classical Dolev-Yao inference
system [20]:

te E FEF (tl,tg) EF (tl,tQ) EF {t}key E+ k‘ey
Er-t EFt E -ty Ert

Note that we did not consider composition rules such as if t; and t5 are deducible
then (t1,t2) is also deducible. Indeed these rules are not necessary as deduction
is only used to check whether some key can be deduced from a term. As keys are
atomic, it is sufficient to consider the four previous rules. By atomic we mean
that keys do not include pairs or encryptions but they may obviously be of the
form gh. We add four new deduction rules in order to handle pairing. The three
first rules correspond to the three possible ways to obtain an exponentiation
957" using the cryptographic bilinear map:
Etrx Erg! Erg? Erz Eby EFg; Frz EFy EbFz
Etr g¥* Et+ g3¥* Et+ g3¥*

Note that these three rules correspond to “real” capacities of the adversary in
the computational setting. In the first case, an adversary knowing g7 and g7 can
use the bilinear map to produce g5°. As he also knows x he can exponentiate
95" to obtain g5¥*. In the second case, the adversary knows y so he can produce
g} and act as in the first case. Finally, the third case is also similar, as the

adversary can compute g and act as in the second case.



The fourth rule handles linear relations between polynomials.

Et+ g5 Ekgg/\eZ
El_gg\erq

In the computational world an adversary can multiply two group elements g5
and gJ in order to get g57%. He can also exponentiate a group element g& and
obtain g3”. Thus it is feasible for the adversary to produce gy?™? from g% and
93-
Given this deduction relation we can define the set of deducible keys of term
t as
Kt)={k|tEk}U{g5|tt g5 Agh is a subterm of ¢}

After adding the new deductions, the deducibility relation is still decidable.

Proposition 3.3 Let t be a term and E be a finite set of terms. Then de-
ducibility of t from E is decidable.

Proof. In this proof, we use the notion of reachability. First remember that a
key term is either an element k of Keys or an exponentiation g where ¢ is an
element of Poly.

A subterm t' of t is reachable from t using a set K of key terms, iff there
exists a position p in ¢ such that ¢|, = ¢’ and for any prefix p’ of p, i.e., p = p'-p”,
if ¢|,/ is an encryption {u}ge, then key € K.

We first show that the set K (t) of deducible keys is computable. Note that
K (t) is bounded (for inclusion) by the set of keys and exponentiations of ¢t. The
set K (t) can be iteratively computed as follows.

1. Initially, K is empty.

Iterate the following steps until reaching a fix-point:

2. At each step, any key k and exponentiations g5 that is reachable in ¢ using
keys and exponentiations from K is added to K.

3. We build the set of reachable monomials »m which contains all the mono-
mials x1xox3 from ¢ such that either

e 11, 9 and x3,
e or 1, T2 and g7?,
e or x1, g7* and g¢7*®

are reachable in t using K.

4. At the end of each step, if p is a polynomial from pol (¢t) which is a linear
combination of polynomials from K and monomials from rm, then g¢b is
also added to K.

Now let t be a term and E a finite set of terms t; to t,.



1. If t is an atomic key k, then t is deducible if and only if k appears in
K((t1,-..,tn)). Thus deducibility is decidable.

2. Else if ¢ is a key g3, then t is deducible if and only if E, {k},» I k where
k is a fresh atomic key (i.e., k does not appear in E). Thus deducibility
can be decided as in the previous case.

3. Otherwise ¢ is either an exponent, or a pair, or an encryption, or an
exponentiation of g;. As we do not have any composition rule in the
definition of -, ¢ is deducible if and only if ¢ appears as a subterm in one
of the t; and is reachable using K ((¢1,...,t,)). Hence a decision algorithm
can first build K = K((t1,...,t,)) then check for reachability of ¢ in any
of the t; using K.

O
Alternative definitions are possible for the deduction system. For example,
we could consider adding the deduction rule 5_2”; . Then rules % and
1
Erx Ery ErFz :

Brgt7 would not be necessary anymore and the computational soundness
2

results presented later in this document would still be true. However we stick to
our deduction system as it reflects in a simple way how a key g5 can be deduced
from other terms.

Note that we have only shown decidability of the deduction relation. As,
in contrast to a computational adversary, a symbolic adversary is not resource-
bounded (in particular it is not polynomial-time bounded) we do not need to
detail the complexity for our soundness result. From a verification perspective,
efficient algorithms are of course needed which would require a more fine-grained
complexity analysis of the above procedure.

3.2 Equivalence

Patterns. Patterns are used to characterize the information that can be ex-
tracted from a term. These patterns are close to those introduced in [3, 32] but
are extended in order to handle modular exponentiation. We introduce a new
symbol [J representing a ciphertext that the adversary cannot decrypt. More-
over we consider that the encryption scheme is not necessarily key-concealing.
Hence it may be possible for an adversary to observe whether two ciphertexts
have been produced using the same key.

Let t be a term and K be a finite set of keys and elements of the second
group gb, then the pattern of ¢ using K, pat (¢, K) is inductively defined by:

pat ((tl,t2)7K) = (pat (tl,K),pat (tQ,K))

pat ({t/}keya K) = {pat (t/7 K)}key if key c K
pat ({t/}keya K) = {D}k:ey if k;ey ¢ K
pat (a, K) = a for a in x, k, g¢ and ¢

The set K is used to store keys that are known by the adversary.



We say that two terms t; and to are equivalent, t = to, if they have the
same pattern: t; = to if and only if pat (¢t1, K(¢1)) = pat (t2, K(t2)). Intuitively
patterns hide information that are encrypted with undeducible keys. Hence two
terms have the same pattern if the information that can be extracted is the
same, so it is impossible to distinguish these two terms.

Equivalence up to renaming. We allow (bijective) renaming of keys in a
similar way as [3] but renaming of polynomials is slightly more complex and
relies on a linear relation preserving bijection between polynomials. Let us
illustrate this on the two following examples.

e Let t; be the term (z1,zo, g}*, g5**>"¢, g3 *>*3 %4576 ) and t5 be the term
(w1, 2,972, g5+ 757, g57"3%). A bijection from polynomials of 5 to poly-

nomials of ¢; could be
{7289 = T1T2X3 + T4T5T6 5 TaT5Te — TaT5T6)

However this bijection does not correctly preserve linear relations. In term
ty, gyrreTsTTATITe can bhe obtained by multiplying g3***¢ with g3'*>"s
(which is obtained by applying the bilinear map to g7 and g7® and raising
the result to the power z1). In term tg, g57"®"® cannot be obtained in a

similar way.

e Let t; be the term (9564%%7 9511213+I4I5$6) and o be the term (g§4$5$6’ 937181‘9).
The associated bijection is

{7289 = T1T2%3 + T4T526 5 TaT5T6 — TaT5T6)

This bijection correctly preserves linear relations as gj'*>***#4%5%6 cannot

be obtained from other parts of ¢; (x1z2x3 + 42526 is not involved in any

linear relations) and ¢g57"3" cannot be obtained from other parts of to.

In order to properly define what is a linear relation preserving bijection, we first
introduce the set dm(t) of deducible monomials from t, i.e., monomials that can
be obtained using the bilinear map operation (this is a slight abuse of notation
as a monomial m may not be deducible itself while its exponentiation g3* is
deducible). A monomial zixex3 from mon (¢) is in dm(t) if one or more of the
following conditions hold:

e 11, ro and x3 are deducible from ¢,
e 11, 29 and g7?® are deducible from ¢,
e 11, g1* and ¢7® are deducible from ¢.

We can now formalize the definition. Let to and ¢; be two terms. A bijection
o from pol (t3) to pol (t1) is linear relation preserving for to and t; if the same
linear relations are verified between polynomials from ¢5 and their image using
o. However monomials from dm(ts) cannot be renamed as they are linked to



other parts of term to due to the bilinear pairing. Formally, o has to verify the
following condition:

VD1, ooy Pn € pol (t2), Yaq,...,an € Z, Vmy,...,my € dm(ts), Yby,...,by € Z,

n n' n n’
doawi=) bimy &Y ailpio) =) bim;
i=1 j=1 i=1 j=1

Reconsider our first example: ¢; is the term (zy, g, g7?, g5**>"¢, g5 #2*atravs%0)
and to is the term (z1,x2, 973, g5*"*", g57"%"®). We define the bijection o =

{x7w819 — T12223+ 42516} We have that o is not a linear relation preserving
bijection for ¢o and t; because xixox3 is in dm(ty) and

(x72829) + (—1)(242526) # T1T223
but (xrx8x9)0 + (—1)(zax526)0 = (T12203 + T4T5T6) — (T4X5T6) = T1T2X3

Definition 3.4 Two terms t1 and ty are equivalent up to renaming, t; = to if
they are equivalent up to some renaming of keys of polynomials.

ty 2t iff doy a renaming of Keys
Joo a bijection preserving linear relations from pol (t2) to pol (t1)

such that t1 = tyo109

In this definition of equivalence, we have not considered renaming of Exponents
to preserve simplicity but this can easily be added. Using this new definition,
an interesting result is the decidability of equivalence up to renaming.

Proposition 3.5 Let t; and ty be two terms. FEquivalence up to renaming of
t1 and ty is decidable.

Proof. As detailed in the proof of proposition 3.3, there exists an algorithm that
takes as input a term ¢ and outputs the finite set K(¢). This allows us to build
an algorithm that takes as input a term ¢ and outputs pat (¢, K(t)).

Let ¢t and t5 be two terms. Then it is possible to compute pat (1, K (¢1))
and pat (t2, K (t2)) (and so equivalence without renaming, =, is decidable).

In order to decide equivalence up to renaming of terms ¢; and to, we apply a
unification algorithm recursively on pat (¢1, K(¢1)) and pat (t2, K(t2)) resulting
in a renaming o; and a bijection o9 from pol (t3) to pol (¢1). This unification
algorithm takes two terms u; and us as an input and works as follows:

1. If uy is a pair (vi,w;) and ug is a pair (ve,ws) the algorithm is applied
recursively on v; and vy resulting in o7 and oo. This algorithm is also
applied recursively on wy and wy resulting in o} and o4. If o4 and o} are
compatible (i.e., for any atomic key k that is in the domain of both o7 and
o1, kop = ko) and o9 and o) are also compatible, then u; and uy can be
unified resulting in o7 U o} and o9 U o}, Otherwise u; and ug cannot be
unified and ¢; and ¢y are not equivalent up to renaming.

10



2. If uy is an encryption {v; }rey, and ug is an encryption {vs } ey, we proceed
as for pairs in the previous point: v; and vs are unified, key; and keys
are unified and the compatibility is checked.

3. If uy is an atomic key &y and ug is an atomic key k2. Then o7 = {k2 — k1}
and oy = 0.

4. If uy is a key gb' and us is a key gb? then oy = 0 and o9 = {p2 — p1}.

5. If uy is an exponentiation gi' and ug is an exponentiation gy? or if u; is

an exponent x; and us is an exponent xy and x; is equal to xo, then wug
and us can be unified resulting in o7 = oo = (). Otherwise ¢; and ty are
not equivalent up to renaming.

6. Otherwise, u; and us cannot be unified and terms ¢; and to are not equiv-
alent up to renaming.

Now, it only remains to check that o is a linear relation preserving bijection
for to and t;. First the set dm(t2) is computed. Notice that elements of dm(t2)
are monomials using exponents from t¢s. For each possible monomial m, m is in
dm(ts) if and only if m = x129x3 and one of the three following holds:

e x1, o and x3 are reachable in to using K(t2).
e 1, x2 and g7® are reachable in t5 using K(tq).
e 1, g7* and g7® are reachable in ¢y using K (t2).

In order to check that oo preserves linear relations of to we need to check
that oo does neither remove nor add any linear relation. To check whether o9
removes a linear relation in ¢, we use the following algorithm. Let P be an
initially empty set of polynomials. The algorithm iterates on polynomials from
pol (t2). For each such polynomial p, the algorithm tests whether p is involved
in a linear relation with polynomials from P and monomials from dm(t3). This
can be tested by checking whether the system of linear equations ), ., Aipi +
doi<ici Nymj —p=0with P ={p1,...,pn} and dm(t2) = {m1,...,m;} has a
solution, e.g. using Gauss elimination. If this is the case, then if poy verifies the
same relation with Pog and dm(ty), the algorithm continues, else if the relation
is not satisfied by pos, Pos and dm(ts), then oy is not linear relation preserving.
If p is not involved in a linear combination with polynomials from P, then p is
added to P. After that, the loop continues. As pol (t2) is finite, this algorithm
always terminates. To check whether o, adds a linear relation to to, we use
the previous algorithm and (equivalently) check whether oy ! removes a linear
relation in t7. O

3.3 Examples

Here we give some examples that illustrate the choices we made when defining
the equivalence. These choices are motivated by the possibilities of adversaries

11



in the computational setting. Unlike [3], our symbolic model does not include
symbolic constants like 0 or 1 as data. However these constants can be easily
encoded using for instance two key names kg and k; which are explicitly revealed.
Then 1 denotes k1 and 0 denotes k. Instead of verifying the equivalence between
t and ¢/, we check whether (ko, k1,t) and (ko, k1,t’) are equivalent.

1.

~

{0} = {1};. This example shows that symmetric encryption perfectly
hides its plaintext.

. ({0}, {0}r) = ({0}k,{1}x). Symmetric encryption also hides equalities

among the underlying plaintexts. To achieve this, encryption has to be
probabilistic. As modular exponentiation is deterministic, we cannot ask
modular exponentiation to hide such relations.

(97,972, 97%,95°7") = (g7, g7, 9i*, g5 *"*). This example illustrates
security of Joux’s protocol [29] against passive adversaries. The adversary
observes the unfolding of the protocol where three exponentiations are
exchanged. These exponentiations allows the three participants to build

a shared secret key ¢5'"2"®. Then the adversary cannot distinguish the

shared key from a randomly sampled element of the second group g,'*>"?
(as the order of the group is prime, g,'“*>"® has a uniform distribution over

elements of the second group).

Moreover the symbolic setting can be used to verify that each participant
is able to compute the shared key. For example the first participant gen-
erates exponent z; and receives ¢g7? and g7® from the second and third
participants. Using this knowledge, he is able to compute the shared secret
key as w1, g7%, 91° b g5t **".

(gf] ) 95182 ) 931037 {0}g§1m213) = (ggltl ) ggltza g;fav {1}g;112m3 ). This example com-
bines the Joux protocol with an exchange of secret information using the
shared key. Thus in this example symmetric encryption and bilinear pair-
ing are used simultaneously.

(gfl ) gf27 gfgv T4,T5,T6, g§1w2w3+a:4a:5a:6) = (gfl ) gffz ) g:fgv L4, L5, 26, g;1$2$3)'
Let t5 be the second term in the equivalence relation. This example il-
lustrates a more complex renaming. The adversary has access to some
exponents from the key g3'*>*3 #4576 byt is still unable to distinguish it
from a randomly sampled key. z4z5T6 can be seen as a vulnerable part
of the key but zjzoxs makes the whole key secure. The two terms are
equivalent up to renaming because bijection {x}xhzh — x93+ T4T576}
is linear relation preserving; indeed z}zbx} and x12023 + z4x5x6 are both
not involved in any linear relation with monomials from dm(tz).

In the following example, there are two shared keys.
O
(91", 917, 9%, T4, T5, g, g5 ATITIAERS g RTe)

’ ’ ’ ’ / ’
T1 T2 T3 TITHLTE XX TG
% (gl y 917591 %4, X5, L6, 9o 192" 7 )
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Let t; and t2 be the first and second term in this (non-)equivalence rela-
tion. The bijection o = {&}xhah — 210205 + Taws26 5 TYxiTl — T1T2T3 )
is not linear relation preserving. Indeed, the monomial x4z5x¢ is in dm(ts)
and there is a relation among polynomials used in the two keys of ¢; and
r425T¢ which is not true in to:

(@) wyz3)o + (1) (2haswg)o = wawste

(ziahas) + (1) (zhasers) #  TaTsTe

4 The Computational Setting

In this section, we formalize the mapping between symbolic terms and distribu-
tions of bit-strings. This mapping depends on the algorithms used to implement
the two cryptographic primitives used in the symbolic setting: symmetric en-
cryption and pairing.

4.1 Encryption Scheme

We recall the standard definition for symmetric encryption schemes. A symmet-
ric encryption scheme S€ is defined by three algorithms KG, £ and D. The key
generation algorithm ICG takes as input the security parameter n and outputs a
key k. The encryption algorithm £ is randomized. It takes as input a bit-string
s and a key k and returns the encryption of s using k. The decryption algorithm
D takes as input a bit-string ¢ representing a ciphertext and a key k and outputs
the corresponding plaintext. Given k «— KG(n), we have that for any bit-string
s, if ¢ «— &(s, k) then it is required that D(c) = s.

In order to characterize security of a symmetric encryption scheme, we use
the classical IND-CPA (indistinguishability against chosen plaintext attacks) no-
tion [23].

IND-CPA security. In this paper we use schemes that satisfy length-concealing
semantic security!. The definition that we recall below uses a left-right encryp-
tion oracle LRY.. This oracle first generates a key k using KG. Then it answers
queries of the form (bsg, bs1), where bsy and bs; are bit-strings, an important
point is that bsg and bs; may have different lengths. The oracle returns cipher-
text E(bsp, k). The goal of the adversary A is to guess the value of bit b and
for that purpose A has access to oracle LR%.. His advantage is defined as the
probability that he outputs 1 when using oracle LR}, minus the probability
that he outputs 1 when using oracle LRY..

AQvER () = [P [AB5e () = 1] — P[Ae () = 1]

An encryption scheme S& is said to be IND-CPA secure if the advantage of any
polynomial-time adversary A is negligible in 7.

1Such schemes can only exist if the maximum length of plaintexts is bounded, however we
do not take this into account in this paper.
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The difference with the standard notion of semantic security is that an ad-
versary can call oracle LR%, on two bit-strings bsy and bs; of different lengths.
Therefore in order to be secure for our notion, an encryption scheme has to hide
the length of the plaintext. By abuse of notation we call the resulting scheme
also IND-CPA secure.

4.2 Pairing

A bilinear pairing instance generator is defined as a probabilistic polynomial-
time algorithm TG which given a security parameter n outputs a tuple (¢, G1, Ga, g1, €)
composed of two groups Gy and G of prime order ¢, a generator g; of G; and

a cryptographic bilinear map e between G; and G3. A generator g of group

Ga is obtained by applying e to (g1, g1).

BDDH security. An instance generator IG satisfies the Bilinear Decisional
Diffie-Hellman assumption, BDDH, iff for any probabilistic polynomial-time
adversary A, the advantage of A against BDDH, Advi‘?}%’j, defined below is

negligible in 7.

(qa GlaG2aglv 6) — IG(”)

AR = B | @EnBond) -

, Algr, 97, 97,95, 957°) = 1]

P |: (anlvG2aglae) — IG(?’])

x Y .z . r\ _
x,y,z,r<—Zq ) A(91791791791,92)—1}

This means that an adversary that is given gf, g{ and g7 can only make the
difference between g3¥* and a random group element with negligible probability.

4.3 Computational Semantics of Terms

Computational semantics depend on a symmetric encryption scheme SE =
(KG,E,D) and of an instance generator IG. In order to transform elements
of the second group into keys usable for SE, we assume the existence of a key
extractor [17] algorithm Kex (this can be done for example by extracting ran-
domness using an entropy smoothing hash function [27]). We suppose that the
distribution of keys generated by KG is equal to the distribution obtained by ap-
plying Kex to a random element of Go (which is the second group generated by
IG). We associate to each symbolic term ¢ a distribution of bit-strings [t]se 1c
that depends on the security parameter 5. This distribution is defined by the
following random algorithm:

1. Algorithm IG is used to generate two paired groups G; and Gz of order ¢
and of generators ¢; and gs. For each key k from ¢, a value k is randomly
drawn using KG. For each exponent x, a value 7 is randomly sampled in
Zq equipped with the uniform distribution.

2. Then the bit-string evaluation of term t is computed recursively on the
structure of ¢:

14



e If ¢ is a key k or an exponent x, then the value t is returned.

e If t is an exponentiation g7, then the exponentiation of ¢; to the
power of Z is returned.

e If ¢ is an exponentiation gf, then the algorithm computes the value n
of p in Z,, and the exponentiation of g3 to the power of n is returned.

e If ¢ is a pair (¢1,%2), the algorithm is applied recursively on ¢; hold-
ing bs; and on ty holding bss. The output of the algorithm is the
concatenation of bs; and bss.

e If ¢ is an encryption {t'}x, the algorithm is applied recursively on #’
holding bs’ and on k holding bs;. The output of the algorithm is
E(bs', bsy).

e If t is an encryption {t'}r, the algorithm is applied recursively on

t’ holding bs” and on g5 holding bsy. The output of the algorithm is
E (bs', Kex(bsy)).

5 Soundness of the Symbolic Model

In this section we prove that the extension of the Abadi-Rogaway logic given
in section 3 is computationally sound when implemented using an IND-CPA en-
cryption scheme and using an instance generator satisfying BDDH: if two terms
are equivalent up to renaming in the symbolic setting, their evaluations (given
by the computational semantics of section 4) are computationally indistinguish-
able.

Well-formed Terms. Our soundness result is only true for terms that make
a correct use of the bilinear pairing. Such terms are called well-formed terms.
Formally a term ¢ is well-formed if for any monomial m in mon (¢):

e cither for any monomial m’ in mon (¢) different from m, m and m’ do not
have any common exponent;

e or none of the three exponents used by m occurs as data in t.

This technical restriction is necessary to obtain soundness. Indeed let us con-
sider t1 = (z,y,952,¢5"'**) and t2 = (x,y,95'"*", g5*"5"®). Note that t; is
not well-formed as xz129 and yz129 have common exponents (z; and z2) and
exponents x and y occur as data. Terms t; and t5 are equivalent up to renaming.
However it is possible to build an adversary A that can distinguish the corre-
sponding distributions efficiently (the precise definition of indistinguishability
will be given below). Adversary A takes as input (z,y,U, V) and has to decide
whether U = g3%*2 and V = ¢§*'** or U = g5'"™*"® and V = ¢51""°. A proceeds
as follows:

e compute 2! and y~!;
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e output 1if U* ' =Vv
e output 0 otherwise.

If A outputs 1 it was indeed given the distribution corresponding to t; with
probability close to 1 (the probability that rirersz =t = ryrsrey ! is negligible).
Otherwise, if A outputs 0 it must have been given the distribution corresponding
to ta. Hence, A efficiently distinguishes two equivalent terms. We forbid such
use of bilinear pairing by considering only well-formed terms.

Acyclicity Restrictions. The importance of key cycles was already described
in [3]. In the setting of [3] a key cycle is a sequence of keys K1, ..., K, such that
K1 encrypts (possibly indirectly) K; and K, encrypts K;. An encryption of
key K with itself, i.e., Ex(K) is a key cycle of length 1. An example of a key
cycle of size 2 would be €k, (K2),Ex, (K1). In general IND-CPA is not sufficient
to prove any soundness result in presence of key cycles. To better understand
the problem of key cycles suppose that S€ = (KG, £, D) is a semantically secure
encryption scheme and let S€' = (KG', &', D’) be defined as follows:

KG = Kg

, _ Ex(m,r) ifm#k
Ep(m,r) = {const~k ifm==%k

Di(c) if ¢ # const - k
/ —
Dyle) = { k if ¢ = const - k

where const is a constant such that for any key k, the concatenation const - k
does not belong to the set of possible ciphertexts obtained by £. Obviously, if
the attacker is given a key cycle of length 1, e.g., & (k,r), the attacker directly
learns the key. It is also easy to see that S’ is a semantic secure encryption
scheme as it behaves as S€ in nearly all cases (in the security experiment the
adversary could make a query for encrypting k with itself only with negligible
probability). Hence, as in numerous previous work we forbid the symbolic terms
to contain such cycles. (Another possibility to handle key cycles is to consider
stronger computational requirements like Key Dependent Message — KDM —
security as done in [4].)

We now define a similar notion of key cycles in our setting. For any term ¢,
let kp(t) be the set of polynomials p such that gh occurs at a key position in ¢
and ¢4 is not deducible from t. Let pm(t) be the set of monomials z1 2223 such
that either:

e 11, o and x3 occur as data in t;
e 17 and x5 occur as data in ¢ and g7?® also appears in ¢;
e 17 occurs as data in ¢ and ¢7* and ¢7? also appear in ¢.

A term t is acyclic if the two following restrictions are verified.
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e For any p in kp(t), p is linearly independent from any other polynomials
from pol (t) and from monomials from pm(¢), i.e., if pol (t) = {p, p1, ..., Pn}
and pm(t) = {mq, ..., m, } then there does not exist any integers a, a; to
a, and by to b, such that a # 0 and:

n Tl/
a.p= Z a;p; + Z bjm;
i=1 j=1

e There exists an order < among keys used in ¢ such that for any subterm
{u} ey of t, either key is deducible from ¢ or for each key key’ that occurs
in u, key' < key.

We illustrate the notion of key cycles on several examples.

e The terms {k}r and ({k1}x,, {k2}x,) contain key cycles, as those consid-
ered already in [3].

o The term t = ({k}gz1e223, {g5""*"* }x) obviously contains a key cycle while
k} e1maws, {951 2%3 }1s) does not.
9s 2

e The term ¢ = (g7*, 72, x3, {k}g;11213,{g§1x2x3}k) is acyclic as ¢g3'*2*% is

deducible (and hence kp(t) = 0).

o The term ¢ = {(x1, 97, g7°)} 201220, contains a key cycle because pm(t) =
2

{z12223} and 2z 2023 € kp(t) is linearly dependent.

Our acyclicity restriction is stronger than what is strictly required for compu-
tational soundness: for example {{k}; }r is considered as a cycle whereas it is
not problematic as the underlying k is hidden by k’. We consider this stronger
definition of acyclicity as it is easier to define and it also makes our main proof
simpler.

5.1 Soundness Result

Indistinguishable Distributions. Before giving our soundness result, we
recall the usual notion of indistinguishable distributions. Intuitively, two distri-
butions Dy and Dy are computationally indistinguishable if for any adversary
A, the probability for A to detect the difference between a randomly sampled
element of D; and a randomly sampled element of Ds is negligible in 7.

Definition 5.1 Let Dy and D2 be two distributions (that depend on n). The
advantage of an adversary A in distinguishing D1 and Dy is defined by:

Adv ™ =Pla — Di(n) ; Ax) =1] = Plz — Da(n) ; Alz) = 1]
Distributions D1 and Do are computationally indistinguishable, written D =

Do, if the advantage for any adversary A in distinguishing D1 and D is negli-
gible.
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Then our main soundness result states that distributions related to equivalent
terms are computationally indistinguishable.

Proposition 5.2 Let ty and t; be two acyclic well-formed terms, such that
to X t1. Let SE be a symmetric encryption scheme that is secure for IND-CPA
and IG be an instance generator satisfying BDDH, then [to]ss.1a = [ti]se.1c-

Proof for proposition 5.2

In order to prove our main soundness result, we introduce some intermediate
lemmas. First we prove that BDDH implies an extended version of BDDH.
Intuitively this first lemma states that if BDDH holds and A is an adversary
that is given some exponents 1 to z, and some exponentiations g{* to g?fﬁ ;A
cannot distinguish exponentiations of linearly independent polynomials gb* to
gy from exponentiations of fresh exponents go"'"™*""* to gyt 2,
Lemma 5.3 Let X = (2;)1<i<a and Y = (y;)1<i<p be o + B exponents. Let
P = (pi)i<i<y be v polynomials such that there are no linear relations between
the p; and the set of monomials {xyz, z,y,z € X} U{zyz, z,y € X, z €
YIUu{zyz, 2 € X, y,z€Y}.

If IG is an instance generator satisfying BDDH and the two following terms
are well-formed then:

II'rlv ---axougglhv"'?g’fﬁvggla -~-a9§7]]IG ~ Ilev "'7xa7g?1ﬂ?"'7g’1yﬁ7ggla "'agg’y]]IG

where each q; is a product of three fresh exponents r; 17; 9753, i.e., the part of
the distribution related to g3 corresponds to a random group element.

Proof. First, note that as the order ¢ of the group Gy is prime, in the compu-
tational setting 922122 and 9223 have the same distribution (Z1, Zs, and Z3 are
three independent random variables uniformly sampled over Z,).

The proof of this lemma is done in two steps.

e The first step consists in replacing monomials in the p; that are not in
dm(x1, .., To, g¥*, ...y g1°) with fresh monomials. This results in a new
term whose computational distribution is indistinguishable from the orig-
inal term distribution.

e Then, in the second step we prove that the computational distribution of
this new term using fresh monomials is exactly equal to the distribution
related to 1,...,Ta, g} .., 977, 935, ... g5

Step 1. Let M be the set of monomials from P that are not in {zyz, z,y,z €
X} U{ayz, o,y e X, z€ Y}U{zyz, 2 € X, y,z € Y}. The first step consists
in using BDDH to replace these monomials with fresh monomials r179r3. Let
P} to pfy be polynomials p; to p, where each monomial of M has been replaced
with a fresh monomial. We prove that:

7 /
Y1 Yyg _p1 Py ~ Y1 Yyg Pl P~y
[[1:17---71’0”91 7"'791 792 7"'792 ]]IGNIIxh"':IOugl 7"'791 792 7"'792 ]]IG
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This proof is done by induction on the number j of monomials in M that use
at least one exponent which is also present in X, Y or in any other monomial
used in a polynomial from P.

If j = 0 then for each monomial m used in p; to p,, m uses exponents that
are not in X or Y nor in any other monomial from polynomials of P. Thus p;
to p, are equal to p} to p/, up to renaming of the exponents and so:

’ ’
Y1 Yy p1 Py _ Y1 yg P1 Py
[[wlw"axaagl see991 592 5592 ]]IG_HJ"h’”?xOmgl yee991 992 5592 ]]IG

If 7 > 0 then let m = xyz be a monomial in M that uses an exponent from X

or Y or from another monomial of P and let m’ be a fresh monomial. Let p/
to p’v' be polynomials p; to p, where m has been replaced with m’. There are
two cases to consider:

e First if z, y and z do not appear in X. Let A be an adversary trying to
distinguish distribution

Y1 Ys 1 P
II-rlw-'?xOéagl 7"'agl 792 ,“.7927]]1(;

from distribution

"

1
Y1 ys P1 Py
[[:Ela'”a'l:omgl 7"'791 792 a"'792 ]]IG'

We build an adversary B against BDDH that executes A as a subroutine.
As B tries to break BDDH, B receives four arguments (A4, B, C, D). Intu-
itively, B uses the inputs A, B, C and D for g7, g, g7 and g5*. B queries
A with the input

A1, ...y 00, b1, .., bg,C1, ..., Cy
where

— a; are values in Z, randomly generated by B5;

— b; is computed as follows. If y; equals x, y or z then b; is set to A, B
or C respectively. Otherwise b; is set to gi" where u = a; if y; = x;
for some j or u is randomly sampled from Zg;

— for each monomial mg appearing in p; B computes the implementa-
tion for g5 as follows. If my = m then g5"° is implemented by D.
If mg shares two exponents with m, for example my = xyz’, then
the corresponding value is generated using the bilinear map: B com-
putes e(A, B)¢ where c is either freshly generated by B or has been
previously generated for z’. If mg only shares one exponent with m,
for example mg = x3'2’, then B computes A*® where where b and ¢
are either freshly generated by B or have been previously genrated
for ¥’ and 2’. Given the implementations of g5'° for each mg in p;
B computes implementations for each g} and use these values for

Cly...,CH.
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Finally, B returns the same output as A. The advantage of B against
BDDH is given by

AdvOE () = P(B(gf, Y, 95, 95"%) = 1] = P(B(g7, g}, 97, 95) = 1]

When B receives as input (g7, 97,97, 95°"), A is given a sample from dis-
: 3 Y Yp p D
tribution [x1,...,%a, 90 ..., 917,95, -, 95 JiG-
When B receives as input (g7, g7, 97, 95), A is given a sample from distri-
’" ’’
; y ys P p
bution [Z1,...,Za, g7y, 91 395" -+ 95" J1G-

Therefore the advantage of A in distinguishing the two distributions is
equal to the advantage of B against BDDH. As BDDH holds, the advantage
of B is negligible and so the advantage of A is also negligible. Hence,

Y1 Ys 1 D
Ilew-'yxaagl a"'agl a92 a"'aQQ’Y]]IG

" ’’

Y1 Yys Pl p
IIxh'"vmavgl yeres 91 192 7"‘7927]]IG

e If x appears in X, then by definition of M either y or z does not appear in
X and Y. Let us suppose that it is y. Exponent y only appears in m and,
as the order of the group is prime, we have the following equality between
distributions:

Y1 yp m — Y1 ys m'
[[xlw"?xaagl s 91 592 ]]IG - [[xla"'awaagl s 91 592 ]]IG
Moreover as the original terms are well-formed and z occurs as data, m
does not share any exponent with other monomials used in P. Hence, we
also obtain that:

Y1 Ys p1 P~
Ilew-'?mDugl 7"'ag1 792 a"'a92 ]]IG
" ’’
Y1 Yys Pl Py
Hxlv"‘vxa,gl yeres91 92 54590 ]]IG
We have proved that:
e P s vy 24
Y p ~ Y
Hxla"'7ma7glla"'7gl 19211"'7.92’Y]]1GN[[xla"'7xa7gll7"'7gl 79217"‘7927}]1G

where p] to p/ use j — 1 monomials that use an exponent from X UY. Hence
using our induction hypothesis, we get that

1 1 7 ’
Y1 s _P1 Py Y1 ys _P1 Py
lea"'7xa7gl a"'7gl ag2 7"'792 ]]IGzﬂxl,---,fEa,gl 7"'791 792 7"'392 ]]IG

And so we proved that

’ /
Y1 g _p1 Py ~ Y1 g _P1 Py
[[xh“wmavgl seces91 59275590 ]]IGNIlew--axchgl seees91 592 5592 ]]IG
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Step 2. Let n be the number of elements in M.

For the second step, we recall that (as ¢ is prime), the number of solutions
over Zg, for a linear system of v independent equations involving n variables is
q

Let (2;)1<i<a, (Ui)1<i<p and (P;)1<i<~ be elements of Z,. We now compute
the probability for the distribution to output value v defined by:

_ (5 S 91 9s _p1 D~
v = (xlv-'~7x(lagl 7"'agl 792 a"'ag2 )

It is important to see that this is a computational value and not a symbolic
term.

Then we associate to each monomial from M a variable over Z, and we
obtain a system involving ~ linear equations using n variables.

. - ’ /
A A 91 Yp . P1 Py
(xlv--~7xa7gla"'agl ,92,...,92>—'U

(The system is given by the equations between g, as the other equalities are
trivially satisfied.) The number of solutions of this system is ¢"~7. Hence when
randomly sampling values for monomials in M, the probability to obtain v is
q" 7 /q™ which is equal to ¢77.

On the other side, the probability to obtain v by randomly sampling v group
elements for the g4’ is also equal to ¢~7 so the distributions are identical:

’ ’
Y1 Y _P1 Py _ Y1 Y8 a1 a4~
[[xl,“wwongl ,“‘791 792 7"'792 ]]IG_Hxh“wwOngl 7~~~791 7927"'792 ]]IG

And so we obtain the expected result. O

In order to introduce the following lemmas, we define the computational
semantics of patterns (i.e., terms using [(J) by extending the semantics for terms
with [d]se,r¢ = 0. Our second lemma states that evaluations of a term and of
its pattern are indistinguishable in the computational setting.

Lemma 5.4 Lett be an acyclic well-formed term. Let SE be an IND-CPA secure
symmetric encryption scheme and let IG be an instance generator satisfying
BDDH. Then we have that

[t]se.1rc =~ [pat (t, K(t))]se.10

Proof. Let t be an acyclic well-formed term. Then any p in kp(t) is linearly
independent of any other polynomials from pol (¢). Let K(t) be the set of keys
and exponentiations g5 used at a key position in ¢ that are not in K(t), i.e.,

that are not deducible. Let key be a metavariable over K(t). As t is acyclic
there exists a total order < between elements of K (¢) such that for any subterm
{t'}rey of t, key’ can only appear in t' if key’ < key.

This proof follows the lines of the main proof in [3]. The main difference
with the original proof is that keys can be an exponentiation g5. However as
p is not involved in any linear relation, using this key is indistinguishable from
using an atomic key.
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Let us now detail the proof. Let n be the number of keys in K(¢) and let
key; be the it" key from K (t) with respect to <, i.e.:

K(t) = {keyi,..., key,} and keys < keys < ... < key,

For i in [0, n], term ¢; is defined as pat;(t) where pat; is recursively defined by:

pat;((t1,t2)) = (pat;(t1), pat;(t2))

pati({t'tkey) = {D}key if key = key; for j <1
pati({t'}rey) = {pati(t')}rey else

pat;(a) = a for a in z, k, g¥ and ¢}

In ¢;, encryptions using keys key; for j < i have been replaced by encryptions
of O. Hence pato(t) = t and pat,(t) = pat (¢, K(t)). The advantage of an
adversary A which tries to distinguish [t]se 1¢ and [pat (¢, K(t))]se.1¢ can be
written as:

Adv[[i]]ss,zc1[[Pat(t7K(t))]]ss,1c _ Advgoﬂsg’m’[[t"ﬂss’lc

= Plz « [tolse,rc ;5 Alx) =1] = Pz « [tnlse 16 ; Alx) =1]

n

= Z (P2« [ti—alse,ic 3 Alx) =1] = Plz « [t:]se,rq 3 Alz) =1])

=1
n
_ Z AdV[[tPIHSS’IG’Hti]]SS’IG
- A
=1

We build n adversaries (B;)1<i<n against IND-CPA that use A as a subrou-
tine and such that the advantage of B; against IND-CPA can be linked to the
advantage Adv.l[ji_l]].ss,zcy[[tiﬂsg,zc_

Each adversary B; uses his challenge key for key key; and has access to a
left-right encryption oracle LR%.. If key key; is an exponentiation gh then as
p is not involved in any linear relation and because of lemma 5.3, the evalua-
tion ¢ is indistinguishable from a random group element. The key extraction
algorithm Kex applied to a random group element returns a random key (whose
distribution corresponds to the one of KG). Hence, using ¢ is indistinguishable
from using a fresh atomic key.

Adversary B; generates values for each atom used in ¢t. For any subterm
a of t which is of the form z, k, g7 or gb, B; computes a bit-string value bs,
according to the values generated previously. Using his left-right encryption
oracle, B; computes a bit-string bs which is either an evaluation of ¢; or an
evaluation of ¢;_; depending on the challenge bit b. Formally bit-string bs is
obtained by applying the recursive eval; function on ¢;_1:

eval;((t1,t2)) = eval;(ty) - eval;(ta)

eval;({t'}rey,) = LR%e(0,eval;(t'))

eval;({t'Yhey) = Eleval;(t'),eval;(key)) for key # key;
eval;(0) = 0

eval;(a) = bs, for a in z, k, gf and g}
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This algorithm works well as due to acyclicity key; does not occur as data
in t,_1. Note that oracle LRf’% can be given as arguments two bit-strings of
different lengths. This is why we had to assume that encryption scheme S€ is
length-concealing.

After computing bs, B; executes A with input bs and returns the same result
as A. Let us sum up how B; works:

Adversary BiLRgg (n)
for each a, compute bs,
bs «— eval;(t;—1)
d — A(bs)
return d

If bit b equals 0, then A is confronted to an evaluation of ¢; whereas if b equals
1, then A is given an evaluation of ¢;_;. The advantages of A and B; can be
linked in the following way:

[ti—1lse,1a,ltilse,ra __ CPA
AdVA = AdVSg,Bi

Therefore we have that:

Advﬂ[ﬁﬂss,zcJ[Pat(t,K(t))]]ss,Ic _ i:AdVgZA,Bi
=1

As S€ is assumed to be IND-CPA secure, the advantage of B; is negligible for
any 7. Hence the advantage of A is also negligible. O

Our third lemma states that two patterns equal up to renaming are also
indistinguishable in the computational setting.

Lemma 5.5 Let tg and t1 be two well-formed terms such that pat (to, K (tg)) =
pat (t1, K(t1)). Let SE be a symmetric encryption scheme (not necessarily se-
cure) and let IG be an instance generator satisfying BDDH, then

[pat (to, K (t0))]se,rc = [pat (t1, K(t1))]se. ¢

Proof. Let t; be the term pat (to, K(to)) and t} be the term pat (1, K(¢1)).
There exists a renaming of Keys o1 and a bijection o3 preserving linear relations
between polynomials from ¢; to to such that t{, = ¢]o102. Permutation of keys is
easy to handle: [t}o1]se r¢ and [t)]se,1¢ output exactly the same distribution.

There only remains to prove that [ty]se r¢ =~ [tho1]se, 1. For this purpose,
let ug = ¢ and u3 = tjo1. Let A be an adversary trying to distinguish the
distribution related to ug from the distribution related to u;. In the remaining,
we prove that the advantage of A is negligible if the BDDH assumption holds.
For this purpose, we introduce a term u such that:

AdVE“]]SS’IG’[[uO]]SE’IG _ Advﬁn]]ss,zc,[[uﬂsg,zc +Adv£[z}]ss,zc,[uo]]ss,zc

Intuitively v is equal to ug where polynomials have been replaced by fresh
monomials whenever possible while conserving linear equalities. u is also equal
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to u; where the same modification has been applied. From there, due to the
nature of u it is easy to prove that the two advantages on the right part are
negligible using lemma 5.3.

First let us define the following sets:

1. Let X = (2;)1<i<qa be the exponents that are deducible from ug (using uq
instead of ug would give exactly the same X as ug = ujos).

2. Let Y = (yi)1<i<p be the exponents such that gi* is deducible from w
(as previously, using u instead of ug would give exactly the same Y).

3. Let M = (m;)1<i<s be the set of monomials dm(ug) which can easily be
obtained from X and Y.

4. The two sets of polynomials Py = (po,i)i<i<y and Py = (p1,;)1<i<~ are
built as follows:

e Initially Py and P; are empty.

e For each polynomial p such that g4 is a sub-term of ug at position ¢,
we have that the sub-term of u; at position ¢ is also an exponentiation
gs -

e If p is not involved in any linear relation with polynomials from the
current Py and monomials from M, then p is appended to Py and p’
is appended to P;. Note that in this case, p’ is not involved in any

linear relation with polynomials from the current P, and monomials
from M neither.

Let o and ¢’ be the polynomial bijections defined respectively on polynomials p
such that ¢g¥ occurs in term ug for o and on polynomials p such that g% occurs
in term w1 for ¢’. These two bijections are defined by:

e For pg; in Py , po ;0 is defined as a fresh monomial 71 ;7273 ;.
e For py;in P, , p1,0’ is defined as a fresh monomial 71 ;79 ;73 ;.

e Let p be a polynomial such that gb occurs in ug and such that p is not in
Py. Then by definition of Py, p is linked via a linear relation to polynomials
in Py and monomials in M:

o’ )
P=_Ajpo+ Y uimy
j=1 j=1

And we define po as

Yy )

po =3 Ai(pojo)+ Y ujm;

j=1 j=1
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e In a similar way, let p be a polynomial such that g5 occurs in u; and such
that p is not in P;. Then p is linked via a linear relation to polynomials
in P; and monomials in M:

Yy 5
p=Y Apij+ Y wim;
j=1 j=1

And we define po’ as

¥y )

po’ = X (010" + D> my

Jj=1 Jj=1

Let u be the term ugo. As o9 is linear relation preserving, u is equal to ujo’.
Then the advantage of A can be written as:

Advﬂ[;n]]ss,lc,[[uo]]ss.lc _ Advﬂ[;n]]ss,lc,[[uﬂss,lc JrAdV[/[;L}]ss,IG,[[uo]]ss,IG
We now prove that the advantage Advﬂ[f]]ss a6 luolse 16 46 pogligible. The proof

that Adv%l]]‘sg’m’[[u]]‘sg’m is also negligible is similar. Let w and w’ be the two
terms

— Y1 Ys 1 P~

w = (Ila"'7xavgl yee991 592 5592 )
/ — Y1 Yp 71,172,173,1 T1,4T2,773,y
w - ('rla--wxavgl 7"'agl 792 a"'7g2 )

We build an adversary B that tries to distinguish [w];¢ from [w'];¢ and that
uses A as a subroutine. B works as follows:

P

1. Breceives as argument a bit-string tuple (X1,..., X4, Y1,..., Y3, P1,..., P,

which is either generated by [w];g or by [w']rq.

)

2. B generates bit-string value bsy for any atomic key k£ used in u using G
(these keys are also the ones used in ug).

3. B recursively computes a bit-string bs’ which is either an evaluation of u
(in case B received as input an evaluation of w’) or an evaluation of wg
(in case B received as input an evaluation of w). The computation of bs’
is done recursively on the structure of u by using the eval algorithm:

o If u is a pair (v,w), then eval(u) = eval(v) - eval(w).
o If u is an encryption {v}gey, then eval(u) = E(eval(v), eval(key)).

e If u is an atomic key k, then eval(u) = bsy.

If u is an exponent z;, then eval(u) = X;.

If u is an exponentiation g{*, then eval(u) =Y;.

If u is an exponentiation g5, then eval(u) = P;.
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4. Then B executes A with bs’ as input and returns the same output as A.
We have the following relation among the advantages of A and B:

Adv&tﬂss,zc,ﬂuoﬂss,fc _ Adv[[Bw']]IG,[[w]]IG

As BDDH holds, we apply lemma 5.3 and obtain that the advantage of B is

[ulse,rc,[uolse, 1

negligible and hence Adv_, is negligible.
Thus Advﬁ“ﬂsg’m’ﬂuoﬂs‘g’m is also negligible and we finally obtain that:

[pat (to, K (to))]se,rc ~ [pat (t1, K(t1))]se rc

O
It is now easy to obtain our main result by using transitivity of the ~ relation.
Let to and t; be two acyclic well-formed terms. Let SE€ be an IND-CPA secure

symmetric encryption scheme and let IG be an instance generator satisfying
BDDH. Then we have:

[tolse,rc = [pat (to, K (to))]se,1c = [pat (t1, K(t1))]se,1¢ = [tilse.ra

The previous result states soundness of symbolic equivalence in the compu-
tational world. However, the reciprocal (i.e., completeness) is false in general.
There are two main problems that prevent completeness. First, the symmetric
encryption scheme may allow decryption with the wrong key and output a ran-
dom bit-string in that case. Then the distributions related to terms ({x}g, k)
and ({z}g, k') can be computationally indistinguishable, even though these two
terms do not have the same pattern. This can be solved by requiring symmet-
ric encryption to be confusion free [33, 2] or to admit weak key-authenticity
tests for expressions [33, 2, 26]. The second problem is that the symmetric en-
cryption scheme can satisfy key concealing (this is ensured by type 0 security
in [3]). Then the distributions related to terms ({0}x,{0}x/) and ({0}, {0}%)
are computationally indistinguishable but these terms are not equivalent even
with renaming. To solve this, one can either ask the encryption scheme to be
key revealing or modify the pattern definition in order to hide the key name
(but the encryption scheme has to be key concealing in order to prove sound-
ness). Soundness and completeness results when symmetric encryption is key
and length revealing are given in [5].

The previous proposition considers the case of equivalence and is typically
used to verify security of key-exchange protocols. In the next proposition, we
are interested in completeness for deducibility. We prove even more than com-
pleteness: if ¢ is deducible from E then there exists an efficient algorithm which
is able to build an evaluation of ¢ from an evaluation of E with probability 1.
This result can be used to verify that a key-agreement protocol can really be
implemented in the computational setting: we first check that the shared key is
deducible from the knowledge of any participants in the symbolic setting, then
applying the following proposition tells us that there exists an efficient algorithm
to obtain the shared key from the participant knowledge in the computational
setting.
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Proposition 5.6 Let E be a finite set of terms ty tot, andt be a term that does
not use any encryption (e.g., a modular exponentiation). If E & t then there
exists a polynomial-time (with respect to the security parameter n) algorithm
A such that A([(t1,...,tn)]se,16) outputs the evaluation of t using values for
exponents and keys that have been generated to compute [(t1,...,tn)]sec.1c, i-e.:

(bs,bs') — [[((tl, e ,tn),t)ﬂggJG : A(bs) = bS/

Proof. Let t be a term and E be a finite set of terms such that F + ¢t. First
note that the structure of the proof of E F t does not depend on the security
parameter 7.

Each deduction rule from the symbolic setting corresponds to an operation
which is tractable in the computational setting in polynomial-time in 7 using
a deterministic algorithm (note that the deducibility relation does not give the
adversary the ability to encrypt data). Hence it is easy to build the algorithm A
by following the structure of a proof of E - ¢t. We nevertheless need to restrict
ourselves to the case where ¢ does not contain any encryption, as the concrete
algorithm for encryption is not deterministic: we indeed have that {{0}x} F {0}
while in the computational setting (bs,bs’) «— [({0}x,{0}r)]se.r¢ yields two
different biststrings bs and bs’ as the encryption algorithm is run twice. O

Note that it is not necessary for terms to be well-formed or acyclic in this
proposition.

6 Examples of Application

Now we illustrate how proposition 5.2 can be used to prove a key-exchange
protocol secure in the computational world.

Our notion of security is strong secrecy of the shared key in the passive
setting: the adversary gets to observe messages exchanged between the partici-
pants and has to distinguish the shared key from a random group element. In
the symbolic world, let us suppose that the exchanged terms were t; to t,, and
that the shared key is g5. Then security in the symbolic setting holds if:

(t1y ooty 95) & (1, oy tny g5 727°)
where r1, ro and r3 are three fresh exponent names. It is then possible to apply
proposition 5.2 in order to prove security in the computational setting.

We are also interested in executability of key exchange protocols. A protocol
is executable if it is feasible for any participant to compute the shared key from
his knowledge. Let us again suppose that the exchanged terms are ¢; to ¢, and
that the shared key is g5. Moreover let x}, ,xf’ be the exponents which are
generated by the i*" participant. The protocol is executable in the symbolic
setting if for any 1,

t1y sty x}, ,xfl - gb

Executability in the computational world can easily be obtained from here by
applying proposition 5.6.
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6.1 Joux Protocol

The Joux protocol has been described in section 2. In an execution of this
protocol, three messages are sent, corresponding to terms g7, g7 and g7*. The
shared key is g3'“***. Strong secrecy for this key-exchange protocol has been
given as an example for our symbolic equivalence notion:
(977,912,919 "2") = (977, 912,917, 95" 277)

Proposition 5.2 can be applied to show that this protocol is secure in the com-
putational setting if the BDDH assumption holds.

We also verify that this protocol is executable. In the symbolic setting this
is the case as we have the following deducibility relation:

1,977, 97° F g5t "

Similar relations hold when permuting the roles of x; and z2 and of x; and x3.
Thus proposition 5.6 proves that there exists an efficient algorithm in the com-
putational setting which allows each participant to compute his shared secret
key.

6.2 TAK-2 and TAK-3 Protocols

The TAK-2 and TAK-3 protocols are two variants of the Joux protocol which
were proposed by Al-Riyami and Paterson in [6]. TAK-1 and TAK-2 are tripar-
tite key-exchange protocols which work in the same way, the only difference lies
in the shared key. These protocols uses certificates to provide authentication.
However as we are only interested in indistinguishability of the shared key, we
use a simplified version of the protocol. Let A, B and C be three participants:

(1) A — B,C : (g7",91")
(2) B — AC : (47,91°)
(3)C — AB : (47 91")

In TAK-2, the shared key is g5 ' “2¥8 T#1¥288t¥122%5 1y TAK-3, g51¥2vs tyivevstuiyess
is used as shared key. Our simplified version of the two protocols are quite close
as we do not make any difference between short-term secrets (y1, y2 and y3) and
long-term secrets (x1, 9 and x3). Thus in our setting it is sufficient to analyze
one of the protocol, TAK-2 for example.

Security. In the symbolic setting, strong secrecy of the key generated by the
TAK-2 protocol comes from the following equivalence (up to renaming). Note
that the two equivalent terms are trivially well-formed and acyclic:

r1 Y1 T2 Y2 T3 Y3 _T1T2Y3+T1Y223+Y1x2T3
(gl agl 791 791 791 agl 792 )
~

’ ’ !
L1ToTy

(gfl,gi“,gfz,gi"",gfﬁ‘,gi’ﬁgg )
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This equivalence is true because the set of deducible monomials dm is empty for
both terms and neither 21 z2y3 + 21y225 +y12223 in the first term nor f x5z} in
the second term is involved in a linear relation. Hence by using proposition 5.2,
we obtain that in the computational setting an adversary that has access to
values for g7*, g¥', ¢72, ¢7?, g7® and g{® cannot distinguish the shared key
gy 1R TIYREsTNT2S from 5 random group element, so the adversary is not
able to obtain a single bit of information on the shared key.

Executability. We also verify executability of the protocol. By symmetry we
consider the case of A. A generates two exponents 7 and y; and receives two
messages corresponding to terms (g72,¢}?) and (g7%, g{*). Hence executability
in the symbolic setting is a consequence of the following deduction:

xhyl’gfagi/z’gfs,g%/s - g§1$2y3+x1y2$3+y1$29¢3

Thus proposition 5.6 proves that there exists an efficient algorithm in the com-
putational setting which allows participant A to compute his shared secret key.
The same thing holds for B and C.

Active attacks. The TAK protocol family was designed to be secure even in
the presence of an active adversary. However, as shown by Shim [37], TAK-2 is
vulnerable to active attacks (the other variants are subject to similar attacks).
Completely defining a formal model for active adversaries is outside the scope of
this paper. Nevertheless the role of participant A could be described as follows:

send(gf, g1
recv(gy®, glﬁ)
recv(gi®, g7)

where a is a fresh exponent generated by A, xp and x¢ are variables and
g7, g’f , g, are the public keys which aim at guaranteeing authenticity. The key
computed by A corresponds to K4 = g3*prtefretersrc - Ap active adversary
can substitute g and x¢ by two fresh names b’ and ¢ yielding an attack: the
key computed by A, g;b/7+aﬁ +ab’e’ o indeed deducible from the attacker’s
knowledge {g%, ¢®, b, g%, gf, <, g5, g1 }. It follows directly from proposition 5.6
that this symbolic attack can be efficiently implemented by a computational
adversary. More generally, active symbolic attacks aiming at deducing the key
(weak secrecy) correspond to computational attacks. This is not surprising
and the converse is obviously not true: it does not follow from our results
that a symbolic security proof (in the presence of an active attacker) gives a
computational security guarantee.

6.3 A Variant of the Burmester-Desmedt Protocol using
Pairings

As an additional example which illustrates the scope of our results, we show how
to apply our results to a variant of the group key exchange protocol introduced

29



by Burmester and Desmedt in [14]. The aim of this protocol is to establish a
secret key shared among the members of the group. It is scalable as it requires
only two rounds and a constant number of modular exponentiation per user.
This protocol is only designed for security against passive adversaries.

The Original Burmester-Desmedt Protocol. Consider a network in which
members of a group can broadcast messages to each other. Let n be a security
parameter and let Ay,As,---,A,, for n € Z, be members of a group. We fix the
security parameter 1, a finite cyclic group G of generator g and of prime order
q. These parameters G, g and g are published.

e Round 1: Each participant A; samples a random z; € Z,, and broadcasts

e Round 2: Each participant A; broadcasts X; = (Z;11/Z;-1)% = gmi®it1—Fi-1%i,
where the indexes are taken modulo n.

¢ Key computation: Each party A, computes the shared key K = g2-i=1 %i%i+1,

The Bilinear Burmester-Desmedt Protocol. Now we define a family of
variants of the Burmester-Desmedt protocol. Protocols in this family are pa-
rameterized by three integers «, § and - such that a4+ 3+~ = 0 and either «,
B or « is different from 0. The instance of the protocol corresponding to «,
and v is denoted by «, 3,y-BBD (Bilinear Burmester-Desmedt).

We still consider a group of n members A; to A,,. This time the protocol
does not use a single cyclic group but uses a bilinear pairing between two cyclic
groups. Hence we fix the security parameter 1 and two cyclic groups G; and
Go of prime order ¢ with respective generators g; and gz, as well as a pairing
operation e from G; X G; to Go such that e(g1, 1) = go.

e Round 1: Each participant A; samples a random x; € Z,, and broadcasts

e Round 2: Each participant A; broadcasts X; defined by

Xi = e(Zimo, Zio1)*e(Zio1, Ziv1) " e(Zis1, Zipa)'™
_ QT 2T —1Ti+PTi— 1T Tit1HYTiTip1Tig2
= 9
where the indexes are still taken modulo n.

e Key computation: Each party A; computes the shared key

N XTiTi1Ti42
K :9221,71 ibit1dlit

30



Security Analysis. We first prove strong secrecy for the shared key in the
symbolic setting. This secrecy property is defined as the equivalence between
the protocol execution transcript concatenated to the shared key and the tran-
script concatenated with a random group element from Gs. Hence «, 3,v-BBD
verifies strong secrecy of the shared key in the symbolic setting iff the following
equivalence holds:

(Zl, ceey Zn, Xl, ...,Xn, K) = (Zl, ceey Zn,Xl, ...,Xn,gglrzr?’)

In order to obtain this equivalence, we use the following lemma which proves
that the exponent used in the key is linearly independent from other exponents
ifa+pB+v=0.

Lemma 6.1 Let o, 3, v and n be four integers. Let V be a real vector space
and uy to uy be n linearly independent elements of V. If a + 3+~ = 0, then
Yo w is linearly independent from the family of vectors (cu;+ Buit1+yuiv2);
(indexes are taken modulo n).

Proof. Let U be the set of vectors (ou; + Bu;y1 +yuir2); for i between 1 and n.
For any vector v in span(U), there exists a unique decomposition v = Z?:l At
and Y. ; \; is equal to 0. Hence Y. | u; is not in span(U) and is linearly
independent from vectors in U. O

A direct consequence of this is strong secrecy of «, ,v-BBD in the symbolic
setting. By applying proposition 5.2, we obtain strong secrecy of the key in the
computational setting for a passive adversary.

7 Conclusions and Future Work

We have proposed a first symbolic model to analyze cryptographic protocols
which use a bilinear pairing. This model can be used to verify security of well-
known key-exchange protocols using pairing like Joux protocol or the TAK-2
and TAK-3 protocol. Moreover our symbolic model consists in an extension
of Abadi-Rogaway logic which is computationally sound provided that the en-
cryption scheme and the pairing satisfy classical requirements from provable
security. A direct consequence of this soundness result is that the Joux, TAK-2
and TAK-3 protocol are also secure in the computational setting. We also de-
sign a variant based on pairings of the Burmester-Desmedt protocol and prove
its security against passive adversaries.

This paper only consider passive adversaries. An obvious line for future
work is to extend the results to deal with active adversaries. Another interesting
follow-up would be to investigate completeness of the extended version of Abadi-
Rogaway logic as in [33]. However this would require either to tighten the
symbolic model or to use stronger versions of the computational requirements
IND-CPA and BDDH.
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