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In [7], R. Canetti and J. Herzog consider (composable) security proofs for key exchange
protocols. One of the main features of their work is to consider also a security property
that is not a trace property: it requires indistinguishability between two versions of the
protocol. They first rely on a composition theorem, showing that the security for an arbitrary
number of sessions is implied by a one-session security. Then they design symbolic properties,
corresponding to the computational ones and show that the symbolic abstraction of the
protocol is sound w.r.t. these properties, for one session of the protocol. This allows to
automate the security proofs, as described in [6] for instance.
Our work also aims at compositional computational security proofs through a symbolic
abstraction. We claim to improve over [7] in the following respects:
1. We consider any indistinguishability property and prove that it is soundly abstracted by
observational equivalence. This allows to consider many more security properties, such
as for instance anonymity. In addition, this is a uniform way of abstracting properties.
We do not need to introduce symbolic functionalities: we simply replace indistinguishability with observational equivalence.
2. We consider an arbitrary number of sessions: processes may be replicated. This is
useful since we do not need to prove that one session security implies many-sessions
security, while keeping the core of universal composability: observational equivalence of
processes implies their security in any environment. In other words, our result allows to
prove that a protocol is secure in any environment, without having to prove universal
composability.
3. The secrets may be shared at any level: they can be local to a session, shared by one or
more participants over sessions or even re-used in different protocols. This is specified
at the symbolic level by the scope of the name generation.
To the best of our knowledge, the only general result relating observational equivalence
and computational indistinguishability in an active attacker setting is [2], in which, however,
cryptographic primitives are not part of the syntax.
We prove our result for symmetric encryption, relying on standard cryptographic assumptions (IND-CPA and INT-CTXT), but the same techniques can be applied to other security
primitives such as signatures and public-key encryption. The proof requires the introduction
of the concept of tree soundness in the case of passive attackers and the use of intermediate
structures, which we called computation trees. These techniques are general and can be reused
in other settings. A complete version of the result with full proofs can be found at [8].
Other related works include results for passive adversaries [1, 5, 12, 11] and for active
adversaries, but for dedicated security properties: either trace properties [3, 7, 9, 10] or a
special indistinguishability property [4, 7].
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