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Abstract. In formal approaches, messages sent over a network are usually modeled
by terms together with an equational theory, axiomatizing the properties of the cryp-
tographic functions (encryption, exclusive or, ...). The analysis of cryptographic
protocols requires a precise understanding of the attacker knowledge. Two standard
notions are usually considered: deducibility and indistinguishability. Those notions
are well-studied and several decidability results already exist to deal with a variety of
equational theories. Most of the existing results are dedicated to specific equational
theories and only few results, especially in the case of indistinguishability, have been
obtained for equational theories with associative and commutative properties (AC).

In this paper, we show that existing decidability results can be easily combined
for any disjoint equational theories: if the deducibility and indistinguishability rela-
tions are decidable for two disjoint theories, they are also decidable for their union.
We also propose a general setting for solving deducibility and indistinguishability for
an important class (called monoidal) of equational theories involving AC operators.

As a consequence of these two results, new decidability and complexity results
can be obtained for many relevant equational theories.

Keywords: Formal methods, Security protocols, Equational theories.

1. Introduction

Security protocols are paramount in today’s secure transactions through
public channels. It is therefore essential to obtain as much confidence
as possible in their correctness. Formal methods have proved their use-
fulness for precisely analyzing the security of protocols. Understanding
security protocols often requires reasoning about knowledge of the at-
tacker. In formal approaches, two main definitions have been proposed
in the literature to express knowledge. They are known as message
deducibility and indistinguishability relations.
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2 Cortier, Delaune

Most often, the knowledge of the attacker is described in terms of
message deducibility [29, 32, 30]. Given some set of messages ¢ repre-
senting the knowledge of the attacker and another message M, intu-
itively the secret, one can ask whether an attacker is able to compute M
from ¢. To obtain such a message he uses his deduction capabilities.
For instance, he may encrypt and decrypt using keys that he knows.

This concept of deducibility does not always suffice for expressing
the knowledge of an attacker. For example, if we consider a protocol
that transmits an encrypted Boolean value (e.g. the value of a vote),
we may ask whether an attacker can learn this value by eavesdropping
on the protocol. Of course, it is completely unrealistic to require that
the Boolean true and false are not deducible. We need to express the
fact that the two transcripts of the protocol, one running with the
Boolean value true and the other one with false are indistinguishable.
Besides allowing more careful formalization of secrecy properties, indis-
tinguishability can also be used for proving the more involved notion of
cryptographic indistinguishability [11, 1, 28]: two sequences of messages
are cryptographically indistinguishable if their distributions are indis-
tinguishable to any attacker, that is to any probabilistic polynomial
Turing machine.

In both cases, deduction and indistinguishability apply to obser-
vations on messages at a particular point in time. They do not take
into account the dynamic behavior of the protocol. For this reason the
indistinguishability relation is called static equivalence. Nevertheless
those relations are quite useful to reason about the dynamic behav-
ior of a protocol. For instance, the deducibility relation is often used
as a subroutine of many decision procedures [33, 13, 19]. In the ap-
plied pi calculus framework [3], it has been shown that observational
equivalence (relation which takes into account the dynamic behav-
ior) coincides with labeled bisimulation which corresponds to checking
static equivalences and some standard bisimulation conditions.

Both of these relations rely on an underlying equational theory
axiomatizing the properties of the cryptographic functions (encryp-
tion, exclusive or, ...). Many decision procedures have been provided
to decide these relations under a variety of equational theories. For
instance algorithms for deduction have been provided for exclusive
or [19], homomorphic operators [21], Abelian groups with distributive
encryption [27] and subterm theories [2]. These theories allow basic
equations for functions such as encryption, decryption and digital sig-
nature. There are also results for static equivalence. For instance, a
general decidability result for the class of subterm convergent equa-
tional theories is given in [2]. Also in [2] some abstract conditions on
the underlying equational theory are proposed to ensure decidability
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of deduction and static equivalence. Note that the use of this result
requires checking some assumptions, which might be difficult to prove.
Regarding theories with associative and commutative properties (AC),
they only obtain decidability for pure AC and exclusive or. The goal
of this paper is to go further and to develop decision methods for de-
duction and static equivalence under an even larger class of equational
theories.

Firstly, we provide a general combination result for both deduction
and static equivalence: if the deducibility and indistinguishability re-
lations are decidable for two disjoint theories E; and Ey (that is, the
equations of E; and Eg do not share any signature symbol), they are
also decidable for their union E; U Eo, provided that the word problem
is decidable. Our algorithm for combining theories is polynomial (in the
DAG-size of the inputs). It ensures in particular that if the deducibility
and indistinguishability relations are decidable for two disjoint theories
in polynomial time, they are decidable in polynomial time for their
union.

This result, described in Part I, allows us to obtain new decidability
results from any combination of the existing ones: for example, we
obtain that static equivalence is decidable for the theory of encryption
combined with exclusive or (and also for example with blind signature),
which was not known before. This result allows a modular approach.
Deciding interesting equational theories can be done simply by reducing
to the decision of simpler and independent theories. Our combination
result relies on combination algorithms for solving unification problems
modulo an equational theory [34, 7]. It follows the approach of Chevalier
and Rusinowitch [14], who show how to combine decision algorithms for
the deducibility problem in the presence of an active attacker. However,
they do not consider static equivalence at all, which is needed to express
larger classes of security properties. Considering static equivalence no-
toriously involves more difficulties since static equivalence is defined
through universal quantification. In particular, proving static equiva-
lence requires a careful understanding of the (infinite) set of equalities
satisfied by a sequence of terms. Although our combination result for
deduction is clearly related to the results by Chevalier and Rusinowitch,
how deduction can be combined for disjoint equational theories is not
stated in their papers [14, 17].

Secondly, we provide new decidability and complexity results for
an important class of equational theories. We consider the axioms of
Associativity-Commutativity (AC), Unit element (U), Nilpotency (N),
Idempotency (1), homomorphism (h), and more especially the combi-
nations of these axioms that constitute monoidal theories. We propose
a general approach (see Part II) to handle monoidal theories that
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covers several cases already studied, and furthermore includes some
new decidability and complexity results on homomorphic operators.
Monoidal theories have been extensively studied by F. Baader and
W. Nutt [31, 5, 6] who have provided a complete survey of unification
in these theories. More recently, these theories have been studied in
the context of security protocols. S. Delaune et al. have shown that
deduction is decidable for a subclass of monoidal equational theories,
also considering active attacks [22]. However, they do not address static
equivalence.

In Part III, we give a list of relevant equational theories for which
deduction and static equivalence have been studied by us or others.
This gives a (hopefully) complete picture of existing results in this
area.

This paper represents a synthesis of the work published at FROCOS
2007 and LPAR 2007 with improvements in presentation and additional
technical material throughout.

2. Preliminaries

We first start by introducing some common material for the next sec-
tions. In Section 2.1 we recall some basic definitions. Then, in Sec-
tion 2.2, we explain our representation for the information available
to an intruder who has seen messages exchanged in the course of a
protocol execution. In the applied pi calculus framework [3], such a
representation is known as a frame. Lastly we describe our two notions
of knowledge for an intruder.

2.1. BASIC DEFINITIONS

A signature ¥ consists of a finite set of function symbols, such as
enc and pair, each with an arity. A function symbol with arity 0 is
a constant symbol. We assume given a signature 3, an infinite set of
names N, and an infinite set of variables X'. Let M be a set of names
and variables. We denote by 7 (X, M) the set of terms over ¥ U M.
The concept of names is borrowed from the applied pi calculus [3] and
corresponds to the notion of free constant used for instance in [14].
We write fn(M) (resp. fu(M)) for the set of names (resp. variables)
that occur in the term M. A term M is ground when it does not
have variables, i.e. fu(M) = 0. A context C is a term with holes, or
(more formally) a term with distinguished variables that occur only
once. When C' is a context with n distinguished variables x1, ..., x,,
we may write C[z1,...,z,] instead of C' in order to show the variables,
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and when 77, ...,T,, are terms we may also write C[11,...,T,] for the
result of replacing each variable x; with the corresponding term T;. A
substitution o is a mapping from a finite subset of X called its domain
and written dom(o) to 7(X,N U X). Substitutions are extended to
endomorphisms of 7 (3, N U X) as usual. We use a postfix notation for
their application.

An equational presentation H = (3, E) is defined by a set E of equa-
tions over 7 (X,X), i.e. a set of unordered pairs of terms without
names. For any equational presentation H, the relation =4 denotes the
equational theory generated by E on 7 (X, N U X), that is the smallest
congruence containing all instances of axioms of E. Abusively, we shall
not distinguish between an equational presentation H over a signa-
ture X and a set E of equations presenting it. Hence, we write M =g N
instead of M =4 N when the signature is clear from the context. Since
the equations in E do not contain any names, we have that =g is closed
by substitutions of terms for names. A theory E is consistent if there
do not exist two distinct names ny and ng such that n; =g no. Note
that, in an inconsistent theory, the problem we are interested in, ¢.e.
deduction (defined in Section 2.3) and static equivalence (defined in
Section 2.4) are trivial.

Given two sets of terms S7 and So, we say that Sy is a subset of S
modulo E, denoted S7 Cg 9o, if for any 77 € Sy, there exists To € S
such that 73 =g To. When S7 Cg S and Sy Cg Si, we also write
S1 = Se.

Example 1. Let ¥ be the signature made up of the constant symbol 0
and the binary function + and E be the following set of equations:

x++z2) = (x+y) +z (A r+0=x (U)
rT+y =y+zx (©) z+x=0 (N)

We have that n1 + (ny + nq) =g, ng. Let t1 and ty be two terms.
Since E4 is closed by substitutions of terms for names, we have that
t1 + (t2 +t1) =g, t2. Note that this equality still holds when t; = t.

Example 2. Consider the signature Y.ene = {dec, enc, pair, projy, proj, }.
The symbols dec,enc and pair are functional symbols of arity 2 that
represent respectively the decryption, encryption and pairing functions
whereas proj; and projy are functional symbols of arity 1 that represent
the projection function on respectively the first and the second compo-
nent of a pair. As usual, we may write (x,y) instead of pair(x,y). The
equational theory of pairing and symmetric encryption, denoted by Eenc,
is defined by the following equations:

dec(enc(z,y),y) = z, proj;((z,y)) =z and proj,((z,y)) = y.

main.tex; 13/10/2010; 8:18; p.5
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Definition 3. (syntactic subterm). The set Sts(M) of syntactic
subterms of a term M is defined recursively as follows:

{M} if M is a variable, a name or
a constant
Sts(M) = ¢
{Myu ) Sta(M;) if M = f(M,,..., My)
i=1

The positions in a term M are defined recursively as usual (i.e. se-
quences of integers with € being the empty sequence). We denote by
M|, the syntactic subterm of M at position p. The term obtained by
replacing M|, by N is denoted M[N],.

2.2. ASSEMBLING TERMS INTO FRAMES

At a particular point in time, while engaging in one or more sessions
of one or more protocols, an attacker may know a sequence of mes-
sages My, ..., M. This means that he knows each message but he also
knows in which order he obtained the messages. So it is not enough for
us to say that the attacker knows the set of terms {My,..., M,}. Fur-
thermore, we should distinguish those names that the attacker knows
from those that were freshly generated by others and which remain
secret from the attacker; both kinds of names may appear in the terms.
In the applied pi calculus [3], such a sequence of messages is orga-
nized into a frame ¢ = vn.o, where n is a finite set of restricted names
(intuitively the fresh ones), and o is a substitution of the form:

My My with dom(o) = {x, ..., 24}

The variables enable us to refer to each M; and we always assume that
the terms M; are ground. For notational convenience, we will write
vni,...,ng instead of v{ni,...,ng}.

2.3. DEDUCTION

Given a frame ¢ that represents the information available to an at-
tacker, we may ask whether a given ground term M may be deduced
from ¢. Given an equational theory E on X, this relation is written
¢ Fg M and is axiomatized by the following rules:

if 3z € dom(o) s.t. xo = M — seNn
vn.obg M vn.o Fg s
oFe My ... ¢Fg My ke M ,
ex —  M=M
¢ e f(My,..., M) e M
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Intuitively, the deducible messages are the messages of ¢ and the
names that are not protected in ¢, closed by equality in E and closed
under application of function symbols. Note that ¢, M, M, My, ..., M,
might be built on a signature ¥’ that possibly contains some additional
function symbol not in X, i.e. such that ¥ C Y'. Hence the relation =g
means =3 where H' = (X',E). When vn.o Fg M, any occurrence of
names from 7 in M is bound by vn. So vn.c Fg M could be formally
written vn.(o Fg M).

Definition 4. (recipe). Let M be a ground term and vi.o be a frame
built on X' O X. A recipe of M in ¢ modulo E is a term ¢ € T (X, NUX)
such that fn(() N =0 and (o =g M.

It is easy to prove (see [2]) by induction the following characteriza-
tion of deduction.

Lemma 5. (characterization of deduction). Let M be a ground
term and vi.o be a frame built on X' (possibly larger than X.). Then
vn.o Fg M if, and only if, there exists a recipe of M in ¢ modulo E.

Example 6. Consider the equational theory (Xenc, Eenc) given in Ex-
ample 2. Let ¢ = vk, sy {e"(sus20k) /o kJ Y where k, sy, and sy are
names (only k and sy are restricted). We have that ¢ g, k, ¢ FE,,. S1
and also that ¢ g, s2. Indeed x2, proj; (dec(x1,z2)) and s2 are recipes
of the terms k, s1 and so respectively.

Example 7. Consider the equational theory (X4,Ey) given in Ezam-
ple 1. Let ¢ = vny,ng,ng {1 tn2tns/ —mtne/ = netns/ A We have
that ¢ g, n2 + ng. Indeed the term xy + xo + x3 + ng is a recipe of
the term no + ny.

Definition 8. (Deduction problem). The deduction problem for
the equational theory E built over 3 is as follows:

Entries: A frame ¢ and a ground term M (both built over ¥)
Question: ¢ Fg M ?

Note that the deduction relation Fg for the equational theory (X, E)
is defined for frames and terms built over a signature ¥’ which is pos-
sibly larger than . However, what we call the deduction problem for
the equational theory (X, E) contains only the instances where ¥/ = ¥.
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2.4. STATIC EQUIVALENCE

Deduction does not always suffice for expressing the knowledge of an
attacker, as discussed in the introduction. Sometimes, the attacker can
deduce exactly the same set of terms from two different frames but he
could still be able to tell the difference between these two frames. Static
equivalence, also called the indistinguishability relation, is particularly
important when defining for example the confidentiality of a vote or
anonymity-like properties.

In the frame ¢ = vn.o, the names n are bound in ¢ and can be
renamed. Moreover names that do not appear in ¢ can be added or
removed from n. In particular, we can always assume that two frames
share the same set of restricted names. Thus, in the definition below,
we will assume w.l.o.g. that the two frames ¢ and ¢’ have the same set
of restricted names.

Definition 9. (static equivalence). Let (X, E) be an equational the-
ory. Let ¢ be a frame built on >’ D X and M, N € T(X,NUX). We say
that M and N are equal in the frame ¢, and write (M =g N)o, if there
exists . such that ¢ = viv.o, (fn(M)U fn(N))Nn =0 and Mo =g No.
We say that two frames ¢ = vn.oc and ¢ = vn.o’ built on X' are
statically equivalent, and write ¢ ~g ¢’ (or shortly ¢ ~ ¢') when:

—dom(¢) = dom(¢'), and
—for all M,N € T (X, NUX) we have (M =g N)¢ < (M =g N)¢'.

Let (X,E) be an equational theory. We define Eqg(¢) to be the set
of equations satisfied by the frame ¢ = vn.o.

Eqe(¢) = {(M.N) € T(S,N UX) x T(S,N UX) | (M =¢ N)¢}.

We write ¢ |= Eqg(¢) if (M =g N)v for any (M, N) € Eqg(o).

Checking for static equivalence is clearly equivalent to checking
whether each of the two frames under consideration satisfies the equal-
ities of the other frame.

Lemma 10. (characterization of static equivalence). Let ¢; =
vi.op and ¢o = vn.os be two frames. We have

1~ d2 & ¢2 = Eqe(¢1) and ¢1 |= Eqe(e2).

Example 11. Consider the equational theory (Xenc, Eenc) (see Ezam-
ple 2). Let ¢ = vk.o, ¢ = vk.o' where o = {"Gok)/ K/ 1 and
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ol = {enclsik) /Ry Y. Intuitively, so and sy could be the two possi-
ble (public) values of a vote. We have dec(x1,x2)0 =g, So whereas
dec(z1,22)0’ #e.. So. Therefore we have that ¢ g, ¢'. However,
note that vk {e"ok) /1 xp ke fenclsik) /o1

Example 12. Consider the equational theory ACUN (also called E. )
given in Example 1 and let ¢ = vny,ng,ng {™netns/  netns/ ni/ 3.
Let M = x1 + 29 and N = x3. We have that (M =g N)¢, thus
(M,N) € Eq(¢).

Definition 13. (static equivalence problem). The static equiva-
lence problem for the equational theory E built over ¥ is as follows:

Entries: Two frames ¢1 and ¢2 (both built over X))
Question: ¢; ~g ¢ ¢

Again, the static equivalence relation ~g for the equational theory
(3, E) is defined for frames built over a signature ¥’ which is possibly
larger than X. However, what we call the static equivalence problem for
the equational theory (X, E) contains only the instances where ¥/ = .
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— PART I. Combination algorithms —

In this part of the paper, we provide a general combination result
for both deduction and static equivalence: if the deducibility and in-
distinguishability relations are decidable for two disjoint theories E;
and Eg (that is, the equations of E; and Ey do not share any signature
symbol), they are also decidable for their union E; U Ey. Our result as-
sumes the word problem to be decidable. Our combination results follow
the approach of Chevalier and Rusinowitch [14, 17], who show how to
combine decision algorithms for the deducibility problem in presence of
an active attacker. Our procedures also rely on combination algorithms
for solving unification problems modulo E [34, 7], and we partly reuse
the techniques introduced by Baader and Schulz to combine constraint
solvers [8].

3. Material for combination algorithms

We consider two equational presentations H; = (X1,E;) and Hy =
(39, E2) that are disjoint (in the sense that 31 N X9 = () and consistent.
Note that 7 (31, NUX) and 7 (X2, NUX) share symbols, namely names
and variables. Names are used to represent agent identities, keys or
nonces. We denote by ¥ the union of the signatures >»; and o and
by E the union of the sets of equations E; and Es. The union of the
two equational presentations H; and H» is the equational presentation
defined by (%, E).

3.1. FACTORS, SUBTERMS

We denote by sign(-) the function that associates to each term M €
T(X, N UZX), the signature (37 or Xs) of the function symbol at posi-
tion € (root position) in M. For M € N'U X, we define sign(M) = L,
where | is a new symbol. The term N is alien to M if sign(N) #
sign(M). We now introduce our notion of subterms. A similar notion is
also used in [14].

Definition 14. (factors, subterms). Let M € T(X,N U X). The
factors of M are the mazimal syntactic subterms of M that are alien
to M. This set is denoted Fct(M). The set of its subterms, denoted
St(M), is defined recursively by

St(M)={M}u |J StN)
NeFct(M)
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These notations are extended as expected to sets of terms and frames.
By abuse of notation, we may write St(® U {M}) instead of St(P) U
St({M}), where ® is a frame and M a term.

Note that the names and the variables that occur in a term M are
in St(M). In the rest of this part, the notion of subterm will refer to the
notion introduced in Definition 14. When we want to refer to the notion
of syntactic subterm (Definition 3), we will mention this explicitly.

Let M € T(X,NUX). The size |[M| of a term M is defined |M| =0
if M is a name or a variable and by 14+ | |N;| if M = C[Ny,..., N,]
where C is a context built on ¥ (or ¥2) and Ny,..., N, are the factors
of M.

Example 15. Consider the theories (Xenc, Eenc) and (X4, EL). Let M
be the term dec((ni+(n2, n3), proj; (ni1+n2)),n3). The term ny+(ng, ns)
is a syntactic subterm of M alien to M since sign(ny + (n2,ng)) = X4
and sign(M) = Yenc. We have that

— Fet(M) = {n1 + (n2,n3), n1 + na, n3}, and
— St(M) = Fet(M)U{M, ni, ne, (na,ns)}.
Moreover, we have that |M| = 4. Indeed, we have that
IM| =14 |n1 + (ng,n3)| + |n1 +na| +|ng| =1+2+1+4+0=4.

This notion of size of terms is quite non-standard and does not
correspond to the actual size of a term. It is only used for proving
our lemmas by induction. Our complexity results stated later on in the
paper rely on the more usual notion of DAG-size.

3.2. ORDERED REWRITING

Most of the definitions and results in this subsection are borrowed
from [15] since we use similar techniques. We consider the notion of
ordered rewriting defined in [23], which is a useful tool that has been
used (e.g. [7]) for proving correctness of combination of unification algo-
rithms. Let < be a simplification ordering! on ground terms assumed
to be total and such that the minimum for < is a name n,,;, and
the constants in ¥ are smaller that any ground term that is neither
a constant nor a name. We define ¥ to be the set of the constant
symbols of ¥; and ¥y plus the name ny;p, i.e. Xo = X1 U 3o U {Nmin }-

! By definition < satisfies that for all ground terms M, Ny, N2, and for any
position p # € in M, we have N1 < M[Ni], and N1 < Nz implies M [Ni], < M[Na]p.
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12 Cortier, Delaune

In what follows, we furthermore assume that n,,;, is never used under
restriction in frames.

Given a possibly infinite set of equations O we define the ordered
rewriting relation —o» by M —o M’ if and only if there exists an
equation N1 = Ny € O, a position p in M and a substitution 7 such
that:

M = M[NlT]p, M = M[NQT]p and No7m < Ni7T.

It has been shown (see [23]) that by applying the unfailing comple-
tion procedure to a set of equations E we can derive a (possibly infinite)
set of equations O such that on ground terms:

1. the relations =¢p and =g are equal,
2. the rewriting system — is convergent.

Applying unfailing completion to E = E; U Eg, it is easy to notice [7]
that the set of generated equations O is the disjoint union of the two
systems O; and O3 obtained by applying unfailing completion proce-
dures to E; and to Es respectively. Since the relation —¢ is convergent
on ground terms, we define M |g (or briefly M |) as the unique normal
form of the ground term M for —». We denote by M |g, (resp. M |g,)
the unique normal form of the ground term M for —p, (resp. —0,).
These notations are extended as expected to sets of terms.

We can easily prove (see Appendix B) the following results.

Lemma 16. Let M be a ground term such that all its factors are in
normal form. Then

— either M| € Fet(M) U {nmin},
— orsign(M) =sign(M]) and Fct(M|) C Fet(M) U {nmin}-

By relying on Lemma 16, we can show the following result whose
proof is given in Appendix B.

Corollary 17. Let M be a ground term: St(M|) C St(M)] U{nmin}-

Example 18. Consider the equational theory (X4,EL) described in
Ezample 1. Let ¥9 = {f} and Ey = {f(z) = f(y)}. We have that the
theories E4, Eg and E4 UEy are consistent. Let M = f(ny + ng). We
have that M| = f(nypn). Hence Fet(M]) (resp. St(M)) contains npin
whereas Fct(M) (resp. St(M)) does not contain this term.
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Lemma 19. Let M be a ground term such that sign(M) =1%; (i =
{1,2}) and all its factors are in normal form. Then M| = M |g,.

3.3. NORMALIZATION AND REPLACEMENTS

If II is a set of positions in a term M and N is a term, we denote
by MIII « NJ the term obtained by replacing all terms at a position
in II by N. We denote by dn 7 the replacement by N’ of all the occur-
rences of IV that appear at a subterm position. It is easy to establish
the following lemma (see Appendix B).

Lemma 20. Let M be a ground term such that all its factors are in
normal form. Let N € Fct(M) and N’ be a term alien to M. We have
that

(Méy )L = ((M])onn)L

Example 21. Consider the equational theories (Xenc, Eenc) and (X4, EL).
Let M = dec(enc({ny +ng,n1+na2+ns),ni+na),n1+n2), N =ni+ns
and N' = n. We have that M, N and N’ satisfy the conditions given
i Lemma 20. Moreover, we have that

— Méy n» = dec(enc((n,n1 + ng + ng),n),n),
— AlléNJV/::<n,n1—%7ug+-n3)

Hence, we have that Mon N/ | = M|dn n'| = (n,n1 + ng + ng).

Let p: F — np be a replacement (that is a function) from a finite
set of terms F' to names np. Let F' = {Ny,..., Ny} be a set such that
whenever N; is a syntactic subterm of N; then ¢ > j. For any term M,
we denote by M? the term obtained by replacing in M (in an order that
is consistent with the syntactic subterm relation) any subterm N € F
by p(N). Formally, we have that M? = (Mdn, ,(ny)) " On,,p(N,)- Lhis
extends in a natural way to sets of terms, substitutions, frames ...

Example 22. Consider the equational theories (Xenc, Eenc) and (X4, EL)
and the term M = dec({ny + (n1 + ng,n3), proj;(n1 + n2)),ny + no).
Let p be the replacement {ny + (n1 + na,n3) — ki, ny + ne — ka}.
MP = deC(<k‘1, projl(k2)>v kQ)
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14 Cortier, Delaune
3.4. WORD PROBLEM AND WEAK NORMALIZATION

Since the underlying rewriting system may be infinite, we can not
compute the normal form of a term in an effective way. Instead, we will
use weak normal form (see Definition 24) and we will assume that the
well-known word problem modulo E is decidable, allowing us to decide
whether two terms are equal or not (without putting those terms in
normal form).

Definition 23. (word problem). The word problem for the equa-
tional theory E built over X is as follows:

Entries: Two terms M and My (both built over X))

Question: My =g My?

The decidability of the word problem modulo E is a direct conse-
quence of the decidability of the static equivalence problem modulo E.
However, it is not a consequence of the decidability of the deduction
problem modulo E?. Thus, in our combination result for deduction,
we will assume the decidability of the word problem modulo E. It is
interesting to note that, for disjoint theories, decidability (in PTIME)
of the word problem modulo E is a consequence of its decidability (in
PTIME) in E; and Ej [9].

Definition 24. (weak normal form). The term n,, is in weak
normal form. A term M (that is not syntactically equal to npn) is
in weak normal form if for any M’ € Fct(M) U {nmin} we have that
M’ is in weak normal form and M #g M’'.

Given a term M, we say that M’ is in weak normal form of M modulo E
if M is in weak normal form and M =g M’. Provided that the word
problem modulo E is decidable, we can compute a weak normal form
of a term M modulo E as follows:

— Either Fet(M) = (). In such a case, if M =g np;, then return n,,.
Otherwise return M.

— Otherwise, we have that M = C[Mj,..., M| where Mj,..., My
are the factors of M. Compute a weak normal form M/ for each
factor M;. If M =g M] for some i € {1,...,k} then retrun M.
Otherwise return C[My, ..., M/].

2 We give in Appendix A an example of a theory for which the deduction problem
is - trivially - decidable, while the word problem is not.
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Note that the weak normal form of a term is not necessarily unique.
The following lemma will be used later on to avoid computing normal
form of terms.

Lemma 25. Let M be a ground term and M’ be a weak normal form
of M modulo E that is also ground. We have that:

— Either M' is a name, say n, and we have that M| = n;

— OrM'=C[Mj,...,M]]| where M{,..., M are the factors of M’
and C is built on 3; (i ={1,2}), and M| =g, C[My,..., My] for
some My, ..., My, that are the factors of M |. Moreover, we have
that My =g My, ..., My =g M.

In both cases, we have that sign(M') = sign(M]).

Proof. Let M be a ground term and M’ be a weak normal form
of M modulo E that is also ground. We show this result by induction
on |M'|.

Base case: |M'| = 0. In such a case, M’ is a name, say n, we have that
M’'| = n. Hence, we have that M| = M’'| = n (see Remark at the
beginning of Appendix B).

Induction step: |M'| > 0. In such a case, M' = C[Mj, ..., M}] where
Mj, ..., Mj are the factors of M’ and we can assume w.l.o.g. that C
is built on ;. We apply Lemma 16 on C[M{],..., M} ]]. Note that
Mil,..., M| are inded the factors of C[M{|, ..., M |] since thanks to
our induction hypothesis we know that sign(M]) = sign(M/|) for each
ie{l,...,k}. Since M’ is in weak normal form, we know that M’'| &
{M{1,..., M|, min}. Thus, we have that sign(M’) = sign(M']) and
Fet(M'|) € {Mil,..., M|, min}. Hence, thanks to Lemma 19, we
know that:

CIMil,..., Mpl]l = CIMl, ..., Mil|]lE, -

Hence, we have that M| = M'| =g, C[M7|,...,M]]. O

4. Combining algorithms for deduction

Our first combination result is devoted to deduction: it is possible to
combine decision procedures of deduction for any two disjoint theories.
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16 Cortier, Delaune

Theorem 26. Let (X1,E1) and (X2, E2) be two consistent equational
theories such that X1 NXo = 0 and for which the word problem is decid-
able. If deduction is decidable for (¥1,E1) and (X2, E2) then deduction
is decidable for (X1 U X9, E; UEs).

The rest of this section is devoted to the proof of this theorem.
First (see Section 4.1), we establish a locality lemma. If ¢ Fg M, then
by definition we know that there exists a proof tree witnessing this
fact. Actually, the locality lemma states that there exists a proof tree
such that the interface terms (i.e. those obtained by applying a function
symbol in ¥; and used as a premise for an application of a symbol in Yo,
or the converse) are in St(¢ U {M}). Hence, we reduce the deduction
problem ¢ g M where E = E;UE5 to several other deduction problems.
Each of them will be solved either in the equational theory E; or in
the theory Es. In order to obtain deduction problems where terms are
built over 3; (or ¥9) only, we abstract alien subterms by fresh names
(see Section 4.2). Our algorithm, described in Section 4.3, proceeds by
saturation of ¢ by the terms in St(¢U{M }) which are deducible either
in (21, El) or in (22, E2)

4.1. LocALiTY

Our procedure first relies on the existence of a local proof of ¢ Fg M
which involves only terms in St(¢ U {M}).

Lemma 27. (locality lemma). Let ¢ = vn.o be a frame and M be a
ground term built on 3 such that terms in ¢ and M are in normal form.
If ¢ g M then there exists a term ¢ built on X such that fn({)Nn =0
and (o =g M, and for all ' € St((), we have that

10| € St(pU{M}) U {nmin}, and
2.'c| € St(¢) U{nmin} when sign(¢’) # sign(¢'c]).

Proof. By Lemma 5, we know that there exists a recipe built on

¥ such that fn({) N7 = 0 and (o =g M. We choose one, say that

1, whose size |(},| is minimal. Let {js be the term obtained from ¢},

after replacing every occurrence of a name n € St(¢ U {M}) by npmin.

Since E is closed by substitutions of terms for names, from the fact that

Ciyo =g M, we easily deduce that (yyo =g M. Now, we establish (by
induction) that such a (y; satisfies conditions 1 and 2.

Base case: (jr is a name, a variable or a ground term built over ¥ (resp.
Y9) only. In such a case, we easily conclude since St(¢pr) = {Ca}. Note
that sign(Cas) # sign(Cayrol) implies that (pr is a variable. In such a
case, condition 2 trivially holds.

Induction step: There exist ¢, (1, ..., such that
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- CM = CO[Clv .. 'aCf]v

— (Y is built on ¥; and in the remainder of the proof we assume
w.l.o.g. that i =1,

— (1,...,C are built on ¥ and sign((;) # X1.

First, we prove that condition 1 is satisfied. By induction hypothesis,
we know that for all ¢ < ¢, for all ¢’ € St((;), we have (‘o] € St(¢ U
{Gol}) U{nmin}. To conclude that ('o| € St(¢p U {M}) U {nmin} for
any ¢’ € St((), it is sufficient to show that for all i < ¢ we have
Giol € St(p U{M}) U {nmin}

— If sign(¢;) = L, then we have (jo| € St(¢p U{M}) U{nmin}-

— Ifsign({;) = X9 and sign((;o|) # Yo, then we conclude that (o €
St(¢) U {nmin } thanks to the induction hypothesis.

— Now, we assume that sign(¢;) = Yo and sign((o]) = 9. We
distinguish several cases.

1. Gol € St(M) U {nmin}. In such a case, we easily conclude.

2. Go| € St(¢jol) for some j such that sign((jo]l) = ;. By
induction hypothesis, since sign((;) # X1 and sign((jo]) = X,
we have (jo| € St(¢) U {nmin}. Thus ;o] € St(¢) U {nmin}-

3. Otherwise, we consider among the (; such that (;o| & St(¢ U
{M}) U {nmin} a maximal one (w.r.t. the subterm ordering).
Let ¢ be such a term. Now, we show that we can build a recipe
¢y of M smaller than (. Let A = {j € {1,....4} | jo| =
Col}. Note that A # (. Let ¢}, = ¢°[¢], ..., ;] where ¢} is
equal to Ny, if 7 € A and to ¢; otherwise. Note that |(},] <
|Car]. Lastly, we have that ¢}, is a recipe of M. Indeed

Cpol
= Olgiol, ..., Gol]l
((CUI¢1als -, Ceal)O(cor L mmem )L since Col ¢ St(¢jol) for j ¢ A
((¢"[¢1al, -, CealD o) mpmin )L thanks to Lemma 20
(M5(<a Littmin ) since M = (%[¢ial,...,Gol]l
= since (o & St(M)

Now, it remains to prove that condition 2 is satisfied. By induction
hypothesis, we know that for all i« < ¢, for all ¢’ € St({;) such that
sign(¢’) # sign(¢’o]), we have that ('o| € St(¢) U {nmi}. It remains
to show that this condition holds for (j;.
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18 Cortier, Delaune

Assume that sign((as) # sign(Carol). Applying Lemma 16 on the
term (°[¢10,. .., o] whose normal form is equal to (y;0 |, we obtain
that (o] € Fet(¢O[¢iol,...,¢ol]) U {nmin}. For each 1 < i < £, if
sign((;) # sign(¢iol), we have seen that (;o| € St(¢) U {nmi,}. Hence,
we deduce that (yro| € St(p) U{Ciol,..., 0], nmin}. By minimality
of (7, there exists no (; such that (y;0| = (0|. Then we conclude
that (aro| € St($) U {nmin} m

Example 28. Consider the theory (X,E) = (EenCUE+, encUEJF)
term M = no+ng and the frame ¢ = vng, n3. {enc( n1+ng,ns),na) [} Wi
have that ¢ -g M. The recipe ¢ = proj; (dec(z1, n4))+pr0J2(dec(:1:1, n4))
ny satisfies the conditions given in Lemma 27.

4.2. ABSTRACTION OF ALIEN SUBTERMS

We also need to decide deducibility in the theory E; (resp. E2) for terms
built on 7 U Xs. Therefore, we show that we can abstract the alien
factors by new names.

Lemma 29. Let ¢ be a frame and M be a ground term built on 3.
Let Fo ={N | N € St(p U{M}) and sign(N) = X2}, np, be a set of
names, distinct from the names occurring in ¢ and M, of the same
cardinality as Fo and py : Fo — np, be a replacement.

Assume that terms in ¢ and M are in normal form. We have that

¢ kg, M if and only if vig,.(¢ Fg, M)P2.

A similar result holds by inverting the indices 1 and 2.

Proof. (=) Let ¢ = vi.o. By Lemma 5, we know that there exists
a term ¢ € T(X1,N UZX) such that fn({) N7 = 0 and (o =g, M.
Hence, we know that (o] = M. We have to show that there exists a
term ¢’ € 7 (X1, N UX) such that fn(¢’) N (nUng,) =0 and ('o”? =,
M?P2. W.lo.g. we can assume that fn(¢) Nnp, = 0. Let us show that
the term ( satisfies the required conditions. Either sign(M*?) = L or
sign(MP2) = ;. In this last case, since M is in normal form, applying
Lemma 19, we get M*2| = MP*? g, . In both cases, we get

MP2| =g, M (1)

Since sign(((o)P?) # 39 and ({o)P? does not contain subterms of sign ¥,
anymore, i.e. sign(U) # X, for every U € St((Co)r?), we deduce that
all the factors of ((o)P? are in normal form. Thus we can apply again
Lemma 19, yielding to ((o)”?| = (Co)”?|g,. We deduce

(Co)] =g, (Co)™ (2)
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Since all the factors of (o are in normal form, we can apply Lemma 20

(€o)”2 1 = (¢o)l™] (3)

By equality (3) and the fact that ((o)| = M, we get ((o)P2| = MPr2].
Using equalities (1) and (2), we deduce that ((o)?? =g, MP?. Now,
since ¢ € 7 (X1, N U X), we have that ((o)? = ((o”?) (syntactically).
This allows us to conclude.

(<) By Lemma 5, there exists a term ¢ on 37 such that fn({) N (7 U
np,) =0 and (oP? =g, MP2. We show that fn(¢) Nn = 0 (obvious) and
(o =g, M. Since (0”? =g, M"? and since E; is closed by substitutions
of terms for names, we deduce that (Caf’?)p?_l =g, (MpQ)pgl. We have
(Me2)2" = M and (Co)2" = (7)) = (o since fim, & fu(Q).
Hence, we conclude that (o =g, M. O

4.3. COMBINATION ALGORITHM FOR DEDUCTION

Our algorithm proceeds by saturation of ¢ by the subterms in St(¢ U
{M?}) which are deducible either in (31, E;) or in (39, Eg).

To ease the presentation, we will consider ¢ = v {M1/, ... M/, 1}
as the set {M,..., M,}. When we write ¢ U {T'}, we mean the frame
vaAM o M0 T 2y, ) where @4y is a fresh variable that does
not already occur in dom/(¢).

We first show that ¢| g, M| is decidable. This is used as a sub-task
in our combination algorithm for deduction.

Lemma 30. The following problem is decidable.

Entries: A frame ¢, a term M, i € {1,2} and Fy, Fs, p1, p2 defined
like @n Lemma 29.

Question: ¢| Fg, M| ?

Proof. Let us show that ¢| g, M| is decidable. The case ¢| Fg, M|
is similar. Thanks to Lemma 29, it suffices to check whether vnp,.(¢| Fg,
M |)P2. Since normalization is not effective, we can not compute
vivp, (¢l Feg, M|)P' by simply mormalizing the terms and performing
replacements. However, thanks to Lemma 25, it is sufficient to compute
weak normal forms of the terms that occur in the problem and then to
replace modulo E alien factors by names. This means that two factors
that are equal modulo E are replaced by the same name. This is effective
by relying on the fact that the word problem modulo E is decidable. O

Algorithm. Given a frame ¢ and a term M (not necessarily in normal
form), we saturate ¢ as follows.
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20 Cortier, Delaune
— we start with ¢9 = ¢ U {nmin},

— for any term T" € St(¢pU{M}), if we have ¢y | Fg, T'| or ¢i| Fg, T'|
(which is decidable thanks to Lemma 42) we add T to the set of
deducible subterms: ¢g41 = ¢ U {T'}.

We make a fixpoint iteration until no more terms are added in ¢y. Let
¢* be the saturated set. Using Lemma 27, we can show (Claim 1) that
¢* contains (modulo E) the set of all deducible subterms of St(¢U{M }).
We deduce that ¢ Fg M if and only if there exists M’ € ¢* such that
M =g M'".

The following claim shows the correctness of the saturation algorithm.

Claim 1. We have ¢* =g {T | ¢ bg T and T € St(pU{M})}U{nmin}-

Proof. Let d(¢p, M) ={T | ¢ g T and T € St(¢p U{M})}. We show
both inclusions separately.
We show by induction on k that ¢ C d(¢, M) U{nm.,}. The base case,
that is ¢9 C d(¢, M) U {nmin}, is obvious. Assume now that for every
U € ¢, U is deducible, that is ¢ Fg U. We have ¢p1 = ¢ U{T'} with
T € St(¢p U{M}) such that ¢p| Fg, T'|, thus ¢ Fg T and thus we have
that ¢pi1 C d(d, M) U {nmin}-
i d(¢7 M) U {nmm} Ce ¢~
Clearly, we have that n,, € ¢*. Let T € St(¢p U {M})| be some
deducible term, that is ¢ g T'. Thus ¢| Fg T with T already in normal
form. Lemma 27 ensures that there exists ¢ such that fn({)Nn =10,
ol =T and for all ¢’ € St(¢), we have

(ol € St(¢l U{¢ol}) U {nmin} (%)

We show by induction on |¢| that, whenever (o] € St(¢p U {M})]|
and for all ¢’ € St(¢), the property (*) holds, then (o] € ¢*].

Base case. If |¢| < 1 then either ¢ is a name or a variable and we easily
conclude, or ( is built on ¥; or 5. We assume w.l.o.g. that ¢ is built
on ¥;. Thanks to Lemma 19, we have that (o] = ((o])|g,. Hence,
we deduce that ((o|) =g, (ol, i.e. ¢| Fg, Co|. Thus we have that
Col € ¢l

Induction step. Assume that ¢ = (p[C1,...,Ck]. We have that (o] €
St(plU{Co|})U{nmin} for 1 <i < k. Actually, thanks to Corollary 17,
we have that (;o| € St(pU{Cc]})|U{nmin}. Since (o | € St(pU{M})],
we deduce that (o] € St(pU{M})| U{nmin}. Since |(;| < [¢|, applying
the induction hypothesis, we deduce that (;o| € ¢*|. W.l.o.g. we as-
sume that sign({p) = X;. Thus, we have that ¢*| Fg, (o[Ciol,...,ol].
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Thanks to Lemma 19, we deduce that ¢*| Fg, (o[Ciol,...,kol]l, ie.
¢*| Fg, Col. Thus we have that (o] € ¢*]. a

Example 31. Consider Example 28, we successively add in the frame
the terms Nopin, N1, N4, N1 + N2, N3, Ny and ny + ng3.

Complezity. Our reduction is polynomial. Our notion of size for terms
was introduced for proving our lemmas by induction. It does not cor-
respond to the actual size of a term since our notion of subterms does
not take into account intermediate syntactic subterms. In addition,
complexity results for deduction and static equivalence are usually
given as functions of the DAG-size of the terms. Thus we express the
complexity of our procedure as function of the DAG-size. The DAG-
size of a term T, denoted tqag(7"), is the number of distinct syntactic
subterms. Similarly, the DAG-size of a set S is the number of distinct
syntactic subterms of terms in S. The DAG-size of a frame ¢ is defined
to be the number of distinct syntactic subterms of terms in ¢ plus the
size of dom(¢), to take into account the variables of dom(¢).

We assume that ¢ g, M can be decided in time f;(tqag(¢)+tdag(M))
where f; : N — R, i € {1,2}, and we assume that M =g N can be
decided in time fo(tdag(!N) + tdag(M)) where fo : N — R. We also
assume that the f; are non-decreasing functions.

Saturating ¢ requires at most [St(¢ U {M})| < tdag(®) + taag(M)
steps. Let Ay = tqag(@) + tdag(M).

At each step, we check whether vivg,.(¢r| Fg, T1)P? and vig, . (¢r] Fe,
T])P for each T € St(p U{M}). (¢rl)?" and (T'])”* can be computed
in polynomial time. Indeed, we first have to put term in weak normal
forms. A weak normal form of a term T' can be computed in tyag (7).
Moreover, the resulting term 7”7 will be such that 7" € St(T') and thus
tdag(T") < tdag(T'). In the same way, a weak normal form of the frame
@1 can be computed in tgag(¢r) - dom () < tdag(qﬁk)Z. Moreover, the
resulting frame ¢} is such that tgag(¢)) < tdag(ér). Then, we have to
duplicate some nodes of the DAG representation of ¢} and 7" such that
the fathers of a node are all from the same signature (either 3; or ¥9).
It is then sufficient to check for equality in E for each factor of ¢} and
T’ and replace equal alien subterms by equal fresh names. There are
at most tqag (@) + tdag(T”) equality tests, each of the form Ny = Na,
with N1, Ny € St(¢,, U{T"}). Each equality test is performed in at most
Jo(tdag(IN1) + tdag(IN2)). Thus, this can be done in at most

(tdag(¢%) +‘tdag(Jﬂ))(fb(Q(tdag(¢%) *‘tdag(Jﬂ))))
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Note that at each step, the frame ¢ is of the same DAG-size than
¢U{M } plus the number of added terms, that is at most the cardinality
of St(¢ U{M}). We thus have that

taag (D)) < taag(Dn) < (taag(®) + taag (M) + (taag($) + taag(M)) < 240.
Moreover, since 77 € St(T) and T' € St(¢ U {M}), we have that
taag(T") < taag(T) < taag() + taag(M) = Ao.
Thus computing (¢ |)? and (T'])P* can be done in at most
440% + Ao + 340 f0(6A0) < 4A0% + Ao + 3A0 fo(640).

It then remains to check whether vnp,.(¢r] Feg, T1)P? or vivg .(¢r | FE,
T])Pt. We have just seen that computing (¢r])? and (T'|)”" requires
to at most duplicate all nodes thus

tdag((gbkl)pi) < 2tdag(¢k) < 4A0

and

tdag((Tl)pi) < 2tdag(T) < Q(tdag(¢) + tdag(M)) = 24p.

Hence, we deduce that ¢* can be computed in time

O(Ag[f1(6A0) + f2(6A0) + 2(4A0% + Ag + 340 fo(640))]

where Ay = tgag(@) + tdag(M). In particular, if deciding Fg;, and =g,
can be done in polynomial time for ¢ € {1,2} then deciding tg,ug, is
also polynomial.

5. Combining algorithms for static equivalence

Our second combination result regards static equivalence.

Theorem 32. Let (X1,E1) and (X2,E2) be two equational theories
such that X1 NYe = 0. If deduction and static equivalence are decidable
for (X1,E1) and (X2,E3) then static equivalence is decidable for the
equational theory (31 U X9, E; UEy).

We more precisely show that whenever static equivalence is decid-
able for (31,E;) and (X9,Es) and deduction is decidable for (X, E),
then static equivalence is decidable for (X,E) where ¥ = ¥ U 3o
and E = E; U E;. Thanks to our combination result for deduction
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(Theorem 26), we know it is sufficient for deduction to be decidable for
(31, E1) and (X9, E2). Note that the decidability of g, is not necessarily
a consequence of the decidability of ~g,. The encoding proposed in [2]
works only when there exists a free function symbol in ;.

Our decision procedure works as follows:
— Step 1: We first add to the frames all their deducible subterms.
This is the reason why we require the decidability of Fg. We

show that we can perform such a transformation preserving static
equivalence (Lemma 38).

— Step 2: Then, we show that to decide whether ¢; = Eqg(¢2), it
is sufficient, to check whether ¢ = Eqg, (¢2) and ¢ = Eqg,(¢2)
(Proposition 39).

— Step 3: Lastly, we abstract alien subterms by fresh names in order

to reduce the signature (Lemma 41).

The rest of the section is devoted to the (sketch of the) proof of
the following theorem. Omitted proofs and a detailed analysis of the
complexity of our combination algorithm can be found in Appendix C.

5.1. STEP 1: ADDING DEDUCIBLE TERMS TO THE FRAMES

Let ¢ = vi.o be a frame. A recipe ( is compatible with ¢ if fn({)Nn =0
and fu(C) C dom(@).

Definition 33. (EH) Let ¢ = vin.o be a frame and I1 = (q,...,(p be
a sequence of recipes compatible with ¢. We define EH to be:

_H -

¢ =vn.oU {C”’/yl, LS Jve}
where fori € {1,...,0}, y; is a fresh variable.
Example 34. Let ¢ = vng,no. {&"12) /1 and 11 be the sequence
proj; (1), projs (1), Numin- We have that

—lI enc(ni,n2 roj, (enc(ni,n2 roj,(enc(ny,n2 N
3" = vy, ny. {encmin2) / projy(ene(ning) - profy(enc(nama)) / mmin J 3

Let ¢ = vin.o be a frame. We say that ¢ contains all its deducible
subterms if {M | M € St(¢) and ¢ Fg M } U{nmin}t CE ¢.

Example 35. Consider the frame ¢ = vng,ng.{e"<(mtnzns)na)/
given in Example 28 and let E = Eenc UExor. Clearly, ¢ does not contain
all its deducible subterms. Let I1 be the sequence proj,(dec(x1,ny)),
proj; (dec(z1,n4)) + n1, projy(dec(z1,n4)), N1, N4, Nmin. We have that:

¢ =g vna, nB'{enc(<n1+n2,n3>,n4)/Il’n1+n2/y17n2/y2’n3/y37 " /y47 n4/y57nmm/y6}'
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Lemma 36. Let ¢ = vn.o be a frame and I be a sequence of recipes
compatible with ¢ such that:

1. St(IT) C TTU dom(¢);
2. {M | M € Si(¢) and ¢ M} U {nmin} Ce {Co | ¢ €T} UG,
We have that EH contains all its deducible subterms.
Proof. We have to show that:
—T —TI —TI
{M | MecSt(¢p)and ¢ Fg M} U{nmin} Ce o .
We have that: St(@) = St(¢) U Uer St(Co) = St(e) U {Co | ¢ € T1}.

The last equality comes from our hypothesis 1. Hence, we have that:

(M| M e St@") and 3" Fg M} U {nmin}
= {M | M e St(¢) and ¢ Fg M} U {npmin} U{Co | ¢ € II}

Ce {Co|Celllueg thanks to our hypothesis 2
—I1
= ¢
Hence we have that EH contains all its deducible subterms. O

Example 37. Going back to FExample 35, we have that:
— St(II) C T U dom(¢) since St(II) = 11U {x1};
—{M | M € St(¢) and p Fg M} = ¢ U {ny,na,ng,ng,ni + na};
= {¢ol | ¢ € T} U ¢ = {nmin, n1,m2, 3, g, 11 + 12} U ¢

Hence, according to Lemma 36, we have that EH contains all its de-
ducible subterms. This is indeed the case.

The following lemma ensures that extending frames preserves static
equivalence.

Lemma 38. Let ¢1 = vn.oy and ¢ = vin.oy be two frames such that
dom(¢1) = dom(¢32). For any sequence I1 of recipes compatible with ¢
(and ¢2), we have that:

b2 EEqe(d1) if and only if ¢s = Eqe().
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Proof. (=) Assume that @H = EqE(aH) and consider (M,N) €
Eqe(s1). As (%Hﬂdom(m) = ¢1 and (%H)\dom(@) = ¢, it follows that
(M =g N)o, ", thus (M =g N)go, that is (M =¢ N)es.

(<) Assume that ¢o = Eqg(¢1) and consider (M, N) € EqE(aH). Let
IT = (1,...,¢n. We have that EH = ¢ U{Go/, ... %%/ Y Let
M' = M@ and N’ = N where 6 = {1/, ,....% /, }. Since (M =
N)an, we have that (M’ =g N')¢q, i.e. (M',N') € Eq(¢1). Since
o2 E Eqg(¢1), we have (M’ =g N')¢o, and thus (M =g N)%H. O

Thanks to Lemma 38, we deduce that deciding whether ¢1 ~g ¢2
is thus equivalent to deciding whether EH ~E %H (for any suitable

sequence IT). We are looking for a sequence II such that EH and %H
contain all their deducible subterms. Thanks to Lemma 36, we know
that it is sufficient to chose a set II such that:

1. St(IT) C TTU dom(¢;);
2. {M ‘ M e St(¢1) and ¢ Fg M} U {nmm} Ce {CUI | (e H} U ¢1;
3. {M ‘ M S St((bg) and (bg l_E M} U {nmm} QE {CO’Q | C € H} U gf)g.

Computing II.  To compute such a set II, we need to compute the set
of deducible subterms of ¢; (resp. ¢2). Moreover, for each deducible
subterm 7" of ¢; (resp. ¢2), we also need to compute a recipe (p of T’
in ¢1 (resp. ¢2) modulo E. Such a recipe can usually be deduced from
the decision algorithm applied to ¢1 Fg T' (resp. ¢o g T'). However, if
it is not the case, once we know that ¢; Fg T (resp. ¢2 Fg T') using the
decision algorithm, we can enumerate all the recipes until we find such
a (7. Once we have computed a recipe for each deducible subterm T'
of ¢1 (resp. ¢2), we obtain a set IT'. In order to obtain a set IT satisfying
the three conditions stated above, it is sufficient to consider IT = St(II').

5.2. STEP 2: CHECKING FOR EQUALITIES IN Eqg,

Checking for ¢ ~g v is equivalent to checking for ¢ = Eqg(vy)) and
¥ |= Eqg(¢). We show that checking for ¢ = Eqg(¢) can actually be
done using only equalities in E; and Es.

Proposition 39. Let ¢ and i) be two frames in normal form such that
¢ contains all its deducible subterms. We have that ¢ = Eqg(¢) if and

only if ¥ = Eqg, (¢) and ¢ |= Eqg, ().
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It is straightforward that 1 |= Eqg(¢) implies ¢ = Eqg, (¢) and
Y |= Eqg, (¢). To prove the converse, we consider the following ordering
on pairs of terms. We have (M, N) < (M’',N’) if

(max(| M|, [N), |M| + |N) <ieo (max(|M'[,[N"]), [M'| + |N'])

where <., is the lexicographic order.

Now, assuming that 1 = Eqg, (¢) and v |= Eqg,(¢), we show by
induction that (M, N) € Eqg(¢) implies (M =g N)1.

When (max(|M|, |N]),|M|+ |N|) < (1,1), we have that (M,N) €
Eqg, (¢) (or (M, N) € Eqg,(¢)) and we easily conclude. Otherwise, we
distinguish the following cases (detailed in Appendix C):

— There exists ( € Fct(M) (or ¢ € Fct(N)) such that (o] € St(¢).
By relying on the fact that ¢ contains all its deducible subterms, we
know that there exists a variable = in dom(¢) such that (( =g x)¢.
By using our induction hypothesis, we deduce that (( =g z).
This will allow us to build a term M’ that is smaller than M
such that (M =g M')¢ and (M =g M')y. Then, by relying again
on our induction hypothesis, we deduce from (M’ =g N)¢ that
(M'" =g N)1, and thus (M =g N)i.

— The same kind of reasoning holds when there exists ( € Fct(M)
(or ¢ € Fct(N)) such that sign(¢o) # sign(Co]). By relying on the
fact that ¢ contains all its deducible subtems, we will find M’ such
that |M'| < |M|, (M =g M')¢ and (M =g M')v (this is formally
stated in Lemma 40). Then, using again our induction hypothesis,
we deduce that (M’ =g N)v, and thus (M =g N).

— Otherwise, we can built a smaller test (M', N’) by abstracting
some of the factors of M and N by fresh names. We will still have
that (M’ =g N’)¢. By relying on our induction hypothesis, we
deduce that (M’ =g N')1. Then, it remains to go back to the test
(M, N) by replacing the fresh names by the original terms, still
preserving the equality.
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Lemma 40. Let ¢ = vin.o and ¢ = vn.o' be two frames in normal
form such that ¢ contains all its deducible subterms, ¥ = Eqg, (¢) and
Y |= Eqg, (¢). Let (M, N) € Eqg(¢) be such that (fn(M)Ufn(N))Nn = ()
and assume that for all terms M', N’

(M',N") < (M,N) implies (M' =g N")¢p = (M' =g N')1.

If there exists € St(M) such that sign(Co) # sign(Col), then there
exists My such that |My| < |M|, (M =g Mi)¢ and (M =g M).

The proofs of Lemma 40 and Proposition 39 are given in Appendix C.

5.3. STEP 3: ABSTRACTION OF ALIEN SUBTERMS

Since 9 and ¢ are built on ¥ (and not on ¥;), we cannot check whether
1) ~g, ¢ using the decision algorithm for ~g,. We show however that
we can simply abstract the alien subterms by fresh names.

Lemma 41. Let ¢ and ¢ be two frames built on X. Let Fp = {N €
St(¢p U ) | sign(IN) = X2}, iy, be a set of names, distinct from the
names occurring in ¢ and P, of the same cardinality as Fy and po :
Fy — np, a replacement. Assume that ¢ and 1 are in normal form.

We have that
¢ = Eqg, () if and only if vig,.¢”* = Eqg, (vivg,.1P?)

A similar result holds when inverting the indices 1 and 2.
Proof. (=) Let (M, N) € Eqg, (viog,.90"?). We have to show (M =g, N)¢*?.
Since (M =g, N )1 and since E; is closed by substitutions of terms
for names, we deduce that (M =g, N)i2)?> ' Moreover, we have
that

1 1

— (Myr2)P2 " = M(yP2)P2 = M1 since np, € fn(M), and

1

— (NyP2)P2™" = N(yr2)P2"" = N since fip, & fn(N).

This allows us to obtain that (M =g, N)i. Now, since ¢ = Eqg, (¢),
we deduce that (M =g, N)¢. Let ¢ = vn.o. We have that Mo| =
No|. Since sign((Mo)P?) # ¥y and (Mo)P? does not contain subterms
of sign s, all its factors are in normal form. Thus, we can apply
Lemma 19, yielding to (Mo)P?| = (Mo)*?|g,. We deduce that

(Mo)P2| =g, (Mo)™ (4)

In the same way, we can obtain (No)f?| =g, (No).

main.tex; 13/10/2010; 8:18; p.27



28 Cortier, Delaune

Since all the factors of Mo and No are in normal form, we can apply
Lemma 20, yielding to

(Mo)?| = (Mo)|™] (No)?| = (No)|”| (5)

By the equalities (5) and the fact that Mo| = No|, we obtain that
(Mo)2| = (No)|P2| = (No)P?|. Now, using equalities (4), we obtain
(Mo)P? =g, (No)P2. Now, since M and N are terms built on 3, we
have that (Mo)P? = M(o”?) and (No)P? = N(o”?) (syntactically).
This allows us to conclude.
(<) Let (M, N) € Eqg, (). We have to show that (M =g, N)¢. Firstly,
we can assume w.l.o.g. that (fn(M)U fm(N))Nng, = 0. Let ¢ = vi.o.
Since sign((Mo)P?) # 39 and (Mo)P? does not contain subterms
of sign Yo, all its factors are in normal form. Thus, we can apply
Lemma 19, yielding to (Mo)P?| = (Mo)*?|g,. We deduce that

(Mo)P| =g, (Mo)™ (6)

In the same way, we obtain (No )| =g, (No)r2.
Since all the factors of Mo and No are in normal form, we can apply
Lemma 20, yielding to

(Mo)?| = (Mo)l™] (No)?| = (No)l2] (7)

By the equalities (7) and the fact that Mo| = No|, we obtain that
(Mo)2| = (No)lP2| = (No)P2|. Now, using equalities (6), we ob-
tain (Mo)P? =g, (No)P2. Now, since M and N are terms built on
Y1, we have that (Mo)P?2 = M(0”?) and (No)P2 = N(oP?) (syntac-
tically). Hence, we obtain that (M =g, N)y*2. Since vinp,.¢" =
Eqg, (viip,.0P?), we deduce that (M =g, N)¢P?. Since E; is closed by

substitutions of terms for names, we deduce that (M =g, N P2yt

We have (M¢P2)P2~" = M(¢P2)P>"" = M¢ since fp, N fn(M) = 0. For
the same reason, we have that (N¢2)”2"' = N¢. This allows us to
conclude. O

5.4. COMBINATION ALGORITHM FOR STATIC EQUIVALENCE

Similarly to the deduction case, we first show that ¢1] ~g, ¢2] is
decidable. This is used as a sub-task in our combination algorithm for
static equivalence.

Lemma 42. The following problem is decidable.

Entries: Two frames ¢1 and ¢2, i € {1,2} and F1, Fy, p1, p2 defined
like in Lemma 41.
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Question: ¢1] ~g; ¢2]7

Proof. Without loss of generality, let us show that ¢1| ~g, ¢2] is
decidable. Thanks to Lemma 41, it suffices to check whether we have
that vnp,.¢11°? ~g, vivp,.@2|P? . Since normalization is not effective,
we have to compute viig,.(¢1])P? and ving,.(¢2])?? without normaliz-
ing terms. For this, we rely on Lemma 25. It is actually sufficient to
compute weak normal forms of the terms that occur in the problem
and then to replace modulo E alien factors by names. This means that
two factors that are equal modulo E are replaced by the same name.
This is effective by relying on the fact that the word problem modulo E
is decidable. Note that checking whether M =g, N amounts to check
whether {M/,} ~g, {V/.}. Hence decidability of =g is a consequence
of the facts that ~g, and ~g, are decidable by relying on a well-known
combination result [9]. O

To sum up, checking for ¢1 ~g ¢ is performed in two steps:

1. computing ¢} = EH and ¢, = @H where II is a set of recipes
compatible with ¢ (and ¢3) such that:
St(II) C IIU dom(¢;);
{M | M € St(¢1) and ¢1 b M} U {nmin} Ce {Co1 | ¢ € I} U ¢y;
(M | M € St(¢) and ¢ e M} U {nmin} Ce {Coo | ¢ € I} U .

2. checking for ¢} | ~g, ¢4| and ¢} | ~g, ¢5].

Complezity. The complexity of the procedure mostly depends on the
complexity of computing ¢} and ¢/, and on their size. In particular, it
depends on the time for computing recipes and on their size. Assume
that:

— ¢ e M can be decided in f3(tgag(P) + tdag(M)),

— a recipe ¢ such that (¢ =g M )¢ can be computed in f4(tqag(¢) +
tdag(M)) and that we control the size of the recipe tgag(¢) <

f5 (tdag(¢) + tdag(M))
— ¢ ~g, ¥ can be decided in f;(tgag(¢) + taag(¥)) for i € {1,2}.

— M =g N can be decided in fy(tdag(M) +tdag(N)). Since M =g, N
can be decided by checking whether {M/,} ~g. {V/.}, we can
decide =g, using the decidability of ~g, and then combine the
algorithms to get the decidability of =g (see [9]). In particular,
if f1 and fo are polynomial, then fj is polynomial. However, it is
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often the case that an easier algorithm exists for the word problem
for E.

Then it is easy to check (see Appendix C) that ¢ ~g ¢ can be decided
in a time that can expressed as a polynomial in f;(P(f5(Q(tdag(®) +

tdag (1)) tdag (®) + tdag(v))) with i € {0,...,5} where P and @ are
polynomials. In particular, if the f; are polynomial, ~g is decidable in

polynomial time.
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— PART II: Monoidal theories —

In this part of the paper, we develop a general approach for deciding
deduction and static equivalence for the class of monoidal theories
introduced by F. Baader [4] and W. Nutt [31]. This class captures
many theories with associative and commutative properties (AC), which
are known to be difficult to deal with. Actually, we propose a general
schema for deciding deduction and static equivalence. This schema has
to be filled with procedures for linear equations in order to yield com-
plete algorithms. Such algorithms strongly depend on the structure of
the semiring associated to a monoidal theory. We will see in Part III
that Algebra provides useful techniques and results to fill in this gap.

In Section 6, we define the central notion of monoidal theory. We
show how monoidal theories are related to semirings and how to rep-
resent terms (resp. frames) by means of vectors (resp. matrices) over
semirings. Then Section 7 and 8 are devoted to the study of deduction
and static equivalence respectively.

6. Monoidal theories

Monoidal theories generalise the equational theories AC, exclusive or,
...In this section, we first define monoidal theories and then give
examples.

Definition 43. (monoidal theory). A theoryE over X is called monoidal
if it satisfies the following properties:

1.The signature X3 contains a binary function symbol + and a constant
symbol 0, and all other function symbols in 3 are unary.

2.The symbol + is associative-commutative with unit 0, i.e. the equa-
tionszx+ (y+2)=(x4+y)+z,z+y=y+x and z+0 =z are
wn E.

3. Every unary function symbol h € 3 is an endomorphism for + and 0,
i.e. h(z +y) =h(z) + h(y) and h(0) =0 are in E.

Example 44. Suppose + is a binary function symbol and 0 is nullary.
Moreover assume that the others symbols, i.e —, h, are unary symbols.
The equational theories below are monoidal.

— The theory ACU over ¥ = {+,0} which consists of the azioms of
associativity and commutativity with unit 0.
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— The theory ACUI over ¥ = {+4,0} which consists of the axioms
(AC), (U), and the axiom of Idempotency (I) =+ x = x.

— The theory ACUN (exclusive or, previously denoted E.) over ¥ =
{+,0} which consists of the axioms (AC), (U), and the aziom of
Nilpotency (N) x4z =0.

— The theory AG (Abelian groups) over ¥ = {+,—,0} which is
generated by the axioms (AC), (U) and x4+ —(x) = 0 (Inv). Indeed,
the equations —(x+y) = —(x)+—(y) and —0 = 0 are consequences
of the others.

— The theories ACUh, ACUIh, ACUNh over ¥ = {+,h,0} and AGh
over ¥ = {+,—,h,0}: these theories correspond to the ones de-
scribed above extended by the homomorphism laws (h) for the sym-
bol h, ie. h(z +y) = h(xz) + h(y) and h(0) = 0 (if it is not a

consequence of the other equations).

Note that there are two homomorphisms in the theory AGh, namely —
and h. These two homomorphisms commute: h(—z) = —(h(x)) is a
consequence of the others. Other examples of monoidal theories can be
found in [31].

It has been shown that the deduction problem for ACU amounts
to solving linear equations over the semiring N whereas for AGh this
problem amounts to solving linear equations over the ring Z[h|, the
ring of polynomials in one indeterminate with coefficients over Z [21].
Some results of this kind also exist in the case of static equivalence.
For instance, static equivalence has been shown decidable for the equa-
tional theories ACUN and AC [2]. By using an algebraic characterization
of the problem, we will generalize these results by associating to ev-
ery monoidal theory E a semiring Sg, that will be used to solve the
deduction and the static equivalence problems in E.

6.1. MONOIDAL THEORIES DEFINE SEMIRINGS

Monoidal theories have an algebraic structure close to rings except that
elements might not have an additive inverse. Such a structure is called
a semairing.

Definition 45. (semiring). A semiring is a set S (called the universe
of the semiring) with distinct elements 0 and 1 that is equipped with
two binary operations + and - such that (S,4,0) is a commutative
monoid, (S,-,1) is a monoid, and the following identities hold for all
a,B,v€S:
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(a+p) - y=a-v+ B~ (right distributivity)
a-B+y)=a-B+a-v (left distributivity)
0O-a=a-0=0 (zero laws).

We call the binary operations + and - respectively the addition and
the multiplication of the semiring. The elements 0 and 1 are called
respectively zero and unit. In the sequel we will often omit the - sign and
write af instead of « - 5. A semiring is commutative if its multiplication
is commutative. Semirings are different from rings in that they need not
be groups with respect to addition. Every ring is a semiring. In a ring,
we will denote by —a the additive inverse of o, and we write o — 3 as
an abbreviation of a + (—/3).

It has been shown in [31] that for any monoidal theory E there
exists a corresponding semiring Sg. We can rephrase the definition
of Sg as follows. Let 1 be a free constant (1 ¢ X). The universe
of Sg is 7(X,{1})/E, that is the set of equivalence classes of terms
built over ¥ and 1 under equivalence by the equational axioms E.
The constant 0 and the sum + of the semiring are defined as in the
algebra 7 (X,{1})/E. The multiplication in the semiring is defined by
s-t:=s[1 — t] where M[N; +— Ns| denotes the replacement of all
occurrences of N1 in M by N». As a consequence, 1 acts as a neutral
element of multiplication in Sg. This is the reason why we call this new
generator 1 instead of, say, x, as it is often done in the literature. It
can be shown [31] that Sg is a ring if, and only if, E is a group theory,
and also that Sg is commutative if, and only if, E has commuting ho-
momorphisms, i.e. hy(ha(z)) =g ha(hi(x)) for any two homomorphisms
hi and hy. For instance, we have that

1. The semiring Sacy is isomorphic to N, the semiring of natural
numbers.

2. The semiring Sacyn consists of the two elements 0 and 1 and we
have 0+1=14+0=1,0+0=14+1=0,0-0=1-0=0-1 =0,
and 1 -1 = 1. Hence, Sacyn is isomorphic to the commutative ring
(field) Z/27Z.

3. The semiring Sagh is isomorphic to Z[h] which is a commutative
ring.

Let b be a free symbol (name or variable). We denote by ¢, 7 (X, {b}) — Sk
the function which maps any term M € 7(%,{b}) to M[b — 1] consid-
ered as an element of the semiring Sg.
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Example 46. Let E = ACUN and t = b+ b+ b. We have ¥y(t) =
1+14+1=1.

6.2. REPRESENTATION OF TERMS AND FRAMES

In this section, we show how to represent terms and frames by means of
vectors and matrices over a semiring. For this, we introduce the notion
of base to decompose terms and frames. We also consider frames which
are saturated w.r.t. a base (see Definition 51). This will be convenient
in the next two sections and can be easily achieved.

A base B is a sequence [by,...,by] of free symbols (names or vari-
ables), We say that B is a base of names when by, ..., b, are names.

Definition 47. (decomposable in a base). A term M € T (X, N'U
X) is decomposable in B if fn(M) U fo(M) C B.

Let ¢ = v {M/, ... . M/} be a frame. We say that ¢ is decom-
posable in B if each M; is decomposable in B.

Let B = [b1,...,bm]|. We generalize the construction of the previous
section and obtain a function which assigns to any term in 7 (%, B) a
tuple in Sg*, that is a tuple of m elements over Sg.

The function ¢¥p: T (3, {b1,...,bm}) — SE* is defined as follows: Any
term M € T(%,{b1,...,by}) has a unique decomposition Mj, ..., My,
such that M = My + ... + M, with M; € T(X,{b;}) [31]. We define
Y(M) = (p, (M1), ..., Uy, (Mp)). Given a vector X € Sg* of size m,
P! (X) is a term M € T(3,B) such that ¢5(M) = X. This term is
uniquely defined modulo E.

Example 48. Taking into account that the semiring Sagn s (isomor-
phic to) Z[h], we have that g, p, (b1 + b1 + h(bg) + h(h(h(b3)))) =
(2,0,h + h3). Indeed, we have that iy, (by + b1) = 2, ¥p,(0) = 0 and
Uy (h(b3) +h(h(h(b3)))) = h +h*,

A term can be uniquely decomposed on a base B. This can be extended
to associate a (unique) matrix to a frame. Let ¢ = vn.o be a frame and
B = [b1,...,by] be a base of names in which ¢ is decomposable. Let
o= {M/, ..M/ 1 We denote by ¥5(¢) the matrix of size £ x m (£
rows and m columns) defined by (¢¥g(M);...;9¥p(M)). This matrix
is the decomposition of ¢ in B.

Example 49. Consider the equational theory ACU given in Exam-
ple 44 and let

¢ = vnq, no, ng.{3n1+2n2+3n3 /Il , no+3ns /x2 , 3n2+ns /x3 ’ 3n1+no+4ns /x4}
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where the notation kn with k € N denotes n+ ---+n (k times). Let
B = [n1,n2,n3]. We have that

— ¥p(3n1 + 2ns + 3n3) = (3,2,3),
— Yi(ng + 3n3) = (0,1, 3),
— ¥B(3n2 +ng) = (0,3,1), and

since

VYB(¢) =

=W W

w oo w
— W o N

— 1/)3(3’01 + n9o + 4n3) = (3, 1,4).

Applying a recipe to a frame is equivalent to multiplying the corre-
sponding matrices.

Lemma 50. Let ¢ = vn.o be a frame and ¢ be a term in T (X, dom(¢)).
Let B be a base of names in which we can decompose ¢. We have that:

V(o) = Vaom($)(C) - ¥B(®).

Proof. Let o = {M1/,,...,M¢/, } and ¢ be a term in 7 (%, dom(¢)).
We have that ¢ = (1 + ...+ (y for some ¢; € T (X, {z;}).

Yp(Co) = Yp(Cio+ ...+ (o)
= Yp(Cilrr — M)+ ...+ Clae — M)
= Yp(Ci[r1 — Mi]) + ... + ¥p(Celze — My])
= U, (C1) - UB(M1) + ... 4 2, () - ¥B(My)
= 7pdom(d))(C) ’ ¢3(¢) o

Note that to apply the equation stated in Lemma 50, the recipe ¢ has
to be built without names. To ensure that such kind of recipes always
exist, we will work with frames saturated w.r.t. B (base of names in
which the frames are decomposable).

Definition 51. (frame saturated w.r.t. B). Let ¢ = vn.o be a frame
and B be a base of names [by,...,by] in which ¢ is decomposable. We
say that ¢ is saturated w.r.t. B if for each b; € B such that b; € n we
have that b; = xo for some x € dom ().

Given a frame ¢ = vi.{M/,,, ..., M¢/, } and a base of names B = [by, ..., by]

in which ¢ is decomposable, we denote by 58 the frame defined as

follows: .

¢ = Vﬁ'{Ml/:Blv"'vMZ/:Bwbil/ylv"'7bip/yp}
where b;,,...,b;, is a subsequence of B such that b;; ¢ n and b;;, # zo
for every x € dom(¢). The variables yi, ...y, are fresh, which means

that they do not appear in dom(¢). Note that the resulting frame EB
is saturated w.r.t. B.
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Example 52. Let ¢ be the frame given in Ezample 49. Let B =
[n1,n2,n3]. We have that ¢ is decomposable on B and also that ¢ is
saturated w.r.t. B. However, note that ¢ is not saturated w.r.t. B’ =
[n1,n2,n3,n4]. We have that

/

¢ — l/nl, nQ, ng‘{3n1+2n2+3n3 /:171 ) no+3n3 /$2 , 3n2+n3 /$3’ 3ni1+no+4ns /$4 , n4 /yl}

7. Deduction

We show that solving a deduction problem can be reduced to solving
a linear system of equations in the corresponding semiring.

Theorem 53. Let E be a monoidal theory and Sg be its associated
semiring. Deduction in E is reducible in polynomial time to the follow-
ing problem:

Entries: A matriz A over Sg of size £ x m and a vector b over Sg of
size V

Question: Does there exist X (a vector over Sg of size £) such that
X -A=b?

Note that when Sg is commutative, this problem is equivalent to the
problem of deciding whether AT-Y = b", i.e whether b' is in the image
of AT where M7 is the transpose of M. Before proving the reduction
we need to establish that we can restrict our attention to saturated
frames. Moreover, for such frames, it is sufficient to consider recipes
without names, i.e. such that fn(¢) = 0.

Lemma 54. Let ¢ = vn.o be a frame and M be a ground term. Let B
be a base of names in which ¢ and M are decomposable. We have that

¢ e M if and only if EB Fe M. Moreover when EB Fe M there exists
a recipe ¢ of M such that fn(¢) = 0.

Proof. Intuitively, the first point is due to the fact that we extend ¢
with some names which are deducible from ¢. Hence, in term of de-

ducible power ¢ and 56 are equivalent. More formally, if ¢ Fg M, we can
assume that there exists ¢ such that fn(¢) € B~n and fv(¢) C dom(o).
From such a ( it is easy to compute (' by replacing any occurrence of a

name in B\ 7 by the corresponding variable in dom(¢ ) which refers
to this name. Since we can always assume that fn(¢) C B\ n, we have
that fn(¢’) = 0. The reverse transformation, i.e. the replacement of

variables in dom(¢ ) ~ dom(¢) by names refered by these variables in

—B
¢, allows us to conclude for the converse. O
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Reduction. Let ¢ = vin.o be a frame and M be a ground term. Let B
be a base of names in which ¢ and M are decomposable. We will also
assume w.l.o.g. that ¢ is saturated w.r.t. B. Let A = ¥p(¢) be matrix
of size £ x m over Sg, and b = (M) be a vector of size m over Sg.

Proof. (of Theorem 53) The construction described above is such
that X - A = b has a solution over Sg if and only if ¢ Fg M.
(=) We know that there exists X € Sf such that X - A = b. Consider
the recipe ¢ = ¢;01m(¢) (X). By construction, we have that fn(¢)Nn = 0.
It remains to show that (o =g M. For this, we establish that ¥ ({o) =
Yp(M). Thanks to Lemma 50, we have that ¥5(Co) = ¥gom(g)(C) -
Yp(¢). Hence we deduce that ¢3(Co) = X - A =b = 1yp(M). Hence the
result.
(<) Assume that ¢ Fg M. Thanks to Lemma 54 and by the fact that
¢ is saturated w.r.t. B, we know that there exists ( € 7 (X, dom(¢))
such that (o =g M. Let Y = 9 gopm(¢)(¢)- It remains to establish that
Y - A =b. Since (o =g M, we have 3(Co) = ¥p(M). By Lemma 50,
we have ¥ gom () (C) - ¥8(¢) = (M), i.e. Y - A = b witnessing the fact
that X - A = b has a solution over Sg. O

Example 55. Consider the theory ACUNh and the term M = ni +
h(h(ny)). Let ¢ = vny, nQ'{erh(m)Jrh(h(nl))/m’n2+h(h(n1))/$27 h(n2)+h(h(n1))/$3},
We have:

~ [(1+h+h? h? h? ~ [(1+h?
A-( 0 1 and b = 0

The equation X - A =b has a solution over Z/2Z[h] : (1+h,h,1). The
term M is deducible from ¢ by using the recipe 1 + h(x1) + h(z2) + x3.

As a consequence, decidability /complexity results for deduction can
be deduced from decidability /complexity results for solving linear sys-
tem of equations over semirings (see Section 9).

8. Static equivalence

We show that deciding whether two frames are equivalent can be re-
duced to deciding whether two matrices satisfy the same set of equali-
ties.

Theorem 56. Let E be a monoidal theory and Sg be its associated
semiring. Static equivalence in E is reducible in polynomial time to the
following problem.:
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Entries: Two matrices A1 and Ay over Sg of size £ X m

Question: Does the following equality holds?

(X, Y)eSEXSE | X - A=Y - A1} ={(X,)Y)eSExSE| X - Ay =
Y - Ay}

Similarly to deduction, we first show that we can restrict our attention
to saturated frames. Moreover, we show that it is sufficient to consider
recipes, i.e. tests (M, N), without names.

Lemma 57. Let ¢1 = vn.o1,po = vin.oa. and B be a base of names
in which ¢1 and ¢o are decomposable. We have that ¢1 ~g ¢o if and
only if EB ~E %B. Moreover, if aB e %B then there exist M, N €
T(Z, dom(é17)) such that (M =g N)gr- & (M =g N)gs".

Proof. (=) Assume that ¢1 ~g ¢3. We have that EB = vi.(o Ua?)

and %B = vii.(o2 U 09) for some substitutions o and o9 such that
o = ). Indeed, otherwise, we will obtain a test of the form x = n; with
x € dom(¢1) and n; € B~ 7 such that (z =g n;)¢1 & (z =g n;)de.
Hence, we have that dom(aB) = dom(%B). Now, assume that EB ZE
%B, then there exists a test (M, N) such that (M =g N )%B whereas

(M #g N)%B (or the converse). Let M’ = Mo and N’ = No¥. We
have (M' =g N')¢1 whereas (M’ #g N')¢o. Hence contradiction.
(«<=) Assume that ¢ #g ¢2. Let M, N be such that (M =g N)¢;

whereas (M #g N)¢o (or the converse). It is clear that EB #E @B.
Indeed, a witness of this fact is the test (M, N).

Lastly, if we have that ¢; #g ¢2, then there exists a witness (M, N)
such that fn(M)U fn(N) C B~ n. Hence, if we consider M’ and N’
the terms obtained from M and N by replacing any occurrence of a

name in B\ 7 by the corresponding variables in dom(aB) which refers
to this name. This allows us to easily conclude. O

Reduction. Let ¢1 = vn.oy and ¢o = vin.og be two frames having the
same domain. Let B be a base of names in which the two frames are
decomposable. We assume w.l.o.g. that ¢; and ¢, are saturated w.r.t.
B. Let m = |B|. Let A1 = ¢¥p(¢1) and Ay = 1(¢2), two matrices of
size £ x m, over Sg.

Proof. (of Theorem 56) The construction above is such that ¢1 ~g ¢9
iff
{(X,l;) ESEXSE| X - A=Y A} ={(X,Y)€SExSE| XAy =
Y - As}.
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(=) Assume by contradiction that there exists (Xps, Xn) such that
Xy - Ay = Xy - Ay and Xy - Ay # X - A (or the converse). Let
M = w;olm(¢1)(XM) and N = ¢;01m(¢1)(XN). We have that

— (M =g N)¢;. For this, it is sufficient to show that ¢Yp(Moy) =

YB(NG1), i€ Yaom(g) (M) ¥5(P1) = Yaom(g:)(N) - ¥5(¢1) thanks
to Lemma 50. Now to conclude, it is sufficient to notice that we

have Xar = Yaom(e) (M), XN = Ygom(en) (V) and A1 = 1p(¢1)
and to rely on the hypothesis.

— (M #g N)¢2 can be shown similarly.

(<) Assume that ¢1 %g ¢2. We have that there exists a test (M, N)
such that (M =g N)¢; and (M #g N)¢y (or the converse). Thanks
to Lemma 57 and the fact that the frames are saturated, we can as-
sume that M, N € T(%, dom(¢1)). Let Xar = Y gom(p) (M) and Xy =
Yaom(g1) (V). We have

— Xy - Ay = Xy - Ay, We have Mo, =g Noy, hence vp(Moy) =
Y(No1). By Lemma 50, we have that ©gems,)(M) - ¥5(¢1) =
Vaom(gy) (M) - p(¢1), i.e. Xar- Ay = Xy - Aq.

— X -Ay#Y - Ay can be established in a similar way. O

Going further. Thanks to Theorem 56, we give a way to decide static
equivalence in monoidal equational theories provided we can decide
whether two sets of linear equations over Sg have the same set of solu-
tions. Actually, when Sg is a ring or when we can extend the semiring
S into a ring R, the static equivalence problem is equivalent to the
problem of deciding whether the equality

{(ZeRE|Z-A1=0}={ZcRE|Z-Ay=0}

holds. When Rg is commutative, it is equivalent to deciding whether
Ker(A;) = Ker(As), where Ker(M) denotes the kernel of the matri-
ces M, i.e. the set {X | M - X =0}.

In particular, when E is a group theory, we can choose Rg to be S
since Sg is actually a ring [31]. Otherwise, it might be possible to
extend the equational theory E with a new unary symbol — and the law
x4+ —(x) =0 in order to obtain a theory E’ that is consistent with E,
1.e. for all u,v € Sg such that u =g/ v, we have also that © =g v. In such
a case, the ring R is the semiring Sg associated to E’ as explained in
Section 6.1.

Example 58. We have seen that the semiring associated to AG is
isomorphic to 7. which is a commutative ring. Hence, we have that Rg
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18 isomorphic to Z. The associated semiring to the monoidal equational
theory ACU is isomorphic to N whereas its associated ring is 7.

Note that the transformation described above does not allow us to
associate a ring to any semiring. For instance, if we consider the the-
ory ACUI and the theory E’ obtained by the transformation described
above, we have that 0 =g/ (1 +1) + —(1) =g 1 + (1 + —(1)) =g’ 1 whereas
this equality does not hold in ACUI.
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— PART III: Summary of decidability results —

In this part, we give an overview of existing results for deduction
and static equivalence for many relevant equational theories. Several
of them are obtained thanks to the techniques developed in the two
previous parts of this paper. A summary is given in Figure 1.

9. Monoidal theories

In this section, we show that several interesting monoidal equational
theories induce a ring or a semiring for which solving linear systems
or checking for equalities of sets of solutions of linear systems are
decidable.

Theory ACU. This equational theory is the simplest monoidal the-
ory. The semiring corresponding to this theory is N whereas its asso-
ciated ring is Z. This equational theory has been particularly studied.
Since the problem of solving linear equations over N is strongly NP-
complete, we obtain that deduction is a NP-complete problem. The
problem of static equivalence for this theory has been shown decidable
in [2]. Actually thanks to the algebraic characterization given in this
paper, this problem can be solved in polynomial time [35].

At first sight, it might seem surprising since it has been shown [2]
that deduction in a given theory E can be reduced in polynomial time to
static equivalence in E. However, this reduction required the presence
of a free function symbol and such a function symbol is not available in
the theory ACU. Hence, the polynomial reduction provided in [2] does
not apply in this setting.

Theories ACUlI and ACUN (Exclusive Or). The semirings cor-
responding to these equational theories are respectively the Boolean
semiring B, which is finite, and the finite field Z/2Z. The theory ACUN
has already been studied in terms of deduction [19, 13] and static
equivalence [2]. Deduction and static equivalence are both decidable
in polynomial time. As far as we know the theory ACUI has only been
studied in term of deduction [22]. Actually, since its associated semiring
is finite, we easily deduce that deduction and static equivalence are
decidable.

Theory AG (Abelian Groups). The semiring associated to this
equational theory is in fact a ring, namely the ring Z of all integers.
There exist several algorithms to compute solutions of linear equations
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over Z and to compute a base of the set of solutions (see for in-
stance [35]). Hence, we easily deduce that both problems are decidable
in PTIME. Deduction for this theory has already been studied in [19]
and [12].

Theories ACUh, ACUNh and AGh. The semiring associated to ACUh
is N[h], the semiring of polynomials in one indeterminate over N, whereas
the ring associated to ACUh is Z[h]. For the theory ACUNh (resp. AGh)
the associated semiring is Z/2Z[h] (resp. Z]h]). Deduction for these
three equational theories has already been studied in [25, 21]|. However,
results obtained on static equivalence are new.

1. ACUh and AGh: Deciding static equivalence for both these theories
is reducible to the problem of deciding whether Ker(A) = Ker(B)
where A and B are matrices built over N[h] in the case of ACUh and
Z[h] in the case of AGh. This problem has been solved by F. Baader
to obtain a unification algorithm for the theory AGh (see [5]). This
is done by the help of Grobner Base methods in a more general
settings. Actually, he provides an algorithm even in the case of
several commuting homomorphisms.

2. ACUNh: Deciding static equivalence in ACUNh is reducible to the
problem of deciding whether Ker(A) = Ker(B) where A and B are
matrices built over Z/2Z[h]. This is achieved in [26] by using an
automata-theoretic approach.

Theory ACUIh.  The semiring associated to ACUlh is B[h]|. Deduction
for this theory has never been studied but is clearly decidable. Indeed,
to find a solution to A - X = b, it is easy to see that each component
of a solution to A - X = b has a degree smaller than the degree of
b. Hence, the question of deciding whether there exists X such that
A - X = b can be reduced to solving a system of linear equations
over B. Theorem 56 does not help us to provide an algorithm to solve
static equivalence. Note also that we cannot reduce the problem to the
problem of deciding whether Ker(A) = Ker(B) since, as for ACUI, we
are not able to associate a ring to this theory.

Adding more equations. A monoidal theory on a signature > may
contain arbitrary additional equalities over X. The only requirement is,
that at least the laws given in Definition 43 hold. Hence, the techniques
developed in Section 7 and 8 can be applied to many different theories.
We illustrate this by providing some examples.
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Example 59. Consider the theory Ey over ¥, = {+,0,—,h} which
consists of the equalities of AGh and the additional equality h(h(z)) = x
which states that h is an involution. The theory Eq is a monoidal theory
and its associated semiring Sg, that is actually a ring is isomorphic to
Z[hl/(n2—1), i.e. the ring Z[h]| quotiented by the ideal generated by the

polynomial h? — 1.

We can also consider more complex equational theories by simply as-
sociating each equation to a polynomial. This is illustrated in the next
example.

Example 60. Consider the signature Yo = {+,0,—,hy,ha} and the
theory Eo made up of the axioms of AG extending by hi(ha(x)) =
ha(hy(x)), the following homomorphism laws
hi(z+y) = hi(z) +hi(y)  hi(0) =0
ho(z +y) = ho(x) + ha(y)  h2(0) = 0
and the following azxioms
hi(hi(h2(2))) + ha(h2(z)) = 0
hi(z) + hi(ha(h2(z))) = 0
The theory Ey is a monoidal theory and it is easy to see that its
associated semiring Sg, is isomorphic to Z[h1, ha]/m2p, 12 h,+hin2)s 1-e-
the ring Z[h] quotiented by the ideal generated by the polynomials hhy+
h3 and hy + hyh3.

Thus decidability of deduction and static equivalence can be reduced
to solving linear equations in the corresponding semiring and deciding
the equalities of kernels of matrices in the corresponding ring. Hence, we
can reduce our problems to rather classical problems of Algebra, which
can often be solved using Grobner basis for example. Moreover, existing
tools for solving algebraic problems can also be used to implement our
algorithms.

10. Combination of disjoint equational theories

Our combination results stated in the first part of this paper allows us to
combine any existing decidability results for deduction and static equiv-
alence provided the signatures of the equational theories are disjoint.
Those combination algorithms can be applied for instance to combine a
monoidal equational theory with any other equational theory for which
deduction and static equivalence are known to be decidable. In order
to give a complete picture of existing results in this area, we sum up
some of the results obtained by others.
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Subterm convergent equational theories. Deduction and static
equivalence are decidable in polynomial time (in the DAG-size of the
inputs) for any subterm convergent theory [2]. A subterm convergent
theory is an equational theory induced by a finite set of equations of
the form u = v where v is either a subterm of u or a constant, and such
that the associated rewriting system is convergent. For instance, Eenc
(see Example 2) is a subterm convergent theory.

Since we also know that deduction and static equivalence are decid-
able in polynomial time for the equational theory ACUN of the exclusive
or and also for the theory AG of Abelian group. Applying Theorems 26
and 32, we get for instance the following new decidability result.

Proposition 61. Let E be a subterm convergent theory. Deduction
and static equivalence are decidable in polynomial time for E U ACUN

and E U AG.

Blind signature. In [2], it has been shown that deduction and static
equivalence are also decidable for the theory of blind signature de-
scribed below.
open(commit(z,y),y) = =  chksign(sgn(z,y), pk(y)) = @
getpk(host(z)) = = unblind(blind(z,y),y) = =
unblind(sgn(blind(x,y), ), y) = sign(zx, 2)
This theory has been introduced by S. Kremer and M. Ryan in order
to model blind signatures and related constructs in their analysis of an
electronic voting protocols [24].

Addition. This simple theory for addition is studied in [2]. They
show that deduction and static equivalence are decidable.

plus(z,s(y)) = plus(s(x),y) plus(z,0) = = pred(s(z)) = =

Homomorphism encryption. In [2], they also consider the follow-
ing equational theory and show that deduction and static equivalence
are decidable.
enc((x, y>) Z) = (enc(:c, Z)v enc(y, Z)> projl((x, y>) =z
dec((x,y),z) (dec(m,z),dec(y, Z)> pron((x,y>) Yy
dec(enc(z,y),y) =
This theory represents an encryption scheme with a homomorphism
property. Several results have been obtained for similar theories from
the point of view of deduction. For instance, H. Comon-Lundh and
R. Treinen have investigated a very similar equational theory [20]. They
have shown that deduction is decidable in PTIME. There also exist
some results due to P. Lafourcade et al. (e.g. [27]) for deduction under
certain AC-like theories with distributive encryption.
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Theory E Deduction ‘ Static Equivalence

subterm convergent PTIME [2]

blind sign., addition,
Ind sign., a |.|on decidable [2]
homo. encryption

ACU NP-complete decidable [2]
PTIME (new)
ACUI decidable [22] decidable (new)
ACUN PTIME [13] decidable 2]
PTIME (new)
AG PTIME [12] PTIME (new)
ACUh NP-complete [25] decidable (new)
ACUlh decidable (new) ?
ACUNh PTIME [21] decidable (new)
AGh PTIME [21] decidable (new)
AGhy ... h, decidable (new) decidable (new)
sub. conv. ¥ ACUN PTIME (new)
sub. conv. W AG PTIME (new)

Thanks to Theorem 32, deduction and static equivalence are also
decidable for the union of any disjoint theories of this tabular.

Figure 1. Decidability results for deduction and static equivalence.

11. Conclusion

This paper provides many decidability and complexity results for de-
duction and static equivalence, two formal representations for knowl-
edge in the analysis of security protocols. We propose a general setting
for an important class of equational theories with associative and com-
mutative properties and we show that existing decidability results can
be combined for any disjoint equational theories.

The performance of the corresponding decision procedures obviously
depend on the choice of equational theory. However, our algorithms for
combining theories are polynomial (in the DAG-size of the inputs) and
efficient existing tools for solving algebraic problems can be used to
implement the algorithms for monoidal theories. Hence, as future work,
we consider implementing the procedures described in this paper.
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As further work, we also consider extending our combination result
for non disjoint theories. This would allow us to consider some frag-
ments of the modular exponentiation theory such as the Diffie-Hellman
one, i.e. the axioms exp(z,1) = x and exp(exp(z,y), z) = exp(x,y X 2)
where X is an Abelian group operator; or to take into account the
equation exp(z,y) -exp(x, z) = exp(x,y + z). We might use for example
a notion of hierarchy between theories like in [16].

Lastly, as indicated in the introduction, deduction and static equiv-
alence are static notions. However, they play an important role in
analysis with respect to active attacks, and it is challenging to obtain
results in this case. For deduction, combination algorithms are given
in [14, 16] and algorithms for deciding deduction in monoidal theories
are provided in [22] (those works are described in the introduction).
However, these two problems are not yet solved for observational equiv-
alence. M. Baudet has proved that a notion of equivalence is decidable
under convergent subterm theories [10] in presence of active attackers.
It will be interesting to complete the picture of the active case and to
provide a combination algorithm and procedures for monoidal theories
in case of observational equivalence. This will allow us to decide the
existence of guessing attacks for a large class of equational theories.
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Appendix

A. Decidablity of the word problem wvs the deduction
problem

While apparently simpler, the decidability of the word problem mod-
ulo E is not a consequence of the decidability of the deduction problem
modulo E. We provide below an example of a theory for which the
deduction problem is decidable while the word problem is not. This ex-
ample is based on the fact that the word problem might be undecidable
but each function symbol could be invertible, in which case any name
of a term would be accessible and thus any term could be deducible
from any set of terms.

More formally, consider the finitely presented group G introduced by
Collins [18]. This group is formed by the set of words on the alphabet

A = {a7 b7 c7 d7 67p7 q7 T? t? k7 a_l ) b_17 6_17 d_17 6_17p_17 q_17 ?"‘_17 t_17 k_l}
quotiented by the relations

pra = ap, pacqr = rpeaq, ra = ar
p'% = bp, p?adg®r = rp’daq?, rb = br
pc = cp, pdbeg®r = rpdebg®, rc = cr
p'%d = dp, prodg*r = rp*dbg?, rd = dr
plle = ep, poceq®r = rplecaq®, re = er
aq'® = qa, pdeq®r = rpSedbq®, pt = tp
bg'® = qb, pTedeq"r = rpTedeeq’,  qt = tq
g = qc,  pea’’r = rpa’c,

dg'? = qd, p’da’q’r = rp’a’e’,

eq'? = qe, a3ta’k = ka 3ta’,

where the straightforward equation aa™! = a"la = 1 (the empty word)
is implicitly assumed for any o € A. Let

Z = {a? b7 C? d7 e7p7 q7 r? t? k? a-17b-17 C-l?d-17 e'l’p'l’ q-17r-17t-17 k-l}

be a set of unary symbols. To simplify the notations, we are using the
same symbols for letters and corresponding unary symbols. For each
relation above, of the form a;, - - - a;, = bj, - - - bj,, we consider the corre-
sponding equation a;, (- - - (a;, (x))) = b;, (- -- (bj,(x))) in addition to the
equations a(al(r)) = a’(a(x)) = z forany a € {a,b,c,d,e,p,q,7,t, k}.
We denote by Eg the corresponding equational theory. The undecid-
ability of the word problem in Eg is an immediate consequence of the
undecidability of the word problem in G [18]. Conversely, since any sym-
bol of X is invertible (due to the equations a(a ™ (z)) = o' (a(x)) = ),
an attacker can access any private name n € n of a frame ¢ = vn.o as
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soon as n occurs in o. Hence, a term M is deducible from ¢ if, and only
if, fn(M) N7 C fn(My) U. .. fn(My) where ¢ = v M/, ... Me/, 1
Therefore, the deduction problem modulo E¢ is decidable.

B. Proofs of Section 3

The proofs given in this appendix are similar to those provided in [15].
However, since we use a notion of factor that is slightly different from
the one introduced in [15], we have to adapt them.

Remark: Let E be a consistent equational theory and n be a name.
We necessarily have that n = n|. Indeed, assume that n # n| and let
t = n|. We distinguish two cases:

— either n € fn(t) and we easily deduce that E is inconsistent.

— orn € fn(t) and by definition of <, we have that n < ¢. Hence ¢
can not be the normal form of n.

In both case, we obtain a contradiction. Hence, we have that n =n].

Lemma 62. IfE is a consistent equational theory then for any equa-
tion such that | =g r with | # r, if there exists a substitution T such
that rT < I then I is not a variable.

Proof. By contradiction, assume that [ is a variable and there exists
a substitution 7 such that r7 < [7. By monotonicity of <, we have
that [ ¢ fu(r). Let n1,ny be two different names. We can built two
substitutions 71 and 7o such that dom(m) = dom(me) = fu(r) U {l},
IT1 = ny, Iy = ng and z7; = o7 for any x € fo(r) (i = 1,2). The
equation [ = r implies that ny =g 77 =g ne. By transitivity of the
equality, we obtain that nqy =g ny which contradicts the fact that E is
consistent. O

Lemma 63. Let M be a ground term such that sign(M) = X1 (resp.
Yo ) with all its factors in normal form. If M' is minimal for < in the
set {N | M —o N} then

— either sign(M) = sign(M') and Fct(M') C Fet(M) U {nmin},
— orsign(M) # sign(M') and M’ € Fct(M) U {nmin}-

Moreover, we have that the equation | = r € O involved in the step
M —o M’ is such that l =1 € Oy (resp. L =1 € Oy).
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Proof. Let M be a ground term with all its factors in normal form
and assume w.l.o.g. that sign(M) = ;. Let M’ be the minimal term
for < among the terms N such that M —» N. Let [ = r € O be the rule
applied on M at position p with substitution ¢ in order to obtain M’.

By minimality of the term M’ and monotonicity of <, we have that
fo(r)o C fu(l)o U {nmin }. Indeed, if there exists = € fu(r) \ fv(l), then
TO = Myin by minimality of M’. Moreover, by construction of O, we
have that [,r are terms (without names) both in 7 (X3, X) or both in
7T (X2, X). Thanks to Lemma 62, we know that [ is not a variable. Since
sign(M) = X4, we deduce that [,r are terms (without names) both in
7T (31, X). Hence, we deduce that:

— Either sign(lo) # sign(ro). In such a case r is a variable and we
have that ro € Fet(lo) U {nmin};

— Orsign(lo) = sign(ro). In such a case Fet(ro) C Fet(lo) U {nmin }-
Note that r can be a variable or not.

We distinguish two cases:

First case: p =€ and sign(lo) # sign(ro). In such a case, we have that
M =lo and M’ = ro. Thus sign(M) # sign(M’). We have shown that
ro € Fet(lo) U{nmin}, i.e. M’ € Fet(M) U {nmin}. This allows us to
conclude for this case.

Second case: p # € or sign(lo) = sign(ro). If p # ¢, we have that
sign(M) = sign(M’). Otherwise, we have that sign(lo) = sign(ro) and
thus we have also that sign(M) = sign(M’). Hence, in both cases, we
have that sign(M) = sign(M"). To conclude, it remains to show that
Fet(M') C Fet(M) U {nmin }-

Since the factors of M are in normal form, the position p is above or
incomparable with any position corresponding to a factor of M. Thus
all positions p’ above p (including p) are labelled with f € ¥;.

Let ¢ be a position of a factor F' of M’. Either ¢ is incomparable
with p, and thus F' is also a factor of M at position g; or there exists
a variable z at a position p’ € r such that p.p’ < ¢. In such a case we
have that:

— Either sign(lo) # sign(ro). In such a case r has to be a variable
and F' = ro;

— Or sign(lo) = sign(ro). In such a case, we have that F' € Fct(ro).
We distinguish three cases:

1. Case p = € and sign(lo) = sign(ro). We have that M = lo and
M’ = ro. We have that:

Fct(M') = Fet(ra) C Fet(lo) U {nmin} = Fet(M) U {nmin}-
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2. Case p # € and sign(lo) # sign(ro). We have that Fct(M') C
Fet(M)U{ro}. We have shown that ro € Fet(lo) U {nmin}. More-
over, we have that Fct(lo) C Fet(M). Thus we conclude that
Fet(M'") C Fet(M) U {nmin }-

3. Case p # € and sign(lo) = sign(ro). We have that Fet(M') C
Fct(M) U Fct(ro). Hence, we have that

Fct(M') C Fet(M) U Fet(lo) U {nmin} C Fet(M) U {nmin }-

The last inclusion comes from the fact that Fet(lo) C Fet(M). O

Lemma 16. Let M be a ground term such that all its factors are in
normal form. Then

— either M| € Fet(M) U {nmin},
— orsign(M) =sign(M]) and Fct(M|) C Fet(M) U {nmin}-

Proof. First of all, note that if M is in normal form (this case includes
the case where M is a name), the result is straightforward. Otherwise,
we assume w.l.o.g. that sign(M) = ¥; and we consider a derivation
normalising M such that at each step a minimal successor (w.r.t. <)
for the relation — ¢ is chosen. We have

M =M, —o My —o ... w0 Mp_1 —0 M, = M|

By Lemma 63, we know that at each step, either sign(M/;) = sign(M;+1)
or M, is in normal form. Hence we deduce that:

sign(My) = ... =sign(M,—1) = ¥;.

Thanks to Lemma 63, we easily obtain that Fct(M,_1) C Fet(M) U
{Nmin}. Now, we distinguish two cases:

— Either sign(M,,—1) = sign(M,,), and thus sign(M) = sign(M ). In
such a case, by Lemma 63, we deduce that Fct(M,,) C Fct(M,—1)U
{Nmin} and thus Fet(M|) C Fet(M) U {nmn }-

— Or sign(M,,—1) # sign(M,,), and thus sign(M) # sign(M |). In such

a case, by Lemma 63, we deduce that M,, € Fet(M,—1) U {nmin}
and thus M| € Fct(M) U {nmin }- O
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Corollary 17. Let M be a ground term: St(M|) C St(M)] U{nmin}-

Proof. Let M be a ground term. We show this result by induction
on the number n of subterms of M that are different from M itself and
not in normal form, i.e.

n=H#{NeSt(M)|N+#Mand N| # N}

Base case: n = 0. In such a case, we have that M is a term such that
all its factors are in normal form. Therefore, we can apply Lemma 16.
We distinghuish two cases:

— M| € Fet(M) U{nmin}. In such a case, we have that

SHML) C SHFet(M)) U {nimin} = SHM) LU (i}

— sign(M) = sign(M|) and Fet(M]) C Fet(M) U {nmin}. In such a
case, we have that

UML) = {M|}USi(Fet(M]))

C {M |, npin} U St(Fct(M)) = St(M)| U {nmin}
In both cases, the last equality comes from the fact that terms in
Fet(M) are in normal form.

Induction step: n > 0. In such a case, there exists a ground term N €
St(M) that is not in normal form and such that all the factors of N
are in normal form. Actually, we have that M = M[N], with p # e.
We can apply our induction hypothesis on:

— the term N: we obtain that St(N|) C St(N)| U{nmin}-
— the term M' = M[N|],: St(M']) C St(M")]| U {nmin }-

Altogether, we have that

St(M]) = St(M']) € St(M')] U{nmin}

= St(M[Nup)l U {Pmin }

C St(M)|USHN)| U{nmin}

C St(M)LUSUN)LU{nmin} = SEM) LU {nmin }
The last inclusion comes from the fact that N € St(M). O
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Lemma 19. Let M be a ground term such that sign(M) =1%; (i =
{1,2}) and all its factors are in normal form. Then M| = M |g,.

Proof. We consider a derivation normalising M such that at each
step a minimal successor (w.r.t. <) for the relation —¢ is chosen. We
also assume that sign(M) = ;. We have that

M =M —o My —o ... w0 My_1 —o My = M|

By Lemma 63, we know that at each step, either sign(M;) = sign(M;41)
or M, is in normal form. Hence we deduce that:

sign(My) = ... =sign(M,—1) = ¥;.
Thanks to Lemma 63, we know that the equations I = 71,...,l,_1 =
rn—1 € O involved in each step are such that [; = r; € Oy. Hence, we
have M| = M |g,. O

Lemma 20. Let M be a ground term such that all its factors are in
normal form. Let N € Fct(M) and N’ be a term alien to M. We have
that

(Ménn)L = ((M1)onnr)L

Proof. Let M be a ground term such that all its factors are in normal
form. Either M is a name. In such a case, we have that M| = M and we
easily conclude. Otherwise, we can assume w.l.o.g. that sign(M) = X;.
Thanks to Lemma 19, we have that M | = M |g, . Consider the sequence

M =M, —o, My —0, ... —0, Myp—1 —o, My, =M]|.

The rule [; = r; € Oy is applied above (and without interfering with)
the factors of M;. On the other hand the replacement is applied below
(or at the level of) the factors of M;. Therefore the sequence M; —o,

.. =0, M, implies the equalities M1dn n» =g, ... =g, Mpdn N, thus
Mén,n | = ((M])on,n)L. m
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C. Proofs of Section 5

Lemma 40. Let ¢ = vi.oc and v = vi.o' be two frames in normal
form such that ¢ contains all its deducible subterms, v |= Eqg, (¢) and
Y |= Eqg, (¢). Let (M, N) € Eqg(¢) be such that (fn(M)Ufn(N))Nn = ()
and assume that for all terms M', N’

(M',N') < (M,N) implies (M' =g N')¢ = (M’ =g N')ip.

If there exists € St(M) such that sign(Co) # sign(Col), then there
exists My such that |My| < |M|, (M =g Mi)¢ and (M =g M).

Proof. W.l.o.g. we assume |M| > |N|. We prove this result by in-
duction on |M|. Note that when |[M| = 0, i.e. M is a variable or a
nonce, the result is obvious. Indeed, we have nothing to show since
sign(Co) = sign(Cal). Now, we know that that there exists (%, (1,. ..,
(¢ might be equal to 0) such that:

- M= CO[<17"'7C€]7

— (Y is built on ¥; and in the remainder of the proof we assume
w.l.o.g. that i = 1. Moreover, we know that ¢° is not reduced to a
variable or a name.

— (1,...,C are built on ¥ and sign(¢;) # X.

We distinguish three cases.

First case: There exists i (1 < ¢ < /) and ¢’ € St(¢;) such that
sign(¢'c) # sign({’c|). By induction hypothesis we know that there
exists ¢ such that |C/] < |G, (¢ = )6 and (¢ =¢ C)o. Let My =

¢y, ..y C oo, ¢). We have that |Mp| < |M|, (M} =g M)¢ and
(M1 =g M)y.

Second case: There exists ¢; such that sign((;) = 39 and (o] € St(o).
This means that (;o| is a deducible subterm. Thus there exists x €
dom(¢) such that (z =g (;)¢. Since ((;,x) < (M, N), we deduce that
(¢ =g x)¥. Let M| = (°[C1,...,,...,¢)]. We have that |M]| < |M],
(M =g My)$ and (M =g Mj)¢.

Now, the remaining of the proof is devoted to deal with this third case.

Third case: We know that sign((;0) = sign((;o]) for every i such that
1 <4 < /L. Moreover, if sign(¢;) # L, we have that (;o| & St(¢) (note
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that this case includes the case where ¢ = 0 and M = (° is built on
Y1 only). In addition, since by hypothesis there exists { € St(M) such
that sign(Co) # sign(Col), we must have ¢ = M thus sign(Mo) #
sign(Mo]). (The other cases are take into account by the previous
cases).

Now, either (Case (a)) there is no ¢; such that sign(¢;) = X2 meaning
that Mo has all its factor in normal form, thus applying Lemma 16,
we have Ma| € St(¢) U {nmin} CE ¢ since ¢ contains all its deducible
subterms. Hence, there exists x € dom(¢) such that (M =g x)¢.
Thanks to Lemma 19, we deduce that (M =g, z)¢ and hence we have
that (M, z) € Eqg, (¢). Since ¥ |= Eqg, (¢), we have also (M =g, x)1,
thus (M =g x)v. Let M = x, we easily conclude.

Otherwise (Case (b)), let A = {0 | sign((;) =22 and 1 <7 < /}.
Let t1,...,t; be the elements of A ordered in such a way that if ¢; is a
syntactic subterm of ¢; then j <. Let nq,...,n; be some new names
that do not appear in ¢ nor 9. Let §; = 0y, , for every ¢ such that
1 <1<k
By applying successively Lemma 20, we obtain

Let M" = (°[¢,...,¢] where ¢ = ¢ if Gol & A and ¢ = n; if
Gio| =t;. We have that
((CO[C10l7 e 7<€U“51) cee 516) = CO[C{Ulu v 7<éo-~” —E M,U'

Indeed, the replacements ; cannot affect (;o| when (; is of sign L.
Note that, in that case, (; is a name or a variable and the terms in A
are not subterm of ¢.

In addition, since sign(¢°[C1o |, . .., Col]) # sign(Mo) and ¢°[Cio], . ..

has all its factors in normal form, applying Lemma 16, we obtain that

Mao| € {Clal,...,ggal,nmm} - AUSt(qb)U{Tl,...,Tg}

where 71, ...,y are the public names of M.
From the equality (8), we can deduce that

— (Case 1) either Mo| = t; for some t; (1 < j < k) and we have

(M" =g n;)¢,

— (Case 2) or Mo| = r; for some r; (1 < j < /) and we have
(M/ —E Tj)¢,

— (Case 3) or Mo| € St(¢) and in such a case, since ¢ contains all

its deducible subterms, we know that there exists © € dom(¢) such
that Mo| = xo. Hence we have that:

(Ma)orl)...)0el = ((xa)dr])...)okl.
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Since t; & St(¢) for any 1 < i < k, we have that ((x0)d1])...)0x] = zo.
Moreover, we have that

(Mal)ér])..)0kl = (C°lCiol,. .., Col]dr) ... 0] =g Mo.
Hence, we have that (M’ =g x)¢.

In every case, we obtain an equality in Eqg, (¢) and thanks to the
fact that ¢ = Eqg, (¢), we deduce that either (M’ =g, n;)ip (Case 1),
or (M'" =g, r;)9 (Case 2), or (M’ =g, z)y (Case 3). For every ¢ such
that 1 <i <k, let A; ={¢; | (ol =t;and 1 < j < ¢} and let ¢ € A,
by any witness of A;. We denote by §’ the following replacement:

8 ={ny— Cto'l,...,np— R’}

Claim: For every i such that 1 < i < ¢, we have that ((lo’])d" = io'|.
Indeed either ¢/ = ¢; and we easily conclude. Otherwise we have that
¢! = ny for some p such that 1 < p < k and we know that ({; =g (7)¢.
By induction hypothesis, we deduce that (¢; =g (). Hence, we have
that (¢lo’|)d" = (ny0'])d = (Po’| = (;0’|. This ends the proof of the
claim.

(Case 1) We have that (M =g ¢?)¢. Note also that [¢/| < |M|. Hence, it
remains to show that (M =g (7). We have shown that (M’ =g, n;)v,
this means that (°[¢{o’],...,()o’|] =g n;. Since E is closed by substi-
tutions of terms for names, we have that ¢°[(¢{0’])d, ..., (¢]o’])d] =
(Jo’|. Using our claim, we obtain that (°[¢10'|,...,(0’]] =g (7o’].
Hence, we deduce that (M =g (7).

(Case 2) We have that (M =g r;j)¢. Since |r;| < |M|, it remains
to show that (M =g r;)¥. We have shown that (M’ =g, ), i.e.
¢°l¢io’ ], ..., (0’ |] =g r;. Since E is closed by substitutions of terms
for names, we easily deduce that ¢°[(¢[o’])d, ..., (¢10"])d'] =g ;. By
using our claim, we obtain that (°[¢10”],...,(0’]] =¢ 7;. We deduce
that (M =g ?”j)l/}.

(Case 3) We have that (M =g x)¢. Since |z| < |M]|, it remains to show
that (M =g ). We have shown that (M’ =g, z)i, i.e. (°[¢{0’], ..., ()0’ |] =g z0’.
Since E is closed by substitutions of terms for names, we easily deduce
that C°[(¢1o’)d, ..., (¢j0’])d'] =g wo’|. By using our claim, we obtain
that (°[C10”|,...,¢0"|] =g xo’|. We deduce that (M =g x)). O

Proposition 39. Let ¢ and ) be two frames in normal form such that
¢ contains all its deducible subterms. We have that ¢ = Eqg(¢) if and

only if ¥ = Eqg, (¢) and ¢ |= Eqg, ().
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Proof. (=) Since Eqg, (¢) S Eqe(¢) and Eqg,(¢) S Eqe(¢) and
thanks to Lemma 19 we have that v |= Eqg(¢) implies ¢ = Eqg, (¢) for

ie{1,2}.

(<) Conversely, let 1) = vn.o’ be a frame such that 1 = Eqg, (¢) and
Y = Eqg,(¢). Let ¢ = vi.o for some substitution o and (M,N) €
Eqe(¢). Let (M, N) obtained from (M, N) by renaming names in 7 by
fresh names (that do not occur in ¢ and 1). Note that (M, N) € Eqg(¢).
We prove, by induction on the size of (M, N), that (M =g N)v. This
allows us to conclude that (M = N)i. Now, we assume w.l.o.g. that M
is such that |[M| > |N|.

Base case: |M| + |N| < 1. This means that M and N are variables,
names or terms built only on X1 or 39 and only M can satisfy sign(M) # L.
In such a case, either (M,N) € Eqg, (¢) or (M,N) € Eqg,(¢) and we
conclude by applying our hypothesis.

Induction step: We know that | M| > 1. This means there exist 9,3, ..., ¢Y,
such that

- M =CY[¢y, .  Cyl,

— 51?4 is built on ¥; and in the remainder of the proof we will assume
w.l.o.g. that i =1,

— (- --, ¢4y are built on ¥ and sign(¢i,) # ¥y for i € {1,...,¢}.

and we know also that there exist CR,, Q{,, R Cﬁ, (p might be equal to 0
meaning that (¥, is reduced to a variable, a name, or N is built on one
signature only) such that

— CR[ is built on ¥; and in the remainder of the proof we will assume
that sign(¢%) = 31 or (¥ is a variable. Otherwise, we would have
sign(Mo) # sign(No) and we conclude thanks to Lemma 40,
by noticing that either sign(Mo) # sign(Mo]) or sign(No) #
sign(Nal).

— (¥, -- -, Ck are built on ¥ and sign(¢k) # X1 for i € {1,...,p}.

Note that the sets {C},,..., ¢4} and {C}, ..., ¢} } might be empty.
We distinguish several cases.

Case 1: If there exists (j; (or C}) such that sign(Cj o) # sign(Ciol).
In such a case, we can apply Lemma 40 on (}, and deduce (M =g N).
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Case 2: If there exists ¢l (or C]ZV) such that sign(¢};) = X2 and
(ol € St(¢). This means that (j,;o| is a deducible subterm. Thus

there exists x € dom(¢) such that (¢}, =g z)¢. Let M’ = (Y[R, ...y 2, ...

We have (M =g M")¢ and (M =g M')y. Now, we apply our induction
hypothesis on (M', N). We obtain that (M’ =g N)y and we deduce
that (M =g N)v.

The remaining of the proof is devoted to this third case. Case 3: We
have that sign(¢4,0) = sign(¢}, o) for every i such that 1 <i < ¢ and
also that sign(Ci o) = sign(¢4 o) for every i such that 1 < i < p. (Note
that this third case includes the cases where ¢ = 0 and/or p = 0 and
also the case where (% is a variable.) Moreover, if sign(¢},) # L (resp.
sign(CY) # L), we have that (};0] & St(¢) (resp. (Yol & St(9)).

Consider among the (4, (%, such that sign(¢},) = 32, sign(¢%,) = 32,
one such that C]i\/[al, C]J\,al is maximal w.r.t. the syntactic subterm

ordering. Note that if such a ¢}, (or ¢4;) does not exist then we have that
(M,N) € Eqg, (¢) and we conclude using the fact that 1 = Eqg, (¢). In
that case, we obtain (M =g, N)y thus (M =g N). So, let (x be such
a term.

Let A = {C € {Chyr- o ¢y Clneo B} | Col = Cxol} and n be a
new name. Let M’ = ¢§,[¢)Y, ..., ¢%) and N' = ¢} [CN, ..., ¢¥] where

— G\Z is equal to n if wa € A and to wa otherwise, and
— (% is equal to n if ¢§; € A and to i otherwise.

Let 6 = 0¢yo|n- Since Mo| = No|, we have (Mol|)d| = (Nol)d].
Moreover, thanks to Lemma 20, we have also that

(ClChols s Cyol])dl = (Mal)dl, ie. Mo = (Mal)dl,
(CXICyols - Rol])dl = (Nal)dl, i.e. N'o| = (Nol)d].
Hence, we have that (M’, N') € Eqg(¢). Since (M',N') < (M, N), by
induction hypothesis, we obtain (M’ =g N')1.
Let 0/ = 0p.cx0v)-

Claim: For every i such that 1 <4 < /¢ (resp. 1 <i < p), we have that
(Cliyo' )8 = iy’ | (resp. (Clio' )0 = o L)-

Indeed either ¢}, = ¢}, and we easily conclude. Otherwise we have that
%, =n and we know that (¢}, =g (x)¢. By induction hypothesis and

since we have that (¢%;,(x) < (M, N), we deduce that (¢}, =g (x)v.

Hence we have (¢§,0'])8" = (xo'| = (i,;0’|. This ends the proof of the
claim.
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Below, we assume that N’, and thus IV, are not reduced to a variable
but this case can be done in a similar way.

We have shown that (M’ =g N')y. Hence we have that:
ChrlCRio"L, - o't =g RN (ol
Since E is closed by substitutions of terms for names, we deduce that
Chl(Cira' DY, (Chro' D] =e CRICRo' D (1),
By using our claim, we obtain that
ChrlCaro'L - o't =g Ry (Rl

Hence we deduce that (M =g N). O

Complexity. Assume that
— ¢ Fg M can be decided in f3(tqag(¢) + tdag(M)),

— a recipe ¢ such that (¢ =g M )¢ can be computed in f4(tqag(¢) +
tdag(M)) and that we control the size of the recipe t4ag(¢) <

fS(tdag(Qb) + tdag(M))
— ¢~ ¢ can be decided in f;(tgag(®) + taag(1)) for i € {1,2},
— M =g N can be decided in fo(tdgag(M) 4 tdag(IN)).

We also assume that the f; are non-decreasing functions.

Step 1. We first compute ¢} = EH and ¢ = @H where II is a set
of recipes compatible with ¢; (and ¢9) such that:

— St(IT) C T U dom(¢;);
— {M | M € St(¢1) and ¢1 Fg M} U{nmin} Ce {Co | ¢ € 1T} U ¢1;
— {M | M € St(¢2) and ¢2 Fe M} U {nmm} Ce {CO’ ‘ C S H} U (bg.

IT can be computed as follows: for each M € St(¢1) (resp. M €
St(¢2)), we check whether ¢1 Fg M (resp. ¢o Fg M) and obtain a
corresponding recipe ¢ if any. The sequence II is formed by all the
obtained recipes and is closed by subterm. Since each M € St(¢1) U
St(¢2) is of size smaller than max(tdag (1), tdag(¢2)), the size of any ¢
of IT is controlled by: f5(2max(tdag(¢1), tdag(¢2))) and II (and thus ¢}
and ¢)) can be computed in time

(tdag(P1) + ldag(92))[f4(2 max(tdag(P1), tdag($2)))] (9)
The (dag) size of ¢, is controlled by
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— the initial dag size of ¢;, which is smaller than max(tqag(¢1), tdag(¢2))

— plus the sum of the sizes of the added recipes (, which is itself
controlled by

(tdag(Cbl) + tdag(¢2))f5(2 maX(tdag(¢l)a tdag(¢2)))a

— plus the number of added terms, that is at most tqag(¢1)+tdag(®2)-

We deduce that the (dag) size of ¢/ is controlled by

Ay = max(tdag (1), tdag (P2))+
(tdag((bl) +tdag(¢2))f5(2 maX(tdag((bl)y tdag(¢2))) + tdag(¢1) +tdag(¢2)~

Step 2. We then compute v, .(¢]|)P? and vig,.(¢5])P? (resp. vig, (47 1)P,
and vig, .(d51)Pr). As explained in the complexity analysis of the de-
cidability of the deduction problem, this can be computed (by possibly
duplicating some nodes) in time

A? + AP + (AL + A fo(2(A1 + A1) = 241 (A + fo(441))  (10)

and the number of nodes of the dag representation of (¢;])” has at
most doubled compared to the initial frame ¢,. Thus the dag size of
each resulting frame (¢} |)?7 is smaller than 2A4;.

Checking I/ﬁFQ.((blll)m ’Q‘-’El V’leQ.(gf)él)m and I/ﬁpl.(gf)lll)pl ,-’?'.,E2 V’lel ((bél)pl
can therefore be done in time:

f1(2A1 +241) + f2(241 + 2A1) = f1(441) + f2(4A1).  (11)

Summing (9), (10), and (11), we conclude that checking ¢; ~g ¢o
can be done in time

(tdag(¢1) + tdag(¢2))[f4(2 maX(tdag(QZ)l)u tdag(¢2)))]
+2A1 (A1 + fo(441)) + f1(4A1) + f2(4A1).
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